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Welcome to Cisco Services Access Management

Cisco Services Access Management enables Cisco’s customers and partners to self-administer role-based user
access to multiple Cisco Service programs. Based on the concept of Delegated Administration, users will be
able to request to associate their individual Cisco user accounts with their company and request access roles
in order to obtain company-level entitlements. All association and access requests are approved by the
“Delegated Administrator”, a trusted person at the customer or partner company, who assumes responsibility
for managing user access on behalf of their company.

Cisco Services Access Management provides proactive access management aimed at enabling self-service
access management, allowing customers or partners to run their business more efficiently.

This document highlights the following major functional areas of Cisco Services Access Management:

e Overview

e Introduction to Delegated Administration
e Company and Administrator settings

e User-Company Associations

e User-Role Assignments

e Additional Administrators



Overview

What is Cisco Services Access Management
Cisco Services Access Management provides for “party-centric” role-based access to new Cisco Smart
Services. Rather than requiring a contract administrator to explicitly add a user to each and every contract
to which they should be able to get support, party-centric access allows for all users that are associated to
the customer or partner “party” to automatically get access to the support services to which their company
is authorized. The level of access can be further filtered or controlled through the assignment of specific
access roles, allowing for a tailored user experience.

For a list of the features of Cisco Services Access Management, refer to Appendix B.

What service programs are enabled by Cisco Services Access Management
The evolution to party-centric role-based access to all Cisco services will occur over time. Currently, Cisco
Services Access Management provides access to the following programs and services:

e Smart Support API
e PSS API
e One Portal Smart Service Capabilities

What are the benefits of using Cisco Services Access Management
Cisco Services Access Management is designed to flexibly accommodate companies of various sizes (based
on the number of locations and users) and allows for centralization or decentralization of administration
according to each company’s desired policy.

When a trusted person is nominated as the first Delegated Administrator for a company, they have the
option to nominate additional company administrators, or set up multiple branch locations that can be
administered separately by multiple administrators. This administrative structure can be changed over time,
based on growth and usage by additional service programs.

Delegated Administration allows you to independently decide who in your company should have access to
each Cisco Service program. Rather than contacting Cisco to submit access, the Delegated Administrator has
complete control to self-administer user access.

Through self-service administration, individual users have the ability to submit a request to associate their
User ID to their company, and to request role assignments in order to access Cisco services resources. The
Delegated Administrator will then review and either approve or deny those requests. Alternatively, the
Delegated Administrator can explicitly make the user associations and assign the roles, without waiting for
the user to submit a request.



Introduction to Delegated Administration

Delegated Administration allows for user self-service access, providing a structure to enable customers and
partners to assume greater control over “who gets access to what”.

Depending on the size of your company or the number of users to manage, one Delegated Administrator can
manage all user requests, or nominate additional Delegated Administrators to manage the load.

The sample flows below show two basic models of how a Delegated Administrator can manage user access,
through the use of Cisco Services Access Management and Cisco.com Profile Manager.

Default administration process flow

Cisco Admin Delegated Admin End User

Nominate DA for Party

Get Cisco.com user ID

Get Cisco.com user ID

Accept Nomination and
Establish Party Settings

Enable Company Party for
Service Offer

Create User-Company
Association

Profile Manager Assign Role

Service Access User authorized to Log in
Management to Service / Portal




User self-association process flow

Cisco Admin Delegated Admin End User

Get Cisco.com user ID
Nominate DA for Party Get Cisco.com user ID

Enable Company Party for Accept Nomination and

Establish Party Settings

Service Offer

Self-Associate to Party

Assign User-Company
Association

Profile Manager Assign Role

Service Access User authorized to Log in
Management to Service / Portal

Request Role

Nomination of a Delegated Administrator

A Cisco Administrator will initially nominate a known and trusted person at a partner or customer company to
be the first Delegated Administrator for their company. The Delegated Administrator will use Cisco Services
Access Management to associate valid users to their company and assign them roles to gain access to the
protected Cisco Services that are available to that company.

Acceptance of Delegated Administrator nomination during first login

The nominee will receive email notifications informing them that their Cisco account has been associated to
their company record, and that they have been nominated to become the Delegated Administrator for their
company.



Dear Adam Strader,

You have been nominated to become a Services Delegated Administrator for the
following location:

VERIZON COMMUNICATIONS INC.
140 WEST ST

NEW YORK, NY

10007

us

As a Delegated Administrator for your company, you can use Cisco Services Access
Management to associate valid users to your company and assign them roles to gain
access to protected Cisco Services that are available to your company.

In order to complete this nomination, please click on the link below to login to Cisco
Service Access Management. On successful login, you will be presented with the Cisco

Service Access Management Agreement which will need to be reviewed and accepted.

Cisco Service Access Management

Once you accept the Agreement, you will also have the ability to nominate additional
Delegated Administrators. If you like to pass this role on to another person in your
company, you can nominate that person as a Delegated Administrator and then
Remove yourself via the View Existing Administrators menu option.

If you have any questions about this nomination, please click the link below:

Contact Delegated Administrator

Privacy Statement Read more about our privacy statement.

Copyright (C) 2011, Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.
Cisco Systems, Inc. 170 West Tasman Drive, San Jose, California 95134



http://tools.cisco.com/CDCEB
https://tools.cisco.com/RPF/profile/requestorupdate_association.do?page=update&Tab=2
http://redir.aspx/?C=18438ecb623c4fbdb4ea7866da1fe960&URL=http%3a%2f%2fwww.cisco.com%2fen%2fUS%2fswassets%2fsw293%2fprivacy_statement.html

Use the link in the email to view the Terms & Conditions of becoming the Delegated Administrator for your
company.

alvaln : —
cisco Cisco Services Access Management

Log Out

Pending Legal Agreement

Welcome to CSAM Adam Strader !

The Cizco Services Access Management application requires thatyou accept the legal terms and agreements
Flease click on the "Review Legal Agreement” link helow to;
- Review the legal agreement

- Accept or decline the agreement ance review

Once you have accepted the Legal Agreement, you will have access to Cisco Senvices Access Management application.

Entitled Company Administratar Type Action
YERIZOM COMMURMICATIONS [MC Farty Administrator Review Legal Agreement

temns, Inc. All rights r




alraln
CISCO

Click Accept - Cisco Systems

Supporting Documentis)
Download Agreement as POF 7

]
Cisco Service Access Management Agreement

YOU MUST READ CAREFULLY AND ACCEPT ALL OF THE TERMS AND COMDITIONS COMTAINED IN THIS CISCO SERVICE
ACCESS MANAGEMENT ("SAM") DELEGATED ADMINISTRATOR AGREEMENT ("AGREEMENT") BEFORE YOU MAY ACCESS OR

USE SAM.

IFYOU DO AGREE TO ALL OF THE TERMS AND CONDITIONS, YOU SHOULD CLICK THE "ACCEFT" BUTTOM AT THE END OF THIS
AGREEMENT. IF YOU DO NOT AGREE TO ALL OF THE TERMS AND CONDITIONS, YOU SHOULD CLICK THE "DECLINE" BEUTTOMN AT
THE END OF THIS AGREEMENT.

BY CLICKING THE "ACCEFT" BUTTON, YOU ARE BINDING YOURSELF AND THE BUSINESS ENTITY THAT YOU REPRESENT
(COLLECTIVELY, "CUSTOMER") TO THIS AGREEMENT WITH CISCO SYSTEMS, INC. (OR ITS SUBSIDIARY OR AFFILIATE THAT
PROVIDES YOU ACCESS TO SAM) ("CISCO"). YOU FURTHER CERTIFY TG CISCO THAT YOU ARE AUTHORIZED TO ENTER INTG
THIS AGREEMENT OMN BEHALF OF CUSTOMER. IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THE AGREEMENT, THEMN
CISCO 1S UNWILLING TO GRANT YOU ACCESS TO OR USE OF SAM, AND YOU MAY CONTACT YOUR CISCO REPRESENTATIVE TO
DISCUSS ALTERMATIVE METHODS TO RESTRICT ACCESS TO CISCO SERVICES ON BEHALF OF CUSTOMER.

After reading the Terms and Conditions, enter your company name and click on the “Accept” button at the

bottom of the agreement.

By clicking on the "Accept" button below, you are acknowledging thatyou have read and agree to the "Cisco Service Access Management
Administrator Agreement” (above), inits entirety, and are committing your organization to this Agreement. You are also certifying to Cisco that
yol have authority to commit your organization to this Agreement. If you do not agree to all of the terms of this Agreement, or if you do not have
the authority to commit your organization, you should click the "Declineg” button below. You and your organization will hawe no rights or
obligations under the Agreement unless and until you click the "Accept” button.

Electronic Signature

First Mame Adam

Last Mame Strader

Company * Verizon|

CColD adamstraderdd

Email Id adamstraderd9@yahoo.com
Accept | Decline |

Document Id :Clsco_Service_ACcess_Agreement_ain_5234276_9565440

@®1992-2009 Cizco Systems, Inc. A1 rights reserved. Terms & Condtions | Privacy Statement | Cookie Policy | Trademarks of Cisco Systems Inc

A confirmation pop-up will appear.



o Thankyou for accepting the Cisco Services Access Management Terms & Agreement far;

VERIZON COMMUNICATIONS INC

140 WEST ST

NEW YORK, NY 10007

us

As a Delegated Administrator, you will be ahle to manage access to the following locations:

Company Address City State | Country
VERIZOM SELECT SERVICES CO GE COMMERCIAL DISTRIBUTION FINAMCE — SAM ANGELD  TX s il
VERIZOM SELECT SERVICES INC 4255 PATRIOT DR - STE 400 GRAPEVINE TH s
YERIZOMN COMMUNICATIONS INGC T40WEST 5T NEW YORK MY s 1
MC| COMMURICATIONS CORPORATION 22001 LOUDOUN COUNTY PRWY ASHBLURN W s [
YERIZOM BUSINESS 2950 ZAMKER RD SAN JOSE CA L5
VERIZOM BUSINESS NETWORK SERVICES IMC. 22001 LOUDOUN COUNTY PRYWY ASHBLURN W, LS
ATE ~ODDADATIO R 1 ANMEST oT NI=Erar=T) Rl L

Click OK, and the Cisco Service Access Management home page will appear:

alvalne . S
cisco Cisco Services Access Management

- Pine

| Woelcome Adam Strader
C Company Administrator, VERIZON COMMUNICATIONS IMNC

d———

John Logan
San Jose, CA

Phone: 555 555 5555
Email: john@cisco.com

Pending User Association Requests Pending Role Assignment Requests Weh Service Administration

Review and manage user association requests Review and manage user role assignment Register and manage weh service information for
far your cormpany. requests far yaur company. YOUF COMmpany.

g, Inc. All rights re

Note: The Delegated Administrator role only gives you access to associate users to your company and assign
service access roles to users. For you to also have access to specific Cisco Business Services, you must assign
one or more roles to yourself.
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Establishing Company and Administrator Settings

Cisco Services Access Management can be tailored to function in a way that best fits with your company’s size,
structure, and access management policies. The Delegated Administrator will establish both company-wide
settings and administrator-level settings that control how individual users request association to their
company, and how each Delegated Administrator is notified to take action.

Company Association Settings
Initially, each Cisco customer or partner company is profiled as a single location. Additional locations and
administrators can be added as needed, for any locations under that company hierarchy.

Cisco Services Access Management provides three ways to help direct a user’s company association request to
the correct company, and to the correct administrator for review and approval:

e Email domain matching
e Company passcode
e Company name and address search

Through the establishment of the Company Settings, the Delegated Administrator can individually allow or not
allow, or combine these options, in order to flexibly control the user self-association process.

Email Domain Matching

If your company has its own email domain(s), and all of your users register on Cisco.com using their company
email address, then you can leverage email domain matching to enable your users to easily associate, and
simultaneously prevent other users from attempting to associate to your company.

Company Passcode

If your company does not have its own email domain, you can prevent unknown users from attempting to
associate to your company by establishing a company-level passcode, which can then be shared internally
among your company. The use of a company passcode can also be used to eliminate the need for a user to
search for their company record by name and address.

Company Name and Address
If your company is relatively small and does not have multiple locations, or if the other options do not meet
your needs, you can allow users to request company association by searching on company name and address.

Administrator Notification Settings

Each Delegated Administrator can customize how and when they are notified of pending self-association and
role assignment requests. Used in conjunction with the company association settings, this allows each
company to tailor their access management process and policies, with the ability to establish complete self-
service access that is “managed by exception”, or a more restrictive policy that requires explicit, directed
administration.

13



Setting Company Association Rules

Use the top menus to navigate to “Settings=> Change Company Association Rules”. Initially, there will be no
records of any association rules setup for your company.

i :
cisco Cisco Services Access Management

‘ Home

K | Welcome Adam Strader
- Company Administrator, VERIZON COMMURICATIONS IMC

u Mo company setfings have been created yet

Change Company Association Rules

Wiew:  hdy Locations Only

company Company Passcode + | Email Domain -+ | Auto Approval ~ | Modified By + | Expiration Date

Ho Records Found

User Association Preference

Allow users to associate to:

@ pryvalid company location ) Only enable locations with active settings (e.g. company administrators and passcodes)

Save

tems, Inc. All rights reserved.

If you are the Delegated Administrator for the headquarters of your company, you will see the section for
setting the “User Association Preference”. This setting will help you to control which company location(s) the
users can request association with.

You have 2 options available:

e Any valid company location
By selecting this you allow users to request association to any valid locations of your company, even
those without any company administrators.

e Only enable locations with active settings (e.g. company administrators and passcodes)
It is recommended to select this option.
By doing so, users will be able to request association only to company locations that have an active
administrator. Selecting this option allows you to manage user-company associations by taking
advantage of the “Delegated Administration” feature.

14



Click on “Create” to setup the company association rules for your location or multiple locations of your
company.

Step #1: Manage Location Options

Choose the appropriate radio-button option, to either:

e Select Specific Locations This is the best choice for companies with a small number of locations being
managed.

e Search for a Specific Location You may prefer to use this option if you have dozens of locations and don’t
want to page through a long list to find the specific location to manage.

Based on your choice, the system will display a list of company locations. Select the location you wish to
manage, and click on “Next”.

T . ; ” it Log Out Help
cisco Cisco Services Access Management

Welcome Adam Strader
L Company Administrator, VERIZON COMMUMNIGATIONS NG

Step #1: Manage Location Optiohs

@ Select Specific Locations

Ity Locations Only

| Company Address i Country Fasscode Settings

UMITED S

() Search for a Specific Location

ms, Inc. All rights r

15



Step #2: Company Association Settings

This screen allows you to define user self-association rules that apply to all locations of your company.

N |l|I| 1 de unt  Log Out  Help
cisco Cisco Services Access Management

‘ —

Step #2:Company Association Settings

Llzer Selt-Association Options

Email Domain
valid ermail domain reguired ? @ves COipo

Company Address

Users allowed to associate with matching
address ?

@ves (mo

Association Approval Options

) automatic Approval - Email & Passcode

) automatic Approval - Passcode Only

@ Manual approval reguired for all requests

User Self-Association Options

o Email domain matching Selecting “Yes” will leverage the email domain matching feature. This will enable
users who registered in Cisco.com using their company email address to associate with your company,
while preventing other users from doing so.

e Company address matching Selecting “Yes” allows users to submit a company association request based
on company name and address. This option is only recommended when used in conjunction with email
domain matching or a company passcode. You may change this later based on your company needs,
depending on the size of your company and the number of managed locations.

16



The following table describes the impacts to the self-association process, depending on how the questions are
answered:

AL (e 7 LIS Impact on Self-Association requests via Profile Manager

Matching Matching
Only users who registered in Cisco.com with their company
email address will be able to request company association, and
Ves Ves will also be able to search for a specific company location based

on name and address. Best choice for a large company with
many locations being independently managed by multiple
Delegated Administrators.

Your company will not appear in searches by users outside your
company (or who registered in Cisco.com with a personal email
Yes No address). Best choice for a company with their own email
domain but only a relatively small number of company locations
being used for access management.

Note that this option may cause your company to appear in
search results with other companies that also allow users to
submit association requests solely by company address

No ves matching. Best choice for a company that does not have its own
email domain, but wants to allow users to find your company by
name and address.

This combination restricts self-registration requests to only
No No those users who know the company passcode. Best choice for a

company that does not have its own email domain, but does not
want to appear when users search by address.

Association Approval Options

A Delegated Administrator can potentially reduce their workload by automatically approving requests,
depending upon the information that was provided during the self-association process. The Delegated
Administrator may choose to automatically approve requests from any user who provides the company
passcode, or only if the user’s email address also matches the company’s email domain. Or, you may prefer to
explicitly review and approval all association requests.

After making your selections on this page, click on “Next”.

17



The final step in establishing company settings is to define the company passcode and email domain.

mn — der (ac unt Log Out  Help
cisco Cisco Services Access Management

Settings Detail

@ Generate Passcode

Generate a new code

) Select Existing Company Passcode within My Span of Contral

Company

Mo Records Found

Approved Company Email Domains (Email Format @cormparny.com)

Email Domain: Add Line

Example: @cisco.cam

[ Back J[ Finish ][ Cancel ]

nE, Ine. All right:

You have the following options to establish a company passcode:

e Generate Passcode
Select this option to generate a new passcode for your company location by clicking on the link
provided.

e Select Existing Company Passcode within My span of Control
This option may be selected when setting up company association rules for additional locations of your
company.

To leverage email domain matching, allowing your users to easily request association to company, enter one
or more valid email domains, in the format @domainname.com . Only enter email domains that are uniquely

registered to your company.

Click on “Finish” to save these settings for your company location. A confirmation message is displayed, along
with the details of the association rules you have setup for your company.

18



Setting Notification Preferences
Each Delegated Administrator will establish their notifications settings by using the top menus to navigate to
“Settings = Change Notification Preferences”.

On this screen, each Delegated Administrator will:

e Determine visibility of their contact information, to users requesting association (or already associated to)
the company. By making contact information available, users can follow up on pending requests, or
contact their Delegated Administrator regarding access issues. If contact information is not made visible,
users will have the ability to send an email to the Delegated Administrator through a blind submission
function.

e Decide the frequency of the email notifications or alerts they want to receive for any user activity. This
applies to pending requests as well as notification of approval of requests. It is recommended to initially
select “Yes (For Every User Submission)” so that the Delegated Administrator is notified for every user
request made or approved. This can be changed over time based on your needs.

ol ||. 1 l I N 00 count  Log Qut  Help
cisco Cisco Services Access Management

| Home L = iments  Admini 3 s Other

I'-j-{ Welcome Adam Stracder
- Company Administrator, YERIZON COMMUNICATIONS IMNC

Hotification Settings
Motifications to Delegated Administrators

Allowy Requestors to see your Delegated Administrator contact information?

@ vas  Cno
Generate email notification and alert?

' ves (For Every User Submission) ) Yes (Daily Surmmaryd @ No

Save

View Hotifications to Users

Display messages in which language?
LIS English =
Company Association e-mail notifications

Approval Message  Denial Message
Uger Role e-mail notifications

Anproval Message  Denial Message

@2013, Cisco Systerns, Inc. All rights reserved.

Click on “Save” to complete the setup for your Notification Settings. A confirmation message is displayed.
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User-Company Association and Management

This section talks about user-company association and management. There are multiple ways users can be
associated with your company.

e Self-Association via Profile Manager

e Company association of a single or multiple users by company administrators

User company associations can also be changed or deleted over time by company administrators based on the
needs or when users leave the company.

User company self-association

A user’s request for self-association to their company will be submitted via Cisco.com Profile Manager. The
request will be directed to the company Delegated Administrator based on the information they provide, and
the association criteria established for the company.

In Profile Manager, the user can request association using the link “Request Company Association” under the
“Company/ Organization” tab. Note: Request Company Association link is only available in Stage.

Whrdaide [change] Logged In | Accoere | Log O My Cisco
ol l Il I I

Products & Services Support Training & Events Partners Q]
cisco =i <

Welcome to Cisco

Cisco.com Profile Manager

Choose Language . English - Help
Contact Company / Organization Access Restricted Content Preferences Security

Request service access and entiliement by associating your account wih your company.

Request Company Associaion

Job Rele select one v

Job Level select one b

Job Tk

Incustry: select one A

MNumnber of Employees select one b4

Relationship to Cisco k select one -
Save Changes Discard Changes

Contacts | Feedbadc | Help | Site Map | Terms & Conditions | Prvaoy Statement | Cookie Polioy | Trademads
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Company association can be requested by providing the company passcode or by searching for the company
location by address.

If the company settings established by you allow searching by address, users will be able to select the
company location from a list. However, company association using company passcode will enable a quick and
easy submission of request. Users can enter the company passcode provided by you while establishing the
company settings in Cisco Services Access Management.

Worlduide fchange]  Logged b | Account | Log Ot My Cisco

it
el ottessorvoos  Support Howtosy  Tanngatwems oo Y

Welcome to Cisco

Cisco.com Profile Manager

Choose Language English - Help
Cortact Company / Organization Access Restricted Content Preferences Security

Ormganizational Preferences » Company Association

Company Passcode

If you do not know your company passcode, you may also enter your full company location detail below.

Country * select one |Z|
Company Name *

Address

City

State / Province™®

Postal Code

*[] This action will result in displaying personal information that you are providing through the form to the selected company's administrator. If you consent to this
release, click the checkbox. If you do not, please press 'Cancel’.

*indicates required

Cancel

Select the checkbox for accepting the Terms & Conditions to confirm sharing your profile information and click
on “Submit”.

This will ensure that the user’s profile information is displayed in Cisco Services Access Management, allowing

company administrators to identify who is requesting access. Confirmation message is shown if the request
has been submitted successfully.
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On subsequent logins to Profile Manager, click on “View/Update Company Association” link to view the status
of your company association request.

Werkduide khange] Logged b | Acceunt | Log Ot My Cizco

atfrarlns
Products & Servicos port Training & Events Partners ‘
cisco B -

Welcome to Cisco

Cisco.com Profile Manager

Choose Language Englith - Halp

Corflact Company / Organization Access Resiricted Cortont Preferences Security

Organizational Preferences » Company Association

! ] If you wish to change your company association, you must first remove your existing
association below.

Existing Company A=zsociation

Company Name Status Action

Approved Remove
Your Company Name

Delegated Administrator Contact Information

Name Company Phone Email

Adam Strader WVERIZON COMMUMICATIONS INC +1 4081230000 adamstrader38@yahoo.com

The status will be “Approved” if the user’s request has been approved by a Delegated Administrator of your
company. Otherwise, this request will be in “Pending” state.

The user will only be able to see the Delegated Administrator(s) contact information if you had opted to show
your details while setting your Notification Preferences.

Why do we show your contact information? This will allow users to follow up on their requests; they can
call/email using the company administrator information provided, otherwise a blind email will be sent.

Notifications are sent to the company Delegated Administrator(s) informing that a user has requested
association to their company or specifying that a user request for self-association to the company was auto-
approved if it met the criteria for established by you for company association settings.

Once the request for company association is approved or denied by Delegated Administrator of the company,
user will be notified via email about the change to their Cisco Account.
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Managing user requests for company association
Delegated Administrators will need to approve/deny pending user requests for company association using
Cisco Services Access Management.

Use the top menus to navigate to “User-Company Associations = Pending User Association Requests”. This
manual approval/denial is required if the company settings was previously set to “Manual Approval Required”.

] _— Adam Strader (adamstrader99) My Account Log Out  Help
cisco Cisco Services Access Management .

P
| Home User-Company Associations U 2 nents  Administra st Other

| Welcome Adam Strader
. Company Administrator, VERIZON COMMUNICATIONS INC

Wiew My Locations Only -

Pending User Association Requests 10~ perpage | Go |

Filter: CiscoUserlD » Clear Filter

=1 Hame 4 | Cisco User ID + | Email 4 | Job Title 4 | Company & | Status 4 Received
= Andy Yusser andyyusserdd andyyusserd9@yahoo.com VERIZOMN COMMUNICATIONS INC Pending 26-Feb-2013, 01:44 PM

1

©2013, Cisco Systems, Inc. All rights reserved

A list of pending requests will be shown. Select the record(s) which needs to be approved/denied and click on
“Approve” or “Deny”.
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. AdsmStrader (adamstraderss) My Account LogOut Help

] —

cisco Cisco Services Access Management

| Home User-Role Assignments  Administrators ~ Seftings  Other

-—I1' Welcome Adam Strader
.. Company Administrator, VERIZON COMMUNICATIONS INC

View it;"!y Loca‘t‘ions Only -

oy o R m

Filter. Cisco UserID = Clear Filter

Name + | CiscoUseriD . | Email ~ | JobTitle « | Company ~ | Received

013 01

©2013, Cisco Systems, Inc. All rights reserved,

Pop-up to confirm selection will be shown. Click on “Yes” to confirm decision.

Warning

u Are you sure you want to approve these users
dh 5

Yes.

Another pop-up window will be shown with a confirmation message and a list of users that were
approved/denied association to company. Click “OK” to go back to the “Pending User Association” screen. A
list of user requests pending approval, if any, will be displayed.
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il .
cisco Cisco Services Access Management

Home User-Company Associations

Welcome Adam Strader
1 Company Administrator, VERIZON COMMUNICATIONS INC

View My Locations Only

Filter: Cisco UserlD

tems, Inc. All rights reserved.

Adam Strader (adamstrader?3) My Account LogOut Help

@ https://tools-stage.cisco.com/CDCER/association.do?action=editSelected Association

o The associations have been successfully approved and an email has been sentto below users

Name Company to Associated With

Andy Yusser VERIZON COMMUNICATIONS INC
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User company association using Cisco Services Access Management

The above sections describe the user self-association request and approval process. As an alternative, a
Delegated Administrator can directly associate users to their company, either individually or through a batch
upload.

User-to-company associations can be managed by one or more company administrators, for a given company
location or multiple company locations. Refer to the Nomination of Additional Delegated Administrators

section in this document to learn more about creating and managing access for multiple Delegated
Administrators in your company.

Single User-Company Association
To associate a single user to your company, use the top menus to navigate to “User-Company Association =
Associate User to My Company”.

Step 1: Select User Enter the CCO ID or email address of the user that you want to associate to your company,
and click on “Next”.

il Iloll I pic 39) count  Log Qut  Help
cisco Cisco Services Access Management

‘ Horme

| Welcome Adam Strader
Company Administrator, VERIZON COMMURMNICATIONS INC

Step 1: Select User Step 2: Select Company Step 3 Confirmation

Select User for Company Association

Search by Cisco User ID or Email

andyyusser99|

stems, Inc. All rights resemwved.

Step 2: Select Company Select the company location from the list of existing locations, or search for a specific
location, and click on “Next”.
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1 |l ' I|I| Adam Strader (adamstrader29) My Account Log Qut Help
cisco Cisco Services Access Management

ol nments  Administrators  Settings  Other

Home User-Company Associations User-R

‘ + Step 1:SelectUser  Step 2: SelectCompany  Step 2 Confirmztion

Mame Cisco User ID Email
Andy Yusser andyyusserdg andyyusserdd@yahoo.com

Select a specific company location to manage access.

@ Display Company Locations Available

Wiew My Locations Only v
Country  UNITED STATES -
| Company ‘ Address ‘ Ccity | State | Country |

VERIZON COMMUNICATIONS INC 140 WEST ST-1 NEW YORK — NY UNITED STATES
VERIZON COMMUNICATIONS INC 140 WEST ST NEWYORK  NY UNITED STATES

) Search for a Specific Location

silian]e, Adam Efrader fadamatraderdd) My Account  Log Owt Halp

cisco Cisco Services Access Management

Home  LSercommpany Associalions U AREORNES Adrranisirabors

« Step 1 SelectUser « Step 2 Selact Company  Step 3: Confirmation

Please review your selaction below

MName c in i Wwith
Andy Yusser VERIZON COMMUNICATIONS INC

If you want to immediately assign access roles to this newly-associated user, answer “Yes” to the pop-up

message. Select “No” if you want to assign roles to the user at a later time.
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Association Complete

The User-Company association has been
successfully processed and an email has been
sentto the user, Would you like to assign

sernvice access roles to these users now?

(res | (o]
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Performing User-Company association via batch upload

Instead of performing User-Company associations individually using the above step-by-step process, you can
associate multiple users through a batch upload, using a provided spreadsheet template. This feature may be

especially useful to on-board or migrate users from another system or user repository.

Use the top menus to navigate to “User-Company Associations = Batch Upload”

afialn '
cisco Cisco Services Access Management

| Haome

| Welcome Adam Strader
._E)CDmpanvAdministratur, VERIZON COMMURICATIONS [MC

Step 1: Select Party Location

* Country zelect one
* campany
Addressi1
Address?2
City
* Btate zelectone w
Postal

* indicates required

Step 2: Provide Users for Compamny Association

Belowis a sample of CEV template to be uploaded. For each user, vou may provide either their Cisco User ID or email address.

Cisco User D Ermail

adamstraderdy adamstraderd9@yahoo.com

Step 3: Upload Batch Associations

Llse extreme caution when using this feature. [fyou have never used this feature, review the help guide.

Upload a CBY spreadsheet from your computer

Browse.. Download Template

Enter details to search for the company location to which you want the list of users to be associated
from list available.

. Select
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I ount  Logout  Help
cisco Cisco Services Access Management

Home 3 i i ators GOther

Welcome Adam Strader
- Company Administrator, VERIZORN COMMUNICATIONS [MC

* Country UMITED STATES

* Company Yerizon Cammunications Inc.

Address] 140 west 5t
Address?2
City

* Btate MEW YORK

Fostal

* indicates required

Company Address
) YERIZON COMMUMNICATIONS INC - 140WWEST 5T MEWYORK MY UMITED STATES
® YERIZOMN COMMUMNICATIONS INC - 140 WWEST 8T -1 MEWYORK MY IUMITED STATES

Below is a sample of C5Y template to be uploaded. Far each user, you may provide either their Cisco User ID or email address.

Cigco User D Ermail
adamstraderdd adamstraderd8@yahoo.com

Use extreme caution when using this feature. [fyou have never used this feature, review the help guide.

Upload a CBY spreadsheet fram wour computer

Browse.. Diownload Ternplate

You will need to initially download the template for batch upload. Save this file as
“associationBatchTemplate.csv”. This file can be re-used each time you need to associate multiple users to
your company by updating the details of users in the file.
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You have chosen to open:
(L] associationBatchTemplate.csv

which is @ Microsoft Office Excel Cormma Separated Walues File

from: http:/ftools-stage.cisco.com

YWiehat should Firefox do with this file?

) Dpenwith | Microsoft Excel {default)

@i Save File

[] Do this autornatically for files like this from now on,

(0] 4 ] ’ Cancel

Open this saved file, and enter the user details as required.

Any change to the file type, format, or column headers will result in an error during the user-company
association upload.

Home

Insert Page Layout Formulas [ata Fewiews ey

ES - fe |
iy B C
1 Userld Erm ail
2 andyyusseras andyvusserd9@yahoo.com
3
il
]

Upload this locally saved file, with the required user details click on “Submit”.

31



afvalne .
cisco Cisco Services Access Management

Haorme Lser IR i ] LSerF ignments  Administrators

Carnpany i Cauntry

YERIZOMN COMMUMNICATIONS INCG - 140 WEST 5T-1 MEWYORK MY UMITED STATES

Below is a sample of C8Y template to be uploaded. For each user, you may provide either their Cisco User 1D or email address.

Cisco User 1D Email

adamstiraderdy adamstraderd9@yahoo.com

Use extrerne caution when using this feature. Ifyou have never used this feature, review the help guide.

Upload a C5Y spreadsheet from your computer

C:'tUsers\.hmaksoud'tDDwnIDadslassociationBatchTempIate.csv Browse... ] [ Download Template ]

A confirmation screen is displayed. If there was an error in associating users, the list of users that were not
associated will be displayed along with the error message and reason.

Users associated successfully to your company will be notified via email that their Cisco Account has been

associated to your company. Once submitted the batch takes about 15 minutes to be loaded into the system

as the batch job synch up job runs every 15 minutes.
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Dear Andy,

Your Cisco Account is now associated with the following location:

VERIZON COMMUNICATIONS INC.
140 WEST ST .

NEW YORK, NY.

10007

us

You may now go to Cisco Profile Manager and request roles to upgrade access to your Cisco Account via the
Additional Access tab.

If you have any questions about this change to your Cisco Account, please click the link below:

Contact Delegated Administrator

Privacy Statement Read more about our privacy statement.

Copyright (C) 2011, Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries.
Cisco Systems, Inc. 170 West Tasman Drive, San Jose, California 95134
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http://redir.aspx/?C=18438ecb623c4fbdb4ea7866da1fe960&URL=http%3a%2f%2fwww.cisco.com%2fen%2fUS%2fswassets%2fsw293%2fprivacy_statement.html

Revalidate User Association Requests

Revalidation of user associations may be necessary due to organizational changes your company’s legal
hierarchy. If there are any users associated with a company location that is affected by the organizational
change, those users will automatically be moved to a new location and the delegated administrator will be
notified to review and revalidate the those users’ access.

atlian], __ Adam Strader (adamstrader3s) My Account  Log Out  Help
cisco Cisco Services Access Management

Home VS Catp: : User-R nments  Adr

' Pending User Association Requests

. wel Ravaildate User Association Requests
. Compal

View Existing Associations iONS NG
- Associate User to My Company |

Change a User's Company Association
| Batch Upload

John Logan
San Jose, CA

Phone: 555.555.5555
Email: john@icisco.com

G

Pending User Association Requests Pending Role Assignment Requests ‘Web Service Administration

Review and manage user association requests  Review and manage user role assignment Register and manage weh service information
for your company. requests for your company. for your company.

©2013, Cisco Systems, Inc. All rights reserved

From the User-Company Associations menu, select Revalidate User Association Requests to view the pending
requests queue.
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ol ] - 1t Log Out  Help
cisco Cisco Services Access Management

‘ Home

1 Welcome Adam Strader
C Company Administrator, VERIZON COMMUMNICATIONS INC

View My Locations Only -

Revalidate User Association Regquests 10 - perpage

Filter; Cizeo UserlD Clear Filter

Name -« | Cisco User ID « | Email = | Joh Title ~ | Company

There are no requests your actionh at this time

tems, Inc. All rights re

View Existing Users Associated with the Company
Delegated Administrators can view the existing User-Company Associations.

By using the top menu options to navigate to “User-Company Associations = View Existing Associations”, you
will see a tabular display of all the users associated with your company.

|I|I|I|I- — i da )] unt  Log Out - Help
cisco Cisco Services Access Management

| Hame ak: o er- ftings ~ Other

| Welcome Adam Strader
- | Campany Administrator, VERIZOM COMMUNICATIONS ING

Wiew My Locations Only -

View Existing Associations 10 = perpage

Filter: CiscolUserlD = Clear Filter

Hame ~ | CiscolUserID ~ Email + JohTitle - Company ~ | Status ~ Last Reviewed * | Administrator

Adarm Strader adamstraderdd adamstrader99yanon.com VERIZOMN COMMURICATIONS INC  Approved 18-Jan-2013, 04:54 PM 0

1

ems, Inc. All rights

Edit Existing User-Company Associations
A Delegated Administrator can change an existing User’s company association. This may be required if a user
has left the company, changes locations, or no longer requires the previously provided access.
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Use the top menus to go to “User-Company Associations = Change a User’s Company Association”. A tabular
display of all users associated with your company will be displayed. Select a user by clicking on the radio
button and click on “Edit” or “Remove Association”.

If the list is large, you will be able to narrow the list by using the “Filter” option based user id, first name, and
last name or by clicking on the headers of the table displayed.

Click on “Edit” to change the selected user’s company association.

il Il ' Il I = L ount  Log Out  Help
cisco Cisco Services Access Management

| Haome Ain Other

| Welcome Adam Strader
L Company Administrator, VERIZOMN COMMURIGATIONS ING

Wiew Py Locations Only -

Change a User's Company Association 10 + perpage

Filter: Cisco UserlD - Clear Filter

Name ~ | CiscoUser ID ~ | Email ~ | Company Last Updated Administrator Info

By default, the company location with which this user is associated will be selected. You will be able to select a
different company location by selecting “My Full Span of Control” to view available company locations.

e .
cisco Cisco Services Access Management

| Harr er-Role i ato ings Other

Wiew My Locations Only

Country: UNITED STATES

Available Company Locations
HName a  Address 4 | City 4 | Siate a» | Country

9

Save Clear Cancel

Alternatively, to disassociate a user from your company, select “Remove Association” in the first screen. A
pop-up will be displayed to confirm your decision to remove selected user’s association to your company. Click
on “Yes” to confirm deletion of this user-company association.

Disassociating a user from your company will also result in the deletion of all roles assigned to that user.
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Warning

U Are you sure you want to remove the user's

company assaciation?

A confirmation message is displayed and the user will be notified via email about the changes to his/her Cisco
Account.

Delegated Administrators of the company will also receive email notifications, based on their notification
settings, about changes made to the user’s company association.
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User role assignment and management

Roles need to be assigned to the users associated to your company to define the access level for that user to a

protected Cisco Service.

This may be done in multiple ways:
e Company administrator assigns roles to associated users
e Users request additional access to Cisco Services via Profile Manager

Note: Some Business offers will need to assign roles to end customer. Please refer to the appendix C for
details.

User requests for role access using Profile Manager
Only the users associated to your company will be able to request additional roles via Profile Manager.

A user can request role assignment by clicking on the “Smart Services” link under the “Access Restricted

Content” tab in Cisco.com Profile Manager. The second functionality, to request role assignment, is available

in Production.

Wonaxide fehangs] Acteust | Log 0wt My Cisco

i
.Cilf:clo Y Products & Senvices Support How 10 Buy Training & Events Partners m

Welcome to Cisco

Cisco.com Profile Manager

Choose Language : English - Helo
Contact Company f Qrganization Access Restricted Content Preferences Security
Service Contracts  Smart Services So )owmiload | CCIE | Purchase Direct | Parners
Semica Access Roles
My Holes
Business Service Fole Descrighion Company Status Action
DM_CCW_Ouoting DataCenterManager Fole dascriplion not svaladle Active Bamve £
DM_CCW_Quoting BrandAmbassador Rode descriphon rit svalable Pending
Approval
Invoice Tool 0 BOTH Role 212138 Roie dezcriphon rot avaslable Aclive Remove
r
Invoice Tool DINTERNAL Role 21 ... Rode descrighion not avalable Active Remove
Invoice Tool AssociateDirecton Roie descriglion it svakadky Aclive Ramove
Invoice Tool 1 BOTH Role 212138 Role descriphion nit sviskaths Aclive Bamoe
Inwvoice Tool FieldSupertvisor Role descriphion nct avaslable Aclive Remave

Business Serace Roke Descrigtion Company
7 DM_CCV_Guating SalesSupport Rele descrpbon not avalobie ; :
™ DM_CCW_Quoting TechnicalSupport Robs gescription not avelebie
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The top section of the page displays the user’s existing role assignments. The bottom section displays

additional roles available to the user’s company, which they can request. Upon successful submission, a
confirmation message is displayed.

The Delegated Administrator(s) of the user’s company will be notified about the user’s request for additional
role access via email, based on their notification settings.
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Managing user role assignment requests
User requests for access to Cisco Services can be approved or denied by the company Delegated
Administrator(s) using Cisco Services Access Management.

Use the top menus to navigate to “User-Role Assignment = Pending User-Role Assignment” to view a list of
pending user requests for role assignment.

dfraln ... AdamStrader (adamstrader38) My Account Log Out Help

cisco Cisco Services Access Management

T - nments  Admi

1 Welcome Adam Strader
- Company Administrator, VERIZON COMMUNICATIONS INC

View My Locations Only -

Pending User Association Requests 10 - perpage@

Filter: Cisco UserlD Clear Filter

1 Name « | CiscoUseriD « Email + JobTitle « | Company 4 Status « Received -

ali A S - :
= Annie Yusser  annieyussergg annieyusserd9@yahoo.com T;‘IJEEEGN COMsCAIO Pending i;FelyZUﬂ, YA

ms, Inc. All right:

Select the requests to approve/deny from the list of displayed. Click on “Approve” or “Deny”.

Warning

ﬂ Are you sure you want to approve these users
?

A confirmation message is displayed based on the requested action.



alafi @) Cisco Services Access Management - Mozilla Firefox

cisco Clsco SerV|ce5 Access N @ https://tools-stage.cisco.com/CDCER/association.do?action=editSelectedAssociation

| Home User-Company Associations

o The associations have been successfully approved and an email has been sentto below users

Mame Company to Associated With

Welcome Adam Strader

| Company Administrator, VERIZON COMMUNICATI I Annie Yusser VERIZON COMMUNICATIONS INC

View My Locations Only

Pending User Association Requests

Filter: Cisco UserlD «
Name «  CiscoUserlD «

annieyussersg

@®2013, Cisco Systems, Inc. All rights reserved.

Approved/denied requests are removed from the administrator’s request queue.

T y Adam Strader (adamstraders9) My Account Log Out  Help

cisco Cisco Services Access Management

T
| Home User-Company Associations gnments  Adminis

: Welcome Adam Strader
. Company Administrator, VERIZON COMMUMICATIONS ING

View My Locations Only

Pending User Association Requests

Filter: Cisco UserlD «

Name | Cisco UseriD « | Email a | Job Title « | Company

There are no requests pending your action at this time

©2013, Cisco Systems, Inc. All rights reserved.
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User role assignment using Cisco Services Access Management
If you had answered “Yes” to assign roles to the user you had just associated to your company, you can skip to
“Step 2: Select Role” on the next page.

To assign a role to a user previously associated to your company, use the top menus to navigate to “User-Role
Assignments—> Assign Roles to Users”.

Step 1: Select User
Choose the appropriate radio-button option, to either:

e Select from a list of existing users
e Search by first/last name
e Search by Cisco User ID or Email address

Based on your choice, the system will display a list of users. Select the user to be associated, and click on
“Next”

alvalbn :
cisco Cisco Services Access Management

Home

| Wvelcome Adam Strader
. L Company Administrator VERIZON COMMUNICATIONS ING

‘ Step 1: Select User Step 2: Select Role Step 3: Confirmation

Assign Service Role

INTERMAL ROLES TO USERS {INSIDE MY COMPANY)

) Show Existing Users

() search for User by Full Narme

@ Search by Cisco Usar ID or Email

adamstraderdd

| Mame Cisco User D Email Company lore Information

Role Infarmation

EXTERNAL ROLES TO USERS AND ADMINISTRATORS

) Assign Role to User Outside of My Company

() Assign Extemal Role to Role Adrministrator

Cancel

ems, Inc. All rights reserved.

Step 2: Select Role - Click on the B icon next to display the list of available roles.
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afahne .
cisco Cisco Services Access Management

| Hiome

‘ + Step 1:Select User Step 2: Select Role Step 3: Confirmation

Selected User

Mame Cigco User|D Email Company
Adam Strader adamstraderas adamstradera8@yanon.com VERIZOMN COMMUNICATIONS INC

Available Service Roles for Selected Users

¥ YERIZON COMMUMNICATIONS ING
¥ Smarthlet Total Care

You can hover your mouse over a role to display a more detailed description of the role and its capabilities, as
illustrated below:

afoane : Adam Strader (adamstrader8) My Account LogOut  Help
cisco Cisco Services Access Management .

Setlings

+ Step 1: SelectUser  Step 2: Select Role Step 3: Confirmation

Name Cisco Uger ID Email Company
Adam Strader adamstraderd9 adamstrader39@yahoo.com VERIZON COMMUNICATIONS INC

¥ VERIZON COMMUNICATIONS INC
¥ SmartNet Total Care

Start Date B (mmidd End Date B (mmidd
[0 customer Administrator
u r INISTr r )

Start Date ! E# (mmidd End Date : ] (mmidd
M) Nyvy)

With this role, an individual can access all reports, such as All Devices, All Contracts, Device Diagnostics, Product Alents in Smarnt Services
Connection (https:#tools-stage.cisco.com/rptcso/SSUE) for hisfher company.

[ customeruser [1

Start Date mmfdd End Date :

B QATestRole38thApr2012 short desc
fyyy) M)

Gancel

Use the checkboxes to select one or more roles to assign to the selected user. You can optionally enter a
future Start Date and/or End Date for the role assignment. If the Start Date is left blank, the role assignment
will be active immediately. If the End Date is left blank, the role assignment will remain active indefinitely,
until the company’s service offer enablement expires.
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Click the “Finish” button to complete the transaction. A confirmation message is displayed, confirming the
successful assignment of role.

The user will receive an email notification, informing them that they have been grated the requested role
assignment in your company.

atfuan]ns
CISCO

Diear Esther:

Tou hawe been granted access to Cisco resources as EndCustomerUzer for PEE as
of 7 Dec 2011 02:38:0%9 GMT.

Fyou have any questions about this change to wour Cisco Account, please contact
the Cisco Services Access Management Helpdesk below for further assistance:

ZEIVICE access manadement supporti@icisco. com

Priwvacy Staterment Fead more about our privacy statement.

Capyright (C12011, Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademars of Cisco Systems, Inc. andfor its affiliates in the United States and cerdain other
countries.

Cisco Systems, Inc. 170 WMiest Tasman Drive, San Jose, California 95134

Note that some Cisco Services capabilities require further qualification of the role assignment. For example, a

business partner user's access may be limited to specific end customer companies. This capability is described
in Appendix A.
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Performing User-Role assignment via batch upload

Instead of performing User-Role assignment individually using the above step-by-step process, you can
associate multiple users to multiple roles through a batch upload, using a provided spreadsheet template.
This feature may be especially useful to on-board or migrate users from another system or user repository.

Use the top menus to navigate to “User-Role Assignments = Batch Upload”

] a . nt LogOut Help
cisco Cisco Services Access Management

| Home

v Welcome Adam Strader
i Company Administrator, VERIZON COMMUNICATIONS [NC

Step 1: Find Business Services and Roles

Below is a sample of a CSY template to be uploaded. For each user, you may provide either their Cisco User ID or email address. The Business Service Name and Rale Mame
columns display all of the service roles currently available for your company. You can therefore use this table to find the appropriate Business Service and Roles you would like to
assign. Enter the Business Service and Role Names into your G5V file exactly as they appear in the table.

Cisco User D *oar Ermail # Buginess Service Name * Role Mame Start Date End Date

adamstraderid adamstraderd3@yahoo.com SNTC Customerl)ser

adamstraderdd adamstraderd9@yahoo.com PS5 EF14Testl 2 06-Feh-2013

adamstraderdd adamstraderd9g@yahoo.com FS5 FartnerDeveloper 06-Feh-2013

adamstraderdd adamstraderad@yahon.com PES Anvesh

adamstraderad adamstraderd9@yahoo.com FS3 RoleNCon23rdOct 06-Feh-2013

adamstraderis adamstraderd9@yahoo.com QATestRole406thMov2012 06-Feh-2013

adamstraderi® adamstraderd9@yahoo.com Rolean1 7thOet 06-Feb-2013

adamstraderdd adamstraderd9@yahoo.com MewRoleEF1.6-9 06-Feh-2013

adamstraderi adamstraderd9@yahoo.com Createdbyrvarma

adamstraderid adamstraderd9@yahoo.com MewRoleEF1.6-2 06-Feh-2013
4| |

* Indicates required values for CS% template

Step 2: Upload Batch Role Assignments

Use extremne caution when using this feature. If you have never used this feature, review the help guide.
Upload a CSY spreadsheet from your computer

Erowse.. ] [ Download Template J

You will need to initially download the template for batch upload. Save this file as “roleBatchTemplate.csv”.
This file can be re-used each time you need to associate multiple users by updating the details of users in the
file.
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You have chosen to open:

IE_L,] roleBatchTemplate.csv

which is @ hMicrosoft Office Excel Comma Separated Walues File
fram: httpi/ftoals-stage.cisco.com

YWifhat should Firefox do with this file?

) Openwith | Micrasoft Bxcel (default)

{n:}§§a'-.-'e File

[7] Do this autormatically for files like this from now on,

(] 4 ] ’ Cancel

Open this saved file, and enter the user details as required.

oleBatchTemplate

Haorme Insert Page Layout Formulas Data Fewiew ey
A11 - fr|

iy B C ] E F
1 Userld Ernail Business Service Mame  Role Marme Start Date  End Date
2 andyyusser39  andyyusser39@yahoo.com  SMTC CustomerUser 6-Feb-13  B-Feb-14
3
il
5

After you have entered the data into the spreadsheet, save the file in an accessible location. Note that any
change to the file type, format, or column headers will result in an error during the upload.

Click the “Browse” button to find the saved spreadsheet file, and click “Submit” to complete the upload. Once
submitted the batch takes about 15 minutes to be loaded into the system as the batch job synch up job runs
every 15 minutes.
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atfuanfns
CiISco

Dear Esther:
Tour recuest for uzer roles nominations has been completed.

In order to review the results of the completed batch process, please click the hink
below:

Cizco Service Access Management

Frivacy Statement Fead more about our privacy statement.

Capyright (C1 20411, Cisco Systems, Inc. All rights reserved. Cisca, the Cisco loga, and Cisco Systems are
registered trademars of Cisco Systems, Inc. andfor its affiliates in the United States and cerain other
countries.

Cisco Systems, Inc. 170 West Tasman Drive, San Jose, California 95134

You will receive an email about the batch request with a link to check on the batch upload results. If there was

an error in assigning roles, the list of users and the reason will be displayed.
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atfuan]n.
CiIsSsco

Dear Esther:

Touhave been granted access to Cisco resources as EndCustomerUser for PES as

of 7 Dec 2011 02:38:0% GMT.

Ifyou have any questions about thiz change to your Cizco Account, please contact
the Cisco Services Access Management Helpdesk below for further assistance:

service access management supportifflcisco.com

Frivacy Staterment Fead more about our privacy statement.

Capyright (C120411, Cisco Swstems, Inc. All rights reserved. Cisca, the Cisco logae, and Cisco Systems are
registered trademarks of Cisco Systems, Inc. andfor its affiliates in the United States and cerain other
countries.

Cisco Systems, Inc. 170 WMrest Tasman Drive, San Jose, California 95134

Users assigned successfully to the roles will be notified via email that they have been granted role.

Edit existing user role assignments
Delegated Administrators have the flexibility to change an existing user’s role assignments. This may be
required when the user no longer requires the access previously approved for them.

Use the top menus to navigate to “User-Role Assignments = Change a User’s Role Assignments”. A tabular list
of all existing user role assignments for your company will be displayed. Use the filter to narrow the list
displayed based on Cisco user id, first name, last name or by clicking on the headers of the table displayed.

Click on the I icon next to a user’s Name to display all of their currently-assigned roles.
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il | Il | I - — Adam Stracer (adamstracerdd) My Account  Log Out Help

cisco Cisco Services Access Management

‘ Home ations User- Is Administra Settings  Other

1 Welcome Adam Strader
. Jcompany Administrator, VERIZON COMMUNICATIONS NG

Wiew My Locations Only -

Change User-Role Assignment 10~ per page

Filter  CiscoUserlD  ~

CiscolUserID ~ Email Passahle  Company ~ Status ~ StartDate EndDate ~ LastReviewed ~  Administrator

Use the radio button to select the user role assignment you want to modify. You can then either use the
“Remove Role button to quickly inactivate the selected user role assignment, or use the “Edit” button to add,
remove, or change all role assignments for the selected user. Each of these functions are further described in
the sections below.

Remove Role
Click the “Remove Role” button to remove the currently-selected role assignment. A pop-up will be displayed
to confirm this decision. Click on “Yes” to confirm the change, and a confirmation message is displayed.

Warning

Arg you sura you want 1o remaove the selaclad
_L- user roles?

[oves | [ No ]

The user will be notified via email about the changes made to their account.

All Delegated Administrator(s) for your company will also be notified, based on their notification preferences,
of the change made to the user role assignment.
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Add, remove, and change assignments
Click the “Edit” button to add, remove, or change the Start Date and/or End Date of the selected user’s
existing user role assignments.
l || . || I Adam Strader (adamstraderd8) My Account  Log Out  Help
cisco Cisco Services Access Management

| Home

Roles Assigned To :

Adam Strader
adamstraderd9@yahoo.com
+1 4081230000

Assigned Roles

¥ YERIZON COMMUNICATIONS INC
¥ Smarthlet Total Care

Customer Administrator £ Start Date © 110302012 @ tmmiddiy) End Date - 11030i2012 & (mmiddin)

Customer User L Start Date : 11/30i2012 & (mmiddiv) End Date : 11530:2012 & (mmiddisw)

Available Roles

¥ YERIZON COMMUNICATIONS INC
¥ Srmarthlet Total Care

(| OjbskTestRole short desc Start Date : B tmmiddipand End Date B (mmiddipand

[} QATestRole38thApr2012 short desc Start Date : [ (mmiddivind End Date B (mmiddisen

Save || Clear || Cancel

L Inc. Al rights reserved.

You can un-check the checkbox next to an Assigned Role to remove that role assignment for this user.

You can add, change, or delete the Start Date and/or End Date of an Assigned Role. If the Start Date is blank,
the role assignment will be immediately active. If the End Date is blank, the role assignment will remain active
indefinitely, until the company’s service program enablement expires.

You can check a checkbox next to an Available Role to assign that new role to this user, and optionally enter a
Start Date or End Date for the role assignment.

When you have finished making changes, click the “Save” button. A confirmation message is displayed.
The user will be notified via email about the changes made to their account.

All Delegated Administrator(s) for your company will also be notified, based on their notification preferences,
of the change made to the user role assignment.
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Delegated Administration

Delegated Administration allows you to independently decide and manage who in your company get access to
which Cisco Service program. Depending on the size of your company or the number of users, you may choose
to manage all user requests, or nominate additional company administrators to manage the load, allowing
centralization or decentralization of administration according to your company’s desired policy or needs. This
administrative structure can be changed over time, based on growth and usage by additional service
programs.

Nominating Additional Delegated Administrators

As the Delegated Administrator, you will be able to nominate additional Delegated Administrators for your
company. All the nominated Delegated Administrators for a given company level will have the same roles and
accesses. The additional administrators do not need to reset the company settings unless they have been
nominated for a different location of the company.

Company Administrators can setup Company settings, approve/deny/make user-company associations, assign
roles to users and establish preferences for receiving email notifications.

Role Administrators can only assign roles to users and establish preferences for receiving email notifications.
These two types are described below in detail.

Company Administrator:
To nominate additional Delegated Administrators for your company, use the top menus to navigate to
“Administrators - Nominate an Administrator”.

Step 1: Select Administrator Type
Choose the appropriate radio-button option, to either nominate:

e Company Administrator
e Role Administrator
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afvaln g -
cisco Cisco Services Access Management

| Welcome Adam Strader
. L Company Administrator, VERIZON COMBMUNICATICNS NG

ount Log Out

Step 1: Select Administrator Type Step 2: Mominate Administrator Step 3: Select Company

Step 4; Confirmation

Select Administrator Type

kHominate administratar for one or mare of the following administrator types:

@ Company Administrator

) Rale Administrator

Step 2: Nominate Administrator
Choose the appropriate radio-button option, to either:

e Show existing users

e Search by Cisco User ID or Email address

Based on your choice, the system will display a list of users. Select the user to be nominated, and click on

o N eXt”

cisco Cisco Services Access Management

Horme

Cancel

+ Btep 1: Select Administratar Type Step 2: Hominate Administrator Step 3: Select Comparny

Step 4: Confirmation

Nominate Administrator

|dentify and select one or more users to associate.

() Show Existing Users

) Search by Cisco User 1D ar Email

ems, Inc. All rights re

[ Back J[ et ][ Cancel J
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il _
cisco Cisco Services Access Management

ount  Log Out  Help

Hame  Ls TIpEn s U ! niments Administrators Settings  Cther

+ Step 1: Select Administrator Type Step 2: Hominate Administrator Step 3 Select Company Step 4: Confirmation

|dentify and select one or more users to associate.

() Show Existing Users

@ Search by Cisco User 1D ar Email

adarmstraderidd

Cizco User D Company Administrator Type

| Back || Next || cancel |

Step 3: Select Company
Company Administrator can either assign the additional Administrator to the same company as a backup
Administrator or to new location for your company. Choose the appropriate radio-button option, to either:

e Display Company Locations Available
e Search for a Specific Location



il 2
cisco Cisco Services Access Management

Adarm Strader (adar ccount Log out Help

+ Step 1: Select Administrator Type +/ Step 2) Mominate Administrator Step 3: Select Company Step 4: Confirmation

Mame Cisco User ID Email Administratar Type

Adam Strader adamstraderyd adamstraderd9@yvahoo.com Company Administrator

Select a specific company location

@ Display Company Locations Available

Wieny ey Locationz Only -

Country  UNITED STATES

Carmparmy

LINITED

[ Back ][ Finizh ][ Cancel ]

If you choose the option to “Search for a Specific Location”, you will need to enter search criteria by specifying
country, company and state. Select the company from the list displayed. Click on “Finish” to confirm
nomination of the selected user as the Delegated Administrator for the selected company. A confirmation
screen is shown.
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afialn :
cisco Cisco Services Access Management -

|_ Hame

+ Btep 1: Select Administrator Type + Step Z: Maminate Administrator Step 3: Select Company Step 4: Confirmation

Hominated Delegated Administrators

Mame Cisca User D Email Administratar Type

Adarn Strader adamstraderd9 adamstrader99@yahoo.com Company Administrator

Administer Access

Select a specific company location

) Display Company Locations Available

@ Searchfor a Specific Location

* Country UMNITED STATES

* Company Yerizon Cormmunications Inc.

Addresst 140 'west 5t
Address2
City

* State

FPostal

* indicates required

Compary Address i State

VERIZOMN COMMURNICATIONS IMC MEW YORK MY

| Back || Finish || Cancel |

tems, Inc. All rights r

The user nominated as the Delegated Administrator will be notified via email that their account is now
associated with that company and that they have been nominated as the Delegated Administrator.

Existing Delegated Administrators of the company will also receive email notifications, based on their
notification settings, indicating that a user has been nominated as the Delegated Administrator for their
company.
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Role Administrators

A Company Administrator can nominate Role Administrators to as assign, approve or reject user role requests.
Role Administrators are not authorized to change any company settings or make/approve user-company
associations. That responsibility remains with the Company Administrator.

Role Administrators are two kinds — Internal Role Administrator and External Role Administrator. Internal Role
Administrator can only assign roles only within the company. External Role Administrator can assign to users
outside of his company.

Cisco predefines roles such that some can only be granted to user swithin your own company; others outside
of the company and some not able to be passed by a Role Administrator at all. The Role Administrator can
only assign the roles that they themselves have been granted by the Company Administrator.

For example: Company Administrator wants to allow someone in his company to handle role assignment for
certain set of roles. He nominates the user to be an Internal Role Administrator and assigns thatuser the set of
roles that they can pass to other users within the company.

To nominate Role Delegated Administrators for your company, use the top menus to navigate to
“Administrators > Nominate an Administrator”.

llIl"lIl - ! count LogQut  Help
cisco Cisco Services Access Management

‘ Home U

¥ | Welcome Adam Strader
- Company Administratar, VERIZON COMMURNICATIONS INC

Step 1: Select Administrator Type Step 2: Mominate Administratar Step 3: Belect Company Step 4: Confirmation

Select Administrator Type

Maorinate administrator for one or mare of the following administrator types:

) Company Administrator

@  Role Administrator

External Raole Administrator

[ Internal Role Administratar

Systems, Inc. All rights resenved.

Step 1: Select Administrator Type
Use the radio button to select “Role Administrator”.
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Use the checkboxes to indicate whether this Role Administrator will be assigning roles to users outside the
company (External Role Administrator), within the same company (Internal Role Administrator), or both.

Click “Next”.

afvaln j
cisco Cisco Services Access Management

Home

+ Step 1: Select Administrator Type  Step 2: Nominate Administrator  Step 2 Select Company  Step 40 Confirmation

Hominate Administrator

|dentify and select one or more users to associate.

() Show Existing Users

) Search by Cisco User D or Email

[ Back ][ et ][ Cancel ]

Step 2: Nominate Administrator
Choose the appropriate radio-button option, to either:

e Show existing users
e Search by Cisco User ID or Email address



il Il 1 Il I C unt Log Out  Help
cisco Cisco Services Access Management

Home L g { ons ] nments ars Other

+ Step 1: Select Administrator Type Step 2: Nominate Administrator Step 3: Select Company Step 4: Confirmation

|dentify and select one or more users to associate.

) Show Existing Users

@ Search by Cisco User ID ar Email

adamstraderdd

Cisco User D Company Administrator Type

adamstraderdg

[ Back ][ et ][ Cancel ]

Based on your choice, the system will display a list of one or more users. Select the user to be nominated, and

click “Next”.
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il : : ad g
cisco Cisco Services Access Management

+ Step 1: Select Administrator Type « Step 2: Mominate Administrator Step 3: Select Company Step 4: Confirmation

Hominated Delegated Administrators

Mame Cisco User D Email Administrator Type

Adam Strader adamstraderdd adamstraderd3@yahoo.com External Role Administrator

Administer ACcCcess

Select a specific company location

@ pisplay Company Locations Available
Wigw hy Locations Only -
Country  UNITED STATES

Company Address i State | Country

[ Back ][ Finizh ][ Cancel ]

Step 3: Select Company
Choose the appropriate radio-button option, to either:

e Display Company Locations Available
e Search for a Specific Location

If you choose the option to “Search for a Specific Location”, you will need to enter search criteria by specifying
country, company and state. Select the company from the list displayed. Click “Finish” to confirm nomination
of the selected user as the Delegated Administrator for the selected company.

The nominated user will be notified via email that their account is now associated with that company and that
they have been nominated as the Role Delegated Administrator. Note: Existing Delegated Administrators of
the company will also receive email notifications, based on their notification settings, indicating that a user
has been nominated as the Delegated Administrator for their company.

The email contains the link to Cisco Services Access Management. Upon clicking the link, they will be
presented with Cisco Services Access Management legal agreement same as Delegated Administrator.

To assign roles to the user, the Role Administrator would follow the process described in section “User role
assignment using Cisco Services Access Management” above.
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Nominating multiple additional Delegated Administrators using batch upload
Multiple users can be simultaneously nominated as additional Delegated Administrators for a company by
doing a “batch upload” in Cisco Services Access Management.

Use the top menus to navigate to “Administrators = Batch Upload”.

anar]n Adam Strader (adamstrader29) My Account  Log Out

cisco Cisco Services Access Management

| Home

| Welcome Adam Strader
c Company Administrator, VERIZON COMMUNICATIONS INC

Step 1: Select Party Location

* Country select one -

* Company

Address1

Address2
City

* State selectone -

Postal

* indicates required

Step 2: Find Administrator Roles

Below is a sample of a C3V template to be uploaded. For each user, you may provide either their Cisco User ID or email address. The Administrator Role Type
column displays the administrator types that are available. Enter the appropriate Administrator Role Types into your C3V template exactly as they appearin the
table.

Cisco User 1D # or Email + Administrator Role Type
adamstraderg9 adamstrader89@yahoo.com PartyDA
adamstraderd9 adamstraderd9@yahoo.com InternalRoleDA
adamstrader99 adamstrader89@yahoo.com ExternalRoleDA

©2013, Cisco Systems, Inc. All rights resernved.

Enter the details to search for the company location for which you want to nominate additional Delegated
Administrators. Select the company location from the list displayed.
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afran]n Adam Strader (adamstraders9) My Account Log Out  Help

cisco Cisco Services Access Management

| Home L ) io

- ~ Welcome Adam Strader
L Company Administrator, VERIZON COMMUNICATIONS INC

Step 1: Select Party Location

* Country UNITED STATES
# Company

Address1

Address2
City
* State NEW YORK

Postal

* indicates required

Company Address City State | Country
VERIZON COMMUNICATIONS INC 140 WEST ST NEWYORK ~ NY UMITED STATES
VERIZON COMMUNICATIONS INC 140 WEST ST -1 NEWYORK  NY UMITED STATES

Step 2: Find Administrator Roles

Below is a sample of a C3V template to be uploaded. For each user, you may provide either their Cisco User ID or email address. The Administrator Role Type
column displays the administrator types that are available. Enter the appropriate Administrator Role Types into your CSV template exactly as they appearin the
table.

©2013 0 Systems, Inc. All rights reserved.

Download the template for uploading the list of users. Save this file locally as “adminBatchTemplate.csv”.
Enter the details of the users that you want to nominate as Delegated Administrators.

Changing the filename, file format or the column headers will result in an error in completion of the request to
nominate multiple users as Delegated Administrators.

This file can be re-used to nominate additional Delegated Administrators by simply changing the details of the
users in the file uploaded.
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Opening adminBatchTemplate.csy

You have chosen ko open

k3] adminBatchTemplate.csy

which is a: Microsoft Office Excel Comma Separated Yalues File
from: https:ftools-stage. cisca.cam

What should Firefox do with this File?

(%) Open with; |-r:-'1i|:r|:|s-:|Ft Office Excel (default)

—
il
() Save File
[ ] Da this automatically For Files like this From now on.
()4 l [ Cancel
|'fmﬂ\{1|lg qv (: -\I; e - W ——
o |
- Horme Insert Page Layout Formulas [ata Fewiewns i
= * . - - = =
T calibi 1 v A AT = =@ | Siwrap Tet
B =E|
Paste y (B I U -8~ é” = = =| i i=|| = Merge & Center - ||
Clipboard = Font [= Alignment F]
D32 - £ |
A, B C ]
1 Userid Errail Administrator

2 landyyusser99 andyyusseri9@yahoo.com  PartyDa
3

4
3
[

Upload this template, saved locally, having the details of the users to be nominated as the Delegated
Administrators. Select the company and click on “Submit”. A confirmation message is displayed.

If there was an error in nominating any of the users in the list, their information will be displayed on the
confirmation page along with the reason for them not being nominated.
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atfian ], Adam Strader (adamstraders3) My Account  Log Out
cisco Cisco Services Access Management —

| Home

Company Address City State | Country
VERIZON COMMUNICATIONS INC 140 WEST ST NEWYORK  NY UNITED STATES
VERIZON COMMUNICATIONS INC 140 WEST ST-1 NEWYORK  NY UNITED STATES

Step 2: Find Administrator Roles

Below is a sample of a C5V template to be uploaded. For each user, you may provide either their Cisco User ID or email address. The Administrator Role Type
column displays the administrator types that are available. Enter the appropriate Administrator Role Types into your CSV template exactly as they appearin the
table.

Cisco User D Email + Administrator Role Type
adamstrader99 adamstrader99@yahoo.com PartyDA

adamstrader99 adamstrader99@yahoo.com InternalRoleDA

adamstrader99 adamstrader99@yahoo.com ExternalRoleDA

adamstrader99 adamstrader99@yahoo.com In/Ex-ternalRoleDA

# |ndicates required values for CSV template

Step 3: Upload Batch Delegated Admins

Use extreme caution when using this feature. If you have never used this feature, review the help guide.

Upload a CSV spreadsheet from your computer

Browse.. | [ Download Template |

The users nominated successfully as the Delegated Administrators will be notified via email about their
association with the company and their nomination to become the Delegated Administrator for the company.

Existing Delegated Administrators of that company will also be notified via email, based on their notification
settings, that a user has been nominated as the Delegated Administrator for their company. Once submitted
the batch takes about 15 minutes to be loaded into the system as the batch job synch up job runs every 15
minutes.
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Other Links

Links to additional Cisco access management tools can be found in the “Other” menu.

afuanfn . Adam Strader (sdamstraderad)  MyAccount Log Out  Help
cisco Cisco Services Access Management

m
Home 1

Web Services
Enable Cisco Services programs for your Company

John Logan
San Jose, CA

Fhone: 555.555.5555
Email: john@csco.com

| 9 9 |

Pending User Association Requests Pending Role Assignment Requests Web Service Administration

Review and manage user association requests forReview and manage user role assignment requests Register and manage web service information for
Your comparny. for your company, your company.

>isco Systems, Inc. All rights reserved.

The list of links is filtered to only show those tools to which the user is authorized, but may include:

e Service Access Management Tool

e User Assignment to End Customer Company

e Enable Cisco Services programs for your Company
e Web Services
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Service Access Management Tool

A Company Administrator who is also a Contract Administrator or Bill-To ID Administrator in the Service
Access Management Tool can use the top menu to navigate to “Other = Service Access Management Tool” in
order to manage user-to-contract and user-to-BID access for their users.

User Assignment to End Customers

A Company Administrator (or a Role DA having a Partner Administrator role) of a Partner Company which is
subscribed and entitled to certain service offers may need to assign user access to other companies. (For
example, a Partner Administrator may need to assign roles for their Partner Users to access data for one or
more of their end customer companies.) Use the “Other = User Assignment to End Customer Company”
menu option to access this feature. This feature is only available for certain specific business services, and is
described in Appendix C, “User Role Assignment to End Customer Companies”.

Enable Cisco Services programs for your Company

Partners and Direct Customers purchase service contracts from Cisco through service programs. Once your
company has an active Delegated Administrator, some service programs will be automatically enabled for your
company when a service contract is signed, while others must be manually requested. Associated users can
view a list of their company’s enabled services, and request enablement for new services, through a “service
catalogue”. The catalog is accessed from a link on the “Additional Access” tab of Cisco.com Profile Manager.

Subscribed Services
The Subscribed Services tab lists the services to which your company is currently subscribed.

Service Catalogue

CASTLE PINES CAPITAL LLC
Available Services Subscribed Services

This is a list of services to which CASTLE PINES CAPITAL LLC is currently subscribed.

E Title | Desription Subsoribed Expiration
i 0 Date Date
Partner Support Services - Long Desoripg<asss | 10-Msy-2012 26-Apr-2013
Smart Care Mext Generation SCNG offers solution to improve cperati<<<=>> (More info...} 23-Nov-2012  07-Aug-2015
1-20of2items 1

Contacts | Feedbadk | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Policy | Trademarks
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Available Services

The Available Services tab lists additional services or programs that your company may qualify for.

Service Catalogue

CASTLE PINES CAPITAL LLC

Available Services Subscribed Services

This is a list of services available to CASTLE PINES CAPITAL LLC . Click "Subscribe” for automatic subscription. Click "Register” to complete a registration process.

Status on semnvices that require a registration process will only be displayed in this table once the registration process is complete.

Action
IntelliShield IntelliShield (More info...) Subsoribe
MNITA Base MNITA Base (More info...} Subsoibe
Admin and i are i with this Admin and Marketing templates are assoco<<o=>> (More info...) Subsoribe
Operate Services - PNOC Operate Services - PNOC (More info...}) Subsoibe
MNCCM Thin Client MNCCM Thin Client {More info...) Subsoibe
MNOS and NHF services NOS and NHF services {More info...) Subsoibe
SmartNet Total Care Cisco Smart Net Total Care Service is a<<<>> (More info...} Subsoribe
Install Base Management Install Base Management {IB-M, indudin<<<=>> {More info..} Subsoribe
1-8 of 8 items

Contacts | Feedbadk | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Policy | Trademarks

For any listed service, clicking the “Subscribe” link will submit a request to validate the existence of any
necessary service contract. The requestor will receive an email notification with the result of that contract

check. If the validation passed successfully, the company’s Delegated Administrator will also receive an email,

notifying them of the newly-enabled service, and instructing them to assign the corresponding service access

roles.
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Appendix A: Frequently Asked Questions

10.

11.

12.

Who will use Cisco Services Access Management?

Who, at my company, can get nominated as a Delegated Administrator?

As the first Delegated Administrator for a large company, how can | most efficiently manage access for

users that are geographically dispersed?

My company has a lot of users. Do | have to add each one manually?

An associated user has left my company. What should | do?

| have hominated additional Delegated Administrators who will manage their company organization user-

company associations and user-role assignments. What do | need to do to ensure that | am not the first

person contacted for user access requests?

How can | see who has associated a user or nominated the additional company administrator?

A user is having difficulty in requesting association to my company through Profile Manager. What might

the problem be, and how can | solve it myself?

A user does not see the link in Profile Manager to request for additional access to Cisco Services delivered

by Cisco to my company. What could be the issue?

As the Delegated Administrator, | had asked users to request for a specific role using Profile Manager. But

they cannot see this particular role in the list displayed there. Why is this happening?

| get an error while using the “batch upload” feature in Cisco Services Access Management. What could be

the issue?
Which browsers are supported?

Who will use Cisco Services Access Management?

Cisco Administrators use Cisco Service Access Management to nominate Delegated Administrators for a

Company.

Once nominated, company Delegated Administrators will use Cisco Services Management to perform the

following tasks:

e Establish company settings to specify the criteria for user requests for “self-association” to company
and their approval.

e Associate user(s) to their company

e Assign roles to associated users

o Nominate additional Delegated Administrators for their company

e Establish their notification settings

You can also refer to Appendix B for additional information on the features available in Cisco Services

Access Management.

Back to FAQs

67



Who, at my company, can get nominated as a Delegated Administrator?
A Delegated Administrator should be a trusted person at your company who, once trained on the

application, is knowledgeable about the company’s employees and what Cisco services they do and do not
need to access.

One person at your company will be nominated as your first Delegated Administrator by a Cisco
Administrator, and will need to accept the Terms and Conditions on behalf of their company. That first
Delegated Administrator can choose to pass this responsibility onto another person at their company,
nominate a backup administrator, or nominate additional administrators to manage additional locations
of the company.

Back to FAQs

As the first Delegated Administrator for a large company, how can I most efficiently manage access
for users that are geographically dispersed?

Cisco Services Access Management is designed to flexibly accommodate companies of various sizes and

allows for centralization or decentralization of administration according to each company’s needs.

The Delegated Administrator for a company has the option to nominate additional company
administrators, or set up multiple branch locations that can be administered separately by multiple
administrators. These Delegated Administrators will then be able to manage groups of users based at a
company location. For details on how to nominate additional company administrators, you can refer
to Delegated Administration section in this document.

Back to FAQs

My company has a lot of users. Do [ have to add each one manually?
Cisco Services Access Management provides “batch upload” to simultaneously associate multiple users to

your company. Refer to the User company association using batch upload section in this document to

understand how to use this feature.

Alternatively, you can establish the company settings in Cisco Services Access Management to

automatically approve all self-association requests by users with matching criteria. Auto-approval of

requests can be setup based on one or a combination of the following:

e Company passcode matching — Generate a unique company passcode and provide it to the users to
specify in Profile Manager while requesting company association.

e Email domain matching — This may be your company email domain which would be the same for all
users in your company and used by them while registering on Cisco.com

Back to FAQs
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An associated user has left my company. What should I do?

As the Delegated Administrator, it is your responsibility to disassociate this user from your company using
Cisco Services Access Management feature — “Change a User’s Company Association”.

As soon as the user’s company association is removed, all roles assigned to this user for access to
additional Cisco Services will automatically be deleted.

Back to FAQs

[ have nominated additional Delegated Administrators who will manage their company organization
user-company associations and user-role assignments. What do [ need to do to ensure that I am not

the first person contacted for user access requests?
Once you have nominated additional company Delegated Administrators, they will all have the same

access privilege in Cisco Services Access Management. You can now go to the “Change Notification
Settings” in Cisco Services Access Management and select the appropriate setting to ensure that your
contact information is not displayed to users associated to your company. Additionally, you may also set
your preference to not receive any notification for a user submission. You should, however, periodically
access Cisco Service Access Management to look for any overdue requests that the other Delegated
Administrators have not yet acted upon.

Back to FAQs

How can [ see who has associated a user or nominated the additional company administrator?
If you need to see who has nominated the additional company administrator for your company or who

associated a particular user to your company, you need to go to the “View Existing Administrators” or the
“View Existing Users” screen. A mouse over the “ @ ” icon next to their name will display the details of the
person who has nominated that administrator or accepted that user-company association.

Back to FAQs

A user is having difficulty in requesting association to my company through Profile Manager. What
might the problem be, and how can I solve it myself?

Check with the user to see if the user details they specified in Cisco.com Profile Manager match the

company self-association settings you have established.

e If the user did not register in Cisco.com with their company email address, then they cannot self-
associate via email domain matching. If email domain matching is your preferred association method,
then have them update their primary email address in Cisco.com Profile Manager.

e [f the user is searching for the company by address, your company settings may be set to only allow
users to associate to specific locations that have a Delegated Administrator assigned. They may need
to remove some of the search criteria, and only search by company name and country.

Back to FAQs
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9.

10.

11.

A user does not see the link in Profile Manager to request for additional access to Cisco Services
delivered by Cisco to my company. What could be the issue?
A user needs to first be associated with your company, before they can see what services may be

available. The user will be able to see the link to request for additional access to Cisco Services only after
their company association is in “Approved” status.

Back to FAQs

As the Delegated Administrator, [ had asked users to request a specific role using Profile Manager.
But they cannot see this particular role in the list displayed there. Why is this happening?

The list of roles available in Profile Manager, for access to additional Cisco Services, depends on the
company to which the user is associated. Verify that this user is associated to the correct branch/location
of your company.

Back to FAQs

[ get an error while using the “batch upload” feature in Cisco Services Access Management. What
could be the issue?
The batch upload features are available to associate multiple users simultaneously to your company, or to

nominate multiple users as additional Delegated Administrators for your company.
Error in batch upload could be for one or a combination of the following issues:

e Incorrect template name or format being used. Templates should be saved locally as
“associationBatchTemplate.csv” for associating users or “adminBatchTemplate.csv” for
nomination of company administrators.

e Changes made to the original column headers in the template uploaded.

e User ID specified in the template is an invalid CCO ID or not registered on Cisco.com

e Email address specified in the template is incorrect

e User is already an active and existing delegated administrator or associated user for that
company.

Back to FAQs
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12. Which browsers are supported?
It is recommended to use the following browsers versions for Cisco Services Access Management:

e Firefox 3.x and above
e |E 6.x and above

e Chrome 7.x and above
e Safari 4.x and above

It is further recommended that the browser window be maximized, to minimize the need for scrolling.

Back to FAQs
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Appendix B: Cisco Services Access Management Features

Cisco Services Access Management provides the following features:

e Establish company & notification settings
This feature enables the Delegated Administrator to establish the company settings by providing the
criteria for “self-association” to company. “Self-Association” refers to the scenario where users from the
company will request association to the company using Profile Manager. The company settings established
in Cisco Services Access Management will be used to decide approval criteria for these user company
association requests.
Cisco Services Access Management allows you to specify valid email domains allowed, specify if approval
will be based on user’s address matching the company address, generation of a unique company passcode
which you may ask users to specify while requesting company association.
The details specified for the company in Cisco Services Access Management will then be validated against
when a user requests for company association using Profile Manager.
You will be able to establish the approval settings to either manual or automatic based on these criteria
specified for the company. This will allow you to have a tightly controlled or a flexible approval process.
Notification settings may also be established in Cisco Services Access Management based on your
requirement. You may choose to get notified for every user submitted request or a daily summary of
requests or not get notified at all.

e User company association and management
Cisco Services Access Management allows Delegated Administrator to associate users to their company.
This may be done for individual users or multiple users (as a batch upload).
You will be able to manage user company associations by using the Add/Edit feature provided by Cisco
Services Access Management.
Alternatively, users will also be able to request association to your company and request for additional
roles and access to Cisco Services using Profile Manager. Cisco Services Access Management provides the
feature to approve/deny and manage these user requests.

e User role assignments and management
Cisco Services Access Management allows Delegated Administrator to assign roles to users associated to
their company. The roles assigned will determine the access level for that user to Cisco protected Services.
You will be able to manage the user role assignments by using the add/edit/remove roles feature available
in Cisco Services Access Management.
Alternatively, associated company users will be able to request for additional access to Cisco Services using
Profile Manager. Cisco Services Access Management provide you the feature to view these user requests
and manage them using the approve/deny role assignment requests.
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e Nominate additional Delegated Administrators
Cisco Services Access Management provides the feature to nominate additional Delegated Administrators
for a company.
This feature will enable you to delegate the responsibility and manage internally, within your Company,
who gets access to what, depending on your company size (#of users, # of locations).
A given company level may have one or multiple Delegated Administrators. Different levels of the company
may then be managed by different Delegated Administrators. This will eventually assist in management of
user-company associations and user-role assignments at the various company levels/locations.

73



Appendix C: User Role Assignment to End Customer Companies

While most party-centric role-based access is based upon the party granting the role, in some cases a role is
granted to another party. One example is where a partner administrator wants to grant, to one of his partner
users, access to a specific end customer company. In those cases, the “User Assignment to End Customer
Companies” function is used.

Note: A Partner company can be subscribed to the Partner Support Service using BSSLP Enablement user-
interface — see Appendix-D for details.

A similar process can also be used to grant role-based access for his End Customer employee, who can only
gain access to Cisco services through their business partner and therefore do not have their own delegated
administrators.

“User Assignment to End Customer companies” user-interface has two primary Tabs — Partner Tab, and End
Customer Tab as can be seen below.

Cisco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer

Current Assignments Mew Assignment

Service Program and Role

Toview existing access for your partner employee(s), selectthe service program and role, specify the employee by entering either their name, email Id or
Cizco.com |d (optional); and/or the end-customer company name (optional) and click “Search” To remove one or more existing end-customer assignments,
selectthe end-customer(s) and click "Remave”.

Service Program : AL -] Service Role : -

Search Service Role Assignments

Mame: - Company Mame: -
Email : v
Cisco.com ID: v

Click on Search button To Fetch Data

The Partner Tab can be used to assign one or more End Customer companies to a Partner Employee for a
specific role. In turn, the Partner Tab has two Tabs — Current Tab and New Assignment Tab.

The End Customer Tab can be used to assign one or more End Customer companies to an End Customer
employee for the End-Customer User role.

Partner-Current Tab
Click on the Partner—Current tab to view or remove existing Customer assignments to a Partner Employee.
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Select the Service Program and Service Role from the drop-down list. Click on the “more info” link to display
the description of the Service Role.

Cisco Services Access Management
VERIZON COMMUNICATIONS INC

Partner End Customer
Current Assignments Mew Assignment

Service Program and Role

To view existing access for your partner employee(s), select the service program and role, specify the employee by entering either their name, email Id or Cisco.com Id
(optional); and/or the end-customer company name {optional) and click "Search™. To remove one or more existing end-customer assignments, select the end-
customer(s) and click "Remave”.

*Service Program : b * Service Role : -

Search Service Role Assignments

Mame: - Company Mame: -
Email : v

Cisco.com ID: v

Search

Click on Search button To Fetch Data

Remove

Cisco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer

Current Assignments Mew Assignment

Service Program and Role

Toview existing access for your partner employee(s), selectthe service program and role, specify the employee by entering either their name, email Id or
Cisco.com |d (optional); andfor the end-customer company name (optional) and click "Search”™ To remove one or more existing end-customer assignments,
selectthe end-customer(s) and click "Remaove”.

*Service Program : Partner Support Service - *Senvice Role : v|°

Partner Developer
Partner Liser
Partner Administrator

Search Service Role Assignments

Mame: - Company Mame: -
Email -
Cisco.com ID: b

Search

Click on Search button To Fetch Data
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If Customers have been assigned in the Partner-New Assignment Tab, only then the remaining fields in the
Partner-Current Tab could be entered or selected. Otherwise, the values entered will not be recognized and
will be flagged as invalid or will be blank with no auto-suggest nor any dropdown list.

The next three fields — Name, Email and Cisco.com ID — are to specify a Partner employee who is assigned one
or more End Customer companies for the selected service role. They are auto-suggest fields, and as you start
entering a field value for one of these three fields, the matching names, email or Cisco.com IDs will be
displayed. Selecting a value for one field will enable the remaining two fields to be auto-populated.

Cisco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer
Current Assignments Mew Assignment

Service Program and Role

Toview existing access for your partner employee(s), selectthe service program and role, specify the employee by entering either their name, email Id or
Cisco.com Id (optional); and/or the end-customer company name (optional) and click "Search”. To remove ane or more existing end-customer assignments,
selectthe end-customer(s) and click "Remave™.

Sernvice Program : Partner Support Service - Service Role Partner Administratar ~ Moreinfo ...

Search Service Role Assignments

MName: Pss Part - Company Mame: v
Email : pss_part_admin_3503@yaho -
Cisco.com 1D: pss_part_admin_3503 -

Click on Search button To Fetch Data
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ART VAN FURNITURE

Cisco Services Access Management AVON RUBBER PLASTICS INC
CASTLE PINES CAPITAL LLC AVON RUBBER PLC JOHNSON CREEK
Partner End Customer BANCO POPULAR

CENTRAL NEW MEXICO COMMUNITY COLLEGE

; ; CHICAGO PUBLIC SCHOOLS
Current Assignments Mew Assignment CITY OF JOLIET
CRESCENT CROWN DISTRIBUTING
Service Program and Role CUMMINS BRIDGEWAY

) - ) DUFF PHELPS INVESTMENT MANAGEMENT CO
Toview existing access for your partner employee(s), selectthe service program and role, £
FINANCIAL MANAGEMENT SYSTEMS

Cisco.com |d (optional); and/or the end-customer company name (optional) and click "Sear

selectthe end-customer(s) and click "Remove™. FIRST MIDWEST BANK
Federal Bureau of Investigation
* Service Program : Partner Support Senice - *Sanvice Role ILLINOIS COLLEGE OF OPTOMETRY

KAMNKAKEE SCHOOL DISTRICT 111
LAWSON PRODUCTS INC

LOCKE LORD BISSELL LIDDELL LLP
LORD BISSEL BROOK

Search Service Role Assignments MCDONNELL INVESTMENT MGHT
RIATIORIAL CSAEETY O IR
Mame: Pss Part - Company Mame: | A
Email : pss_part_admin_3503@yaho~
Cisco.com 1D: pss_part_admin_3503 -

Click on Search button To Fetch Data

Remove

»

m

ents,
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If Customers have been assigned using the Partner-New Assignment Tab, then in the Partner-Current Tab, the
Customer field will have a drop-down list of values. Select a customer name from that list, and click on the
search button to initiate the search.

Cisco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer

Current Assignments Mew Assignment

Service Program and Role

Toview existing access for your partner employee(s), select the service program and role, specify the employee by entering either their name, email Id or
Cisco.com |d (optional); and/or the end-customer company name (optional) and click "Search”. To remove one or more existing end-customer assignments,
selectthe end-customer(s) and click "Remove”.

Semice Program Partner Support Senvice v Semvice Role : Partner Administrator » | Moreinfo..

Search Service Role Assignments

MName: Pss Part v Company Name:  CENTRAL NEW MEXICO COMMUNITY COLLEGE =
Email pss_part_admin_3503@vaho~
Cisco.com ID: pss_part_admin_3503 v

Employee Mame End Customer Company Mame Address Status
Pss Part CENTRAL NEW MEXICO COMMUNITY COLLEGE 525 BUENAVISTA DR SEALBUQUERQUE NM,US ACTIVE
1-1of 1items 1

Remaove

Otherwise, if no customer value is specified and search initiated, all the customers who are assigned to the
User-Partner-Role will be displayed in the search results, as illustrated below.
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Cisco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer

Current Assignments Mew Assignment

Service Program and Role

Toview existing access for your partner employee(s), selectthe service program and role, specify the employee by entering either their name, email Id or
Cisco.com Id (optional); and/or the end-customer company name (optional) and click "Search”. To remove one or more existing end-customer assignments,

selectthe end-customer(s) and click "Remaove”.
Partner Support Service v Partner Administrator v | Moreinfo ..

* Sernvice Program : * Senvice Role :

Search Service Role Assignments

Mame: Pss Part v Company Mame: -
Email : pss_part_admin_3503@yaho -
Cisco.com ID: pss_part_admin_3503 -

Employee Mame End Customer Company Mame Address Status
Pss Part AVON RUBBER PLC JOHNSOM CREEK 110 LINCOLN ST,JOHNSON CREEK,WI,US ACTIVE
Pss Part CHICAGO PUBLIC SCHOOLS 125 5 CLARK 5T - FLOOR 14, CHICAGO ILUS ACTIVE
Pss Part CRESCENT CROWN DISTRIBUTING 402 S 54TH PL,PHOENMIAZ US ACTIVE
Pss Part DUFF PHELPS INVESTMENT MAMAGEMENT CO 200 S WACKER DR - FLOOR 5 CHICAGO,IL US ACTIVE
Pss Part FIRST MIDWEST BANK 300 NORTH HUNT CLUB RD,GURNEE,IL,US ACTIVE
Pss Part LAWSON PRODUCTS INC 1666 E TOUHY AVE DES PLAINES, IL US ACTIVE
Pss Part LOCKE LORD BISSELL LIDDELL LLP 2200 ROSS AVE - STE 2200, DALLAS TXUS ACTIVE
Pss Part LORD BISSEL BROOK 111 S0UTH WACKER DR, CHICAGO IL US ACTIVE
Pss Part VILLAGE OF HOFFMAN ESTATES 1900 HASSELL RD HOFFMAN ESTATES, IL,US ACTIVE
Pss Part WOODLAND SCHOOL DISTRICT 50 1105 NORTH HUNT CLUB RD,GURMNEE,IL US ACTIVE
1-10 of 26 items 12 H

Remove

Remove Customer assignments to a User

Select the customer assignments to be removed from the list displayed. Selections could be on one or on

multiple pages as illustrated below. Then click on Remove.

79



~isco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer

Current Assignments Mew Assignment

Service Program and Role

To view existing access for your partner employee(s), selectthe service program and role, specify the employee by entering either their name, email 1d or
Cisco.com |d (optional); and/or the end-customer company name (optional) and click "Search”. To remove one or more existing end-customer assignments,
select the end-customer(s) and click "Remave”.

* Senvice Program : Partner Support Service v * Sanice Role Partner Administrator » Moreinfo .
Search Service Role Assignments
Mame: Pss Part - Company Name: | =
Email pss_part_admin_3503@yaho~
Cisco.com ID: pss_part_admin_3503 -
Employee Name End Customer Company Mame Address Status
Pss Part AVON RUBBER PLC JOHNSON CREEK 110 LINCOLNM ST JOHNSOMN CREEK WI,US ACTIVE
Pss Part CHICAGO PUBLIC SCHOOLS 125 5 CLARK ST - FLOOR 14, CHICAGO ILUS ACTIVE
Pss Part CRESCENT CROWN DISTRIBUTING 402 5 54TH PL,PHOENIX AZ US ACTIVE
Pss Part DUFF PHELPS INVESTMENT MANAGEMENT CO 200 3 WACKER DR - FLOOR 5 CHICAGO ILUS ACTIVE
Pss Part FIRST MIDWEST BANK 300 NORTH HUNT CLUB RD,GURNEE ILUS ACTIVE
Part LAWSON PRODUCTS INC 1666 E TOUHY AVE,DES PLAINES,ILUS ACTIVE
Pss Part LOCKE LORD BISSELL LIDDELL LLP 2200 ROSS AVE - STE 2200, DALLAS TX,US ACTIVE
Pss Part LORD BISSEL BROOK 111 SOUTH WACKER DR, CHICAGO ILUS ACTIVE
Pss Part VILLAGE OF HOFFMAN ESTATES 1900 HASSELL RD,HOFFMAN ESTATES, IL,US ACTIVE
Pss Part WOODLAND SCHOOL DISTRICT 50 1105 NORTH HUNT CLUB RD,GURMEE,IL US ACTIVE
1-10 of 26 items 12 3 » M

Remaove

A pop-up is displayed. Click on the “Confirm Remove” button to confirm the selected customer assignments
to be removed, otherwise click “Cancel”.

A pop-up message with the Request Id# will be displayed, as illustrated below:
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Confirm Removal of Role: Partner Administrator for following users:

Employee Name Company Name Address

Pss Part
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Your request id# 5975 has been submitted
and you will receive an email notification once
the request is processed.

-

82



Processing ...

v ryyyyyyd

Click “OK”. The search will be automatically initiated based on the same parameters selected before the
removal. The customer assignments that have been submitted for removal will no longer be listed in the
Current Tab search results.
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Partner-New Assignment Tab
The Partner—New Assignment Tab is used to assign one or more End Customer companies to a Partner
employee.

Cisco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer
Current Assignments New Assignment

Service Program and Role

To assign access for one of your partner employees, select the sernvice program and role, and specify the employee by entering either their name, email or
Cisco.com Id. To identify the end customers for which they will have access, first select the Partner Location to which the end-customer contract is associated,
and then choose from the displayed list of customer names.

Senvice Program: Partner Support Service - Sanice Role Partner Administrator »| Moreinfo .

Select Employee

Employee Name: Joe User -
UserID: joeyusser1l -
Email : joeyusser10@amail.com -

End Customer

Selectif All End-Customers or Specific End-Customers are to be assigned. For All End-Customers, select All End-Customers option and Submit. Otherwise, to
identify specific End Customers to assign to the specified user, first select the Partner Location to which the end customer contractis associated, and then
choose from the displayed list of customer names.

* Al End-Customers
Specific End-Customers

Partner Location : MIA

End Customer Company Name Address

** All End Customers **

1-1of1items 1

Select the Service Program and Service Role from the drop-down list of values. Use the “More info” link to
display a detailed description of the Service Role.
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Cisco Services Access Management
CASTLE PINES CAPITAL LLC
Partner End Customer

Current Assignments New Assignment

Service Program and Role

To assign access for one of your partner employees, selectthe service program and role, and specify the employee by entering either their name, email or

Cisco.com |d. To identify the end customers for which they will have access, first selectthe Parner Location to which the end-customer contractis associated,
and then choose from the displayed list of customer names.

Service Program: Partner Support Service

Select Employee

Employee Name: Joe User
UserlD: joeyusser10
Email : joeyusser1l0@aomail.com

Senvice Role Partner Administrator v Moreinfo..

vith thi's role, an individual can manage
(register, edit, and/or delete) collector(s] and
access

all reports, such as All Devices, All Contracts, Device
Diagnostics, Product Alerts in Smart Services
Connection (https://tools-stage.cisco.com/rptcso

JSSUE) for hisfher end customer networks.

End Customer

* Al End-Customers
Specific End-Customers

Partner Location : MIA

End Customer Company Name Address

** All End Customers **

1-10f1items

Select the user to whom you want to assign access, by searching on their Name, Email or Cisco.com ID. These
auto-suggest fields will display the matching users as you start entering into any of the fields.
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Cisco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer

Current Assignments New Assignment

Service Program and Role

To assign access for one of your partner employees, select the senvice program and role, and specify the employee by entering either their name, email or
Cisco.com Id. To identify the end customers for which they will have access, first select the Partner Location to which the end-customer contract is associated,
and then choose from the displayed list of customer names.

Service Program: Partner Support Service - Sanvice Role Partner Administrator »| Moreinfo .

Select Employee

Employee Name: Joe User -
UserlD: joeyusser10 -
Email : joeyusser10@gmail.com -

End Customer

Selectif All End-Customers or Specific End-Customers are to be assigned. For All End-Customers, select All End-Customers option and Submit. Otherwise, to
identify specific End Customers to assign to the specified user, first select the Partner Location to which the end customer contractis associated, and then
choose from the displayed list of customer names.

* Al End-Customers
Specific End-Customers

Partner Location : MIA

End Customer Company Name Address

** All End Customers **

1-10f1items 1

The Partner Location field is used to specify the Partner Location for which the End Customer companies are
to be displayed in the search results grid. Click on the “Submit” button to initiate search for all Partner
locations of the entitled partner company which will be listed in a new pop-up window. Selecting more than
one Partner location can cause the response time for the search to list the End Customer companies to be

much longer.
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Partner Location

Choose the Partner Location to which the end-customer contractis associated. Selecting more than one Partner Location could
cause a significant delay in processing. To improve perfarmance, limit your search to a single Partner Location.

+ Partner Name Partner Location

Ll CASTLE PINES CAPITAL LLC 116 INVERNESS DR E - #375 ENGLEWOOD,CO,US

M [ Cancel

The “Filter” button Y could be used to narrow down the search parameters by entering the country which is
a mandatory field, and any additional fields like customer name, state, city and/or address.
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Cisco Services Access Management
(CASTLE PINES CAPITAL LLC

Partner End Customer
Current Assignments Hew Assignment

Service Program and Role

To assign access for one of your partner employees, select the service program and role, and specify the employee by entering either their name, email or
Cisco.com |d. To identify the end customers for which they will have access, first select the Partner Location to which the end-customer contract is associated,
and then choose from the displayed list of customer names.

Service Program: Partner Support Service — Senice Role - Partner Administrator ~ Moreinfo ..

Select Employee

Employee Name: Joe User -
UserlD: joeyusser1l —
Email : joeyussert0@amail.com -

End Customer

Selectif All End-Customers or Specific End-Customers are to be assigned. For All End-Customers, select All End-Customers option and Submit. Otherwise, to

identify specific End Customers to assign to the specified user, first select the Partner Location to which the end customer contractis associated, and then
choose from the displayed list of customer names.

All End-Customers
» Specific End-Customers

Partner Location : CASTLE PINES CAPITAL LLC Select Partner Locations...

Customer Name F’ End Customer Company Name Address
Mo Active filters or Click on Show All button to display records
* Country
Address 1
Address 2
City

State

[ OK ][ Clear

0items
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Cisco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer
Current Assignments New Assignment

Service Program and Role

To assign access for one of your partner employees, selectthe service program and role, and specify the employee by entering either their name, email or
Cizsco.com |d. To identify the end customers for which they will have access, first select the Partner Location to which the end-customer contract is associated,
and then choose from the displayed list of customer names.

Semnvice Program: Partner Support Senice v Semice Role - Partner Administrator ~ Moreinfo .

Select Employee

Employee Name: Joe User -
UserliD: joeyusser10 -
Email : joeyussert0@gmail.com -

End Customer
Selectif All End-Customers or Specific End-Customers are to be assigned. For All End-Customers, select All End-Customers option and Submit. Otherwise, to

identify specific End Customers to assign to the specified user, first select the Partner Location to which the end customer contract is associated, and then
choose from the displayed list of customer names.

All End-Customers
» Specific End-Customers

Partner Location :  Select Partner Locations...

Show All

F:’ End Customer Company Name Address
HEMRY FORD COMMUNITY COLLEGE 5101 EVERGREEN DEARBORN MIUS
SENTINEL TECHNOLOGIES INC 2550 WARRENVILLE ROAD DOWNERS GROVE IL US
NEW TRIER TOWNSHIP HIGH SCHOOL DISTRICT 203 385 WINNETKA AVEMUE WINNETKA IL US
ADVAMCE TRADING 1619 COMMERCE PARKWAY BLOOMINGTON IL US
ILLINOIS COLLEGE OF OPTOMETRY 3241 SOUTH MICHIGAN AVENUE CHICAGO IL US
DOT FOODS INC ROUTE 98 SOUTH MOUNT STERLING ILUS
DOT FOODS INC 2200 NICKERSON DRIVE MODESTO CAUS
DOT FOODS INC 16650 CHESTERFIELD GROVE ROAD CHESTERFIELD MO US
DOT FOODS INC 16301 ELLIOTT PARKWAY WILLIAMSPORT MD US
DOT FOODS INC 1120 WEST NORTH STREET VIDALIA GA US

1-10 of 600 items 1234567 0r M
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To search and list all the End Customers for the selected Partner location, do not select any Filter condition, or
if it was selected earlier, click on “Clear Filter” button, then click on the “Go” button.

Select which customers are to be assigned from the search results displayed, and click on “Submit”.

Cisco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer
Current Assignments New Assignment

Service Program and Role

To assign access for one of your partner employees, selectthe service program and role, and specify the employee by entering either their name, email or
Cisco.com |d. To identify the end customers for which they will have access, first selectthe Partner Location to which the end-customer contractis associated,
and then choose from the displayed list of customer names.

Senice Program: Partner Support Service v Senvice Role Partner Administrator v | More info ..

Select Employee

Employee Mame: Joe User -
UserlD: joeyusser10 -
Email : joeyussertD@gmail.com 4

End Customer

Select if All End-Customers or Specific End-Customers are to be assigned. For All End-Customers, select All End-Customers option and Submit. Otherwise, to
identify specific End Customers to assign to the specified user, first select the Partner Location to which the end customer contract is associated, and then
choose from the displayed list of customer names.
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All End-Customers
# Specific End-Customers

Partrier Location : CASTLE PINES CAPITAL LLC Select Partner Locations...

Show All

? End Customer Company Mame

HENRY FORD COMMUNITY COLLEGE
NTN USA CORPORATION
SENTINEL TECHMOLOGIES INC
MNEW TRIER TOWMNSHIP HIGH SCHOOL DISTRICT 203
ADVANCE TRADING
TYNDALE HOUSE PUBLISHERS
ILLINOIS COLLEGE OF OPTOMETRY
DOT FOODS INC
DOT FOODS INC
DOT FOODS INC

1-10 of 602 items

Address

5101 EVERGREEN DEARBORM MI US

1600 EAST BISHOP COURT MOUNT PROSPECT IL US

2550 WARRENVILLE ROAD DOWNERS GROVE ILUS

385 WINNETKA AVENUE WINNETKAIL US

1612 COMMERCE PARKWAY BLOOMINGTON IL US

351 EXECUTIVE DRIVE CAROL STREAM IL U3

3241 30UTH MICHIGAM AVENUE CHICAGO IL US

ROUTE 98 SOUTH MOUNT STERLING IL US

2200 MICKERSOM DRIVE MODESTO CA LS

16650 CHESTERFIELD GROVE ROAD CHESTERFIELD MO Us

12 3 45670

L]
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Assign joeyusser10 as Partner Administrator for the following customers?

Company Mame Addr

NTN USA CORPORATION 1600 EAST BISHOP COURT MOUNT PROSPECT ILUS
TYNDALE HOUSE PUBLISHERS 351 EXECUTIVE DRIVE CAROL STREAM IL US




on “OK” to confirm assignment per what is listed. A pop-up message with the Request Id# will be displayed.

o Your request id# 5991 has been submitted
and you will receive an email notification once
the request is processed.

——

Click “OK”. This will initiate a search automatically based on the same parameters that were specified before
the assignment request was submitted. The customer assignments that have already been submitted for
assignment will no longer be listed in the New Assignment Tab search results and instead will appear in the
Partner-Current tab with a status of “Processing” if the processing is going-on, or it will have a status of
“Active” if the processing is completed successfully.
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Cisco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer
Curront Assignments Bl Assignmaent

Service Program and Role

To view sxisBing acoess for pour padner emplopeais), Seled Se serdce program and role. specly e employee By enbeing either thelr namae. email 1d or
Cigea cafm 18 (phional) andar Bl and-cuslamer company rarme (optional) and dick “2earch”. To fbmove oni of miofk eddling snd-cusiomer A5signments.
selectthe end-customen(s) and click "Remoe”

* Serdce Program - Pariner Support Sendce - = Service Robe Pariner Adminisiraior «/| llore inle

Search Service Role Assignments

Name: Jog User - Comgany Name -
Ernail : jotpusseriD@omailoom -
Cisco.com I0x iumﬂ:m'd -

Empiloyes Name End Customer Comgpany Mame Agdress Statuz
Pss Part ART VAN FURNITURE 14 WBLLER: DR - BE00WARREN MLUS ACTIVE
Pss Part ANON RUSBER PLASTICS MG 1364 BRASS MILL RD - STE A BELCAIP MDLIS ACTIVE
Pss Part CENTRAL MEW EXNCO COMMUNITY COLLEGE 528 BUENA VISTA DR SEALBUOUERCUE NILLS ACTIVE
Pss Fart FINAMCIAL MANAGEMENT SYSTEMS 1000 E WOODFIELD RD, SCHALUMBURG L US ACTIVE
Pss Fart ILLINGES C04 L EGE OF OFTOMETRY 3241 8 MICHIGAN AVE - 3TE 1.CHICAGOILUS ACTIVE
Pzg Pan KANKAKEE SCHOOL DIETRICT 111 240 WARREN AVE BAMNKAKEE ILUS ACTIVE
Pss Fan ;gumwmummmmmme-mmmm ACTIVE
Pes Part SEGAL MCCAUBRIDGE SINGER MAHONEY 233 3 WACKER DR - 3TE E500.CHICAGO L US ACTIVE
Pss Part SOUTHWEST AIRLINES CO 2425 WYMAN ST DALLAS T US ACTIVE
Pss Part TYHRALE HOUSE PUBLISHERS 351 EXECUTIVE DR.CAROL STREANMILLIS PROCESSING
11 - 30 of 26 Aerns wa 123 m



Cisco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer

Current Assignments Mew Assignment

Service Program and Role

Toview existing access for your partner employee(s), selectthe service program and role, specify the employee by entering either their name, email Id or
Cisco.com |d (optional); and/or the end-customer company name (optional) and click "Search”. To remove one or more existing end-customer assignments,
selectthe end-customer(s) and click "Remove”.

*Senice Program : Partner Support Senvice B *Senvice Role Partner Administrator | Moreinfo ..

Search Service Role Assignments

Mame: Joe User - Company Mame: —
Email : joeyusser1O@amail.com -
Cisco.com 10 joeyusser1 -

Employee Mame End Customer Company Mame Address Status
Pss Part ART VAN FURNITURE 14 MILLER DR - 6500 WARREN MIUS ACTIVE
Pss Part AYVOMN RUBBER PLASTICS INC 1369 BRASS MILL RD - STE A BELCAMP MD,US ACTIVE
Pss Part CENTRAL NEW MEXICO COMMUMITY COLLEGE 525 BUENA VISTA DR SEALBUQUERQUE NM,US ACTIVE
Pss Part FINANCIAL MANAGEMENT SYSTEMS 1000 E WOODFIELD RO, SCHAUMBURG,ILUS ACTIVE
Pss Part ILLINOIS COLLEGE OF OPTOMETRY 3241 3 MICHIGAN AVE - STE 1,CHICAGO ILUS ACTIVE
Pss Part KAMKAKEE SCHOOL DISTRICT 111 240 WARREM AVE KANKAKEE ILUS ACTIVE
Pss Part NEW TRIER TOWNSHIP HIGH SCHOOL DISTRICT 385 WINNETKA AVE - RM 422 WINMNETKA, ILUS ACTIVE
203
Pss Part SEGAL MCCAMBRIDGE SINGER MAHOMEY 233 8 WACKER DR - STE 5500,CHICAGO ILUS ACTIVE
Pss Part SOUTHWEST AIRLINES CO 2425 WYMAN ST, DALLAS TX US ACTIVE
Pss Part TYMDALE HOUSE PUBLISHERS 351 EXECUTIVE DR, CAROL STREAM IL LS ACTIVE
11-20 of 26 items M o4 1 2 3 r M

Remove



End-Customer - New Assignment Tab
A Partner administrator can assign access to a user at one of their End-Customer companies using the End-
Customer - New Assignment Tab.

Select the Service Program and Service Role from the drop-down list. Click on the “More info” link to display
the description of the Service Role.

Cisco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer

Current Assignments New Assignment

Service Program and Role

To assign access for one of your end-customer's employees, selectthe desired service program and role. Select the end-customer employee by entering their
Cisco.com ID and Email. To assign them to the correct end-customer company, first select the Partner Location to which their end-customer contractis
associated, and then choose from the displayed list of customer names.

Service Program : Partner Support Service v Senvice Role : End Customer User] v | More info ..

Employee And Partner Location

UserMame:

Partner Location MNIA
Show All
End Customer Company Name Addrass

Mo Active filters or Click on Show All button to display records

Specify the End-Customer employee by clicking on the Select button. In the pop-up window, identify the End-

Customer employee by entering their User ID (Cisco.com ID) and Email address, then click “OK”.
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Select Employee Name

*UserlD : |

* Email

M[ Cancel

If the User ID and email address are valid, the specified End-Customer User is selected, the pop-up window is
closed and the User Name, Job Title and Address is displayed for confirmation.
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Cisco Services Access Management
(CASTLE PINES CAPITAL LLC

Partner End Customer

Current Assignments Hew Assignment

Service Program and Role

To assign access for one of your end-customers employees, selectthe desired service program and role. Select the end-customer employee by entering their
Cizco.com ID and Email. To assign them to the correct end-customer company, first select the Partner Location to which their end-customer contract is
associated, and then choose from the displayed list of customer names.

Senice Program Partner Support Senice - Senice Role End Customer User | Moreinfo ...

Employee And Partner Location

UserMName : 1313 Antwerp Lane, San Jose, CALIFORNIA LS -
95118
Partner Location : Select Partner Locations...
Show All
End Customer Company Mame Address

Mo Active filters or Click on Show All button to display records

A
Partner’s End Customer companies are logically grouped by the Partner company locations (Bill-To-IDs) on the
service contracts. Click “Select” to display and choose from the list of your partner locations.

Partner Location

Choose the Partner Location to which the end-customer contract is associated. Selecting more than one Partner Location could
cause a significant delay in processing. To improve performance, limit your search to a single Partner Location.

Partner Mame Partner Location

CASTLE PINES CAPITAL LLC 116 INVERNESS DR E - #375 ENGLEWOOD,CO US

M[ Cancel
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Note: Selecting multiple Partner company locations may dramatically increase the number of corresponding
End Customer companies that will then be displayed, which will adversely affect system response time.

Cisco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer
Current Assignments New Assignment

Service Program and Role
To assign access for one of your end-customer's employees, selectthe desired service program and role. Select the end-customer employee by entering their

Cisco.com ID and Email. Te assign them to the correct end-customer company, first select the Partner Location to which their end-customer contractis
associated, and then choose from the displayed list of customer names.

Senvice Program:  Parner Support Service - Sewice Role : End Customer User | Mareinfo ..

Employee And Partner Location

Llser Mame :

1313 Antwerp Lane, San Jose, CALIFORNIA, US -
95118

Partner Location : CASTLE PINES CAPITAL LLC SelectPartner Locations...

Show All

f? End Customer Company hame Address

Mo Active filters or Click on Show All button to display records
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Cisco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer
Current Assignments New Assignment

Service Program and Role

To assign access for one of your end-customer's employees, select the desired service program and role. Select the end-customer employee by entering their
Cisco.com 1D and Email. To assign them to the correct end-customer company, first select the Partner Location to which their end-customer contract is
associated, and then choose from the displayed list of customer names.

Service Program : FPartner Support Service v

Employee And Partner Location

Joe User;
User Name :
95118

Service Role End Customer User v | Moreinfo..

1313 Antwerp Lane, San Jose, CALIFORMIA, US -

Partner Location :  CASTLE PINES CAPITAL LLC Select Partner Locations...

Show All

f" End Customer Company Name

HEMRY FORD COMMUNITY COLLEGE

MNTN USA CORPORATION

SENTINEL TECHMOLOGIES INC

MEW TRIER TOWNSHIP HIGH SCHOOL DISTRICT 203
ADVANCE TRADING

TYMDALE HOUSE PUBLISHERS

ILLINQIS COLLEGE OF OPTOMETRY

DOTFOODSE INC

DOTFOODS INC

DOTFOODSE INC

Address

5101 EVERGREEN DEARBORN MI US

1600 EAST BISHOP COURT MOUNT PROSPECT ILUS

2550 WARREMNVILLE ROAD DOWNERS GROVE IL US

385 WINMNETKA AVENUE WINNETKAIL US

1619 COMMERCE PARKWAY BLOOMINGTOMN IL US

351 EXECUTIVE DRIVE CAROL STREAM IL US

3241 30UTH MICHIGAM AVENUE CHICAGO IL US

ROUTE 99 30UTH MOUNT STERLING IL US

2200 NICKER2ON DRIVE MODESTO CA US

16650 CHESTERFIELD GROVE ROAD CHESTERFIELD MO US

Click the “Submit” button to display all End Customer companies for the selected Partner location, or use the

optional “Filter” button to narrow the search results based on End Customer company name and location.
Note that any company filter search must include the country, and can optionally include customer name,

state, city or street address.
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Cisco Services Access Management
CASTLE PIMNES CAPITAL LLC
Partner End Customer

Current Assignments Hew Assignment

Service Program and Role

To assign access for one of your end-customer's employees, select the desired service program and role. Selectthe end-customer employee by entering their
Cisco.com ID and Email. To assign them to the correct end-customer company, first select the Partner Location to which their end-customer contract is
associated, and then choose from the displayed list of customer names.

Senvice Program : Partner Support Senvice -

Employee And Partner Location

Senvice Role : End Customer User | Moreinfo ..

User Mame: 1313 Antwerp Lane, San Jose, CALIFORMIA, US -
95118

Partner Location : CASTLE PINES CAPITAL LLC Select Partner Locations...

%7 End Customer Company Name

HEMRY FORD COMMUNITY COLLEGE
MTH USA CORPORATION
SENTINEL TECHMOLOGIES INC
MEW TRIER TOWNSHIP HIGH SCHOOL DISTRICT 203
ADVANCE TRADING
TYMNDALE HOUSE PUBLISHERS
ILLINCIS COLLEGE OF OPTOMETRY
DOTFOODSINC
DOTFOODS INC
DOTFOODEINC

1-10 of 602 items

Address

5101 EVERGREEN DEARBORN MI US

1600 EAST BISHOP COURT MOUNT PROSPECT IL US

2550 WARRENVILLE ROAD DOWNERS GROVE IL US

385 WINNETKA AVENUE WINNETKA IL US

1619 COMMERCE PARKWAY BLOOMINGTON IL US

351 EXECUTIVE DRIVE CAROL STREAM IL US

3241 30UTH MICHIGAN AVENUE CHICAGO IL US

ROUTE 99 SOUTH MOUNT STERLIMG IL US

2200 NICKERSOM DRIVE MODESTO CAUS

16650 CHESTERFIELD GROVE ROAD CHESTERFIELD MO U3

Select the user’s end customer company, and click “Submit”. In the confirmation pop-up, click “OK” to initiate

the back end process request. A pop-up message with the Request Id# will be displayed.
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Assign joeyusser10 as End Customer User for the following customers?

Company Mame Address

HEMRY FORD COMMUNITY COLLEGE 5101 EVERGREEN DEARBORNM MI US

ﬁ Cancel
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o Your request id# 5923 has been submitted
and you will receive an email notification once
the request is processed.

-

Click “OK”. A search will be automatically initiated based on the same parameters selected before the
assignment. The customer assignments that have been submitted for assignment will no longer be listed in the
New Assignment Tab search results and instead should now appear in the End-Customer-Current tab. If the
processing is not completed, the status is displayed as “Processing”, and after completion of processing, status
is updated to “Active”.
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Cisco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer

Current Assignments Mew Assignment

Service Program and Role

Toview existing access for your end-customer employee(s), select the service program and role, specify the employee by entering their Cisco.com Id (optional);
and/or the end-customer company name (optional) and click "Search”. To remove one or mare existing end-customer assignments, select the end-customer(s)
and click "Remaove™.

*Senvice Program : Partner Support Service - *Senvice Role End Customer User - | Moreinfo ..

Search Service Role Assignments

UserlD: joeyusser10 - Company Mame : A

Employee Mame Company Mamea Address Status
Joe User PROCESSING
1-10f1items 1

Remaove
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End-Customer - Current Tab
As a Partner Administrator, use the End-Customer—Current tab to view or remove existing Customer role
assignments to your End-Customer companies.

Cisco Services Access Management
CASTLE PINES CAPITAL LLC

Partner End Customer

Current Assignments Mew Assignment

Service Program and Role

Toview existing access for your end-customer employee(s), selectthe service program and role, specify the employee by entering their Cisco.com Id (optional);
andior the end-customer company name (optional) and click "Search™ To remove one or more existing end-customer assignments, select the end-customer(s)
and click "Remove™

Service Program : A Service Role : v
Search Service Role Assignments
User |D: - Company Name : v

Search

Click on Search button To Fetch Data

A
m
@

Select the Service Program and Service Role from the drop-down list values. Click on the “more info” link to
display the description of the Service Role selected.

You may choose to search either by User ID or by End Customer Name. By typing in either field, the system
will display an auto-suggest of the matching Cisco.com IDs or End Customer Company Names for which
customer user role assignments have previously been made.
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Cisco Services Access Management

CASTLE PINES CAPITAL LLC

Partner End Customer
Current Assignments Mew Assignment

Service Program and Role

Toview existing access for your end-customer employee(s), selectthe service program and role, specify the employee by entering their Cisco.com |d (optional);
andfor the end-customer company name (optional) and click "Search”. To remaove one or more existing end-customer assignments, selectthe end-customer(s)

and click "Remove™

*Service Program : Partner Support Service

Search Service Role Assignments

User ID: |joeyusser1 l

joeyusser1d
srinivna

Remaove

*Senvice Role : End Customer User - More Info ...

Company Name : -

Click on Search button To Fetch Data

After selecting the User ID or Company Name, click the search button.

Cisco Services Access Management

CASTLE PINES CAPITAL LLC

Partner End Customer
Current Assignments Mew Assignment

Service Program and Role

Toview existing access for your end-customer employee(s), select the service program and role, specify the employee by entering their Cisco.com |d (optional);
andfor the end-customer company name (optional) and click "Search”™ To remove one or more existing end-customer assignments, selectthe end-customer(s)

and click "Remaove”.

* Service Program : Partner Support Service

Search Service Role Assignments

User ID: joeyusser10

Employee Mame Company Name

Joe User
1-10of1items

Remaove

*Senice Role End Customer User » Morelinfo ..

Company Name:  HEMRY FORD COMMUNITY COLLEGE -

Address

Status

PROCESSING
1
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Remove Customer Role Assignments for an End-Customer User
To remove an End Customer role assignment, select the record displayed in the search results, and click
“Submit”.

A confirmation Pop-up is displayed. Click “OK” to delete the End Customer user role assighment, or click
“Cancel”.

Confirm Removal of Role: End Customer User for following users:

Employee Mame Company Mame Address

Joe User HENRY FORD COMMUNITY 5101 EVERGREEN RD DEARBORM MIUS
COLLEGE

A pop-up message with the Request Id# will be displayed, as illustrated below.
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o Your request id# 5970 has been submitted
and you will receive an email notification once
the request is processed.

-

Click “OK” to submit the request. A confirmation email with the request # will be sent when the role removal
process is complete.
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Appendix D: Function-based and Menu-based Quick Reference

Welcome to Cisco Services Access Management

The instructional online help content referenced herein is organized both by function (or task), and
on-screen menu option, for the most common Delegated Administrator actions.

Navigate By Function

Navigate By Menus

Quick References

Getting Started
Onboarding a User
Managing User Requests
Batch Upload

Edit User Access
Remove User Access
Help Desk Support

FAQs

alialn
eiseo  Cisco Services Access Management

- r—

Wekome ok Wse.
L Company Adminiskatog, CI5C0 SYSTEMS BIC FOR U INTERNAL DEMD VML OMLY
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v \)/ I\
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Preaten U szt sty Ferate s e femoesi Voot S Aowrar

User Guide

Home
e Table of Contents
e (Cisco Services Access Management Overview
e Introduction to Delegated Administration
User-Company Associations
e Pending User Association Requests
e Revalidate User Association Requests
o View Existing Associations
e Associate User to My Company
e Change a User’s Company-Association
e Batch Upload
User-Role Assignments
e Pending Role Assignment Requests
e Assign Roles to Users
e Change a User’s Role Assignments
e Change External User’s Role Assignments
e Batch Upload
Administrators
e Nominate an Administrator
e View Existing Administrators
e Batch Upload
Settings
e Change Company Association Rules
Change Notification Preferences

[ ]
Other
e User Assignment to End Customer Company

o Web Services
e Enable Cisco Services programs for your
Company 109
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Getting Started
Onboarding a User

Managing User Requests
Batch Upload

Edit User Access
Remove User Access
Help Desk Support

FAQs

Cisco Services Access
Management User Guide

Getting Started

Cisco Services Access Management provides for “party-
centric” role-based access to new Cisco Smart Services.
Rather than requiring a contract administrator to explicitly
add a user to each and every contract in order to receive
technical support, party-centric access allows for a company
Delegated Administrator (DA) to associate users to their
customer or partner “party” (a hierarchical level within your
company / organization) and assign them to one or more
user roles in order to grant access to the support services to
which the company is authorized.

Quick References highlight the most common DA actions,
and provide links back to the detailed step-by-step
instructions in the online user guide.

This Quick Reference describes the first steps a new
company Delegated Administrator should take to get
started.

e Accept Your DA Nomination During First Login

e Establish Your Company and Administrator Settings
e Nominate a Backup Delegated Administrator

e Assign Access Roles to Yourself

Accept Your Delegated Administrator Nomination During First Login

As a nominated DA, you received email notification that your Cisco account has been associated to your company, and that
you have been nominated to become the Delegated Administrator for your company. Using a link in that email, the first time
you log in to Cisco Services Access Management, you must view and then accept the terms & conditions. If you want to

pass this responsibility on to someone else in your organization, you must first accept, and then nominate the other person.

vl : -
cisco Cisco Services Access Management

By clicking on the "Accept” button below, you are acknowledging that you have read and agree to the "Cisco Service Access Management
Administrator Agreement” (abaove), in its entirety, and are committing your organization to this Agreement. You are also certifying to Cisco that

Pending Legal Agreement

you have authority to commit your organization to this Agreement. If you do not agree to all of the terms of this Agreement, or if you do not have

Welcome to CSAM Adam Strader !
The Cisco Senvites Atcess Management application requires that you accept the lagal tarms and agreements

Please click on the "Review Legal Agreement’ link below to
- Review the legal agreement

- Accept or decline the agreement once reviewr

Once you have accepted the Legal Agreement, you will have actess to Cisco Services Access Management application

‘ Entitled Company Administrator Type Action

‘ VERIZON COMMUNICATIONS INC Party Administrator Review Legal Agreement

the authority to commit your organization, you should click the "Decline” button below. You and your organization will have no rights or
obligations under the Agreement unless and untilyou click the "Accept” button

FirstName ) Adam

Lastane”

Strader

Company = Veuznnl

Cccoib adamsiradersd

Email Id adamstraderd9@yahon.com

Accept Decline

Document i :Cisco_Service_Access_Agreement_Main_S234276_9665440

5, Inc. All tights reserved

®1332-2008 Cisco Systems, Inc. All ights reserved. Terms & Conditions | Privacy Statemert | Cookie Policy | Trademarks of Cisco Systems Inc
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Establish Your Company and Administrator Settings

As the Delegated Administrator, you can define rules that will enable additional users to request association to your
company, and how you will be notified to take action. If you prefer to manually perform all user associations yourself, you
can skip this step. You can always return to this step, if you want to enable user self-association requests at a later time.

Company Association Rules

From the top “Settings” menu, select “Change Company Association Rules”. Initially, there will be no records of any
association rules setup for your company. Click the “Create” button to establish new rules for your company party, to
allow users to request association based upon:

viams Sorncie (ncareatrnder 5 Wy Accounl  Log Gl Hely

e Email domain matching
e Shared Company passcode
e Company name and address search

Through the establishment of the Company Settings, the
Delegated Administrator can individually allow or not allow,
or combine these options, in order to flexibly control the
user self-association process.

Administrator Notification Preferences

Each Delegated Administrator can customize how and when
they are notified of pending user self-association and role
assignment requests. Use the top menus to navigate to
“Settings,” select “Change Notification Preferences,” and
specify whether to receive separate notifications for each request, or a summarized “daily digest.”

Nominate a Backup Delegated Administrator

AdsenSeow (Rdamstradersd) My Accound  Log Out  Help

You should nominate at least one additional person at your
company to have Delegated Administrator privileges.
Depending on the size of your company and the number of
users, you may choose to centralize all users and
administrators together, or create smaller decentralized e
groups, according to your company’s desired policy or needs. Nominshe dvinisbato o 190

Cormpany Administratos

To nominate an additional administrator, from the
“Administrators” menu, select “Nominate an
Administrator.” Select Company Administrator, enter
the user’'s CCO ID or email address, and select the
company location.

3 Role Adminisirsior

The nominated user will receive an email with a link to log in and accept the Delegated Administrator terms and conditions.

Assign Access Roles to Yourself

The Delegated Administrator role only gives you access to associate
users to your company and assign service access roles to users.
For you to have access to specific Cisco Business Services,

you must assign one or more roles to yourself.

If you need access to functionality for multiple Business Services,
you will need to assign a separate role for each Business Service. ‘

PR — fiouy M o Ll
‘ OV mn- i ey ‘.\:gn' 8 e
. . . . :IIIm!\-_mm:rnt:ul-lﬂll.wnuum(!ﬂ.ﬂt'ml_hxlnul’wml_mnumnmmu
For instructions on assigning roles, \ - - TR
see the “see Onboarding a User” quick reference s Mo s (L
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Cisco Services Access
Management User Guide

Onboarding a User

Associate Users to your Company and
Assign User Roles

Onboarding a user involves two steps:

e Associate the user to the Company

e Assign one or more roles to the user, for each of the
services to which the company is authorized.

This quick reference describes the process of a Delegated
Administrator performing all of the onboarding steps. For
a summary of the user self-service process, see the
“Managing User Requests” quick reference.

Note: In order for a user to be associated, he or she must
first reqister for a Cisco account. You must know either
their Cisco login ID or the email address they used when
registering.

Associating a User to Your Company

To associate a single user to your company, use the top
menus to navigate to “User-Company Association” and select

“Associate User to My Company.”

Step 1. Select User - Enter the CCO ID or email address
of the user that you want to associate to your company, and

click “Next.”

Step 2: Select Company - Select the company location
from the list of existing locations, or search for a specific

location, and click “Next.”

Step 3: Confirmation - Verify the details of the selection and

Home

Welcome .Jak Wise
L) Campany Administrator, CISCO SYSTEMS INC FOR US INTERMAL DEMO E

Step 1: Select User Step 2: Select Company Step 3: Confirmation

Select User for Company Association

Search by Cisco User ID or Email

jakwise@cisco.com

Select a specific company location to manage access.

@ Display Company Locations Available

click “Finish”. The user will automatically receive an email Yz My Locations Only -
confirmation that their Cisco User ID has been associated to Country  UNITED STATES -
your company.

Campany

If you want to immediately assign access roles to this newly-
associated user, answer “Yes” to the pop-up.

) Searchfor a Specific Location



https://tools.cisco.com/RPF/register/register.do?

Assigning User Roles

To associate a single user to your company, use the top
menu to navigate to “User-Role Assignment” select
“Assign Roles to Users.”

Step 1. Select User
Choose an option to:
e Display a list of all existing associated users;
e Search for a user by name; or
e Search for a user by CCO ID or email address
Click “Next.”

Step 2: Select Role
Each available role is grouped by business service and

by the authorized company location. Click on the >
next to the Company Name to display the list of business

services. Click on the [ next to each business service

Horme

| Welcome Adam Strader
~ Company Administrator, VERIZOMN COMMUMNICATIONS IMNC

Step 1: Select User

INTERNAL ROLES TO USERS (INSIDE MY COMPANY)

Step 2: Select Role Step 3: Confirmatian

) Show Existing Users

) Search for User by Full Name

@ Search by Cisco User ID ar Email

adamstraderd

to display the list of available user roles. Hover
your mouse over a role to display a more detailed

Adam Swader (sdarmstradertd) My Account

description of the role and its capabilities. il

cisco  Cisco Services Access Management

UserFoik Assignmente

Use the checkboxes to select one or more roles
to be assigned to the selected user. If you want

. R Name Cisco User 1D Email Compary
the role to not take effect until a future date, or if | Agsm gwacer adamss VERZON COMVUNGATIONS 0 |
you want the role assignment to automatically be
inactivated on a future date, enter the date in the
corresponding field.

l  Step i SelectUser  Step 2 SelectRole  Cisc 1 Conlinaon ]

¥ VERIZON COMMUNICATIONS INC
 Smarthet Total Care

[ customer Administrator D mi‘m E | i i;;nm E omnied
. . . e " . Stant Date @ mmidd  EnaDate & (mmidd
Step 3: Confirmation — Click the “Finish” button e ) s

‘With this role, an indwidual can access afl reports, such as All Devices, All Contracts, Dewce Diagnostics, Product Alerts in Smart Semices
Connection (Mtps:icals-stage. cisco com/ipics/SSUE) for hisiher company.

to complete the role assignment. The user will B — -
automatically receive an email notification,
informing them that their Cisco ID has been
granted the requested role for your company.

Start Date [ mvgs EnaDae E# omimiaa

) oATesRole30mAp2012 short dese
L Lo

| Back || Fnih | Cancel |
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Managing User Requests

User Party Self-Association and
Request for Role Assignment

Cisco Services
Access Management

Quick References
A user who has registered for a Cisco account can submit

Getting Started a request for company association or request for role
Onboarding a User assignment via Cisco.com Profile Manager. Requests are

Managing User Requests

Batch Upload
Edit User Access

directed to the company Delegated Administrator, who
approves or denies the requests using Cisco Services

Remove User Access Access Management.
Help Desk Support _
FAQs Step 1: User Submits Request

Step 2: Delegated Administrator Approves/ Denies

Cisco Services Access
Management User Guide

User Submits Request via Cisco.com Profile Manager

On the top banner of each cisco.com page, click the “Account” link

Wielcome to Cisco

to access Profile Manager. Cisco.com Profiis Manager
Choose Language . Enghsh . M
Contact | Compary | Orgarvzation Access Restricted Content Preferences | Securty |
To request company association, click on the “Company/ PR -
Organization” tab and then “Associate your account with your sy gt s s oG PRI s
company.” Click on “Request Company Association.” Enter your Wl b o et sy e el

company passcode or company address and click “Submit.” gt )

Fiaquests 12 a0d gervice cortracts 10 Your acoount wil e seni 10 your service Coniract administraar for aggroval

Once their association has been approved, the user can request ek e w— E—
role assignment by navigating to the “Access Restricted Content”

tab and clicking on “Smart Services.” Use the check boxes to
select one or more of your company’s Available Roles and click “Submit”

Managing User Requests for Company Association

Manual approval/denial is required if the company settings were set to “Manual Approval Required” (see “Getting
Started”). Use the top menus to navigate to “User-Company Associations” and select “Pending User Association
Requests” to display a list of all pending requests. Select one or more records and click on “Approve” or “Deny”.
Company association settings can be set to automatically approve user self-association requests to all locations of the
company based on pre-determined email domain and/or company name matching rules (see “Getting Started”). In that
case, you will be notified and must manually inactivate any undesired self-associations (see "Remove User Access”).

Managing User Requests for Role Assignment e —

Use the top menus to navigate to “User-Role Assignment” and e {?mlwnmm&;ﬁmgv‘gmm
select “Pending User-Role Assignment” to display list of pending TTZTTW o)

requests. Select one or more records, enter start and/or end E—

dates (optional), then click on “Approve” or “Deny.” R



https://tools.cisco.com/RPF/register/register.do?
http://tools.cisco.com/RPF/profile/profile_management.do

Cisco Services
Access Management
Quick References

Getting Started
Onboarding a User

Managing User Requests
Batch Upload

Edit User Access
Remove User Access
Help Desk Support

FAQs

Cisco Services Access
Management User Guide

Batch Upload

Association, Assignment & Nomination

Instead of performing User-to-Company associations
individually, you can associate multiple users through a
batch upload, using a provided spreadsheet template. This
feature may be especially useful to on-board or migrate
users from another system or user repository.

Similarly, instead of performing User-to-Role assignment
individually, you can associate multiple users to multiple
roles through a batch upload, or nominate multiple users to
become additional Delegated Administrators for your
company, using provided spreadsheet templates.

Users will be notified via email of the results of the batch
upload. Please note: Once submitted, it may take up to 15

minutes for the batch upload to process.

Performing User-to-Company Association via Batch Upload

Use the top menus to navigate to “User-Company Associations” and select “Batch T

Upload”. Select the company location to which you want the list of users to be
associated. You will need to initially download the template for batch upload. Save this
file as “associationBatchTemplate.csv”. Edit the file to add the User IDs and email
addresses of the users to be associated to your company, and save the file. Click

Data Format for Template:

Home Insert  Page layout  Formulas C

E3

- (- £

1 Userld

“Browse” to locate and upload the saved file, and then click on “Submit”. 2

a
5

Performing User-to-Role Assignment via Batch Upload

Use the top menus to navigate to “User-Role Assignments” and select

2 andyyussers3

A B

Email
andwusseras@vahou.cum

Data Format for Template:

“Batch Upload”. You will need to initially download the template for 7 6

batch upload. Save this file as “roleBatchTemplate.csv”. Edit the file
to add the users’ role assignments, and save the file. Click “Browse” to
locate and upload the saved file, and then click on “Submit”.

/
1 Userld Email

3
1 d

Nominating Multiple Additional Delegated Administrators via Batch Upload

Business Service Name  Role Mame
I |andyyusserd®  andpyusserfd@yahoo.com  SNTC

= ] £ [
Start Date EndDate
Customerllser  6.Feb-13  §-Feb-14

Data Format for Template:

. o ﬂLﬂ/f — Fagelayout  Formulas  Data
Use the top menus to navigate to “Administrators” and select “Batch Upload”. Select Pk e |
the company location for which you want the list of users to be nominated to ;af Za e o [ ;Hg
administer. You will need to initially download the template for batch upload. Save mip;m{, B
this file as “adminBatchTemplate.csv”. Edit the file to add the User IDs, email D2 - A
addresses, and administrator types of the users that you want to nominate as A B &

Delegated Administrators and save the file. Click “Browse” to locate and upload the

saved file, and then click on “Submit”.

1 |userid

i

ERTLRES

Email Administrator

_ 2 andyyusser33 andyyusser33@yahog.com PartyDa



Edit User Access

Changing an Existing User’s Company
Association and/or Role Assignments

Cisco Services
Access Management

Quick References
If your company has established decentralized, location-
Getting Started based administration, you can change an existing user’s
Dnboardiniaiticcr company association to reflect a physical move within the
Managing User Requests

company. If the user has left your company, you should
Batch Upload . L
2 Uaar Aaaass Remove User Access’ instead.

Remove User Access
Help Desk Support

A Delegated Administrator can also change an existing
user’s role assignments, either to reflect a change in their

FAQs
job responsibilities or to grant access to new services.
The user will receive emalil notification of the changes

Cisco Services Access made to their account.

Management User Guide All Delegated Administrators for your company will also be
notified (based on their notification preferences) of the

Changing a User’s Company Association

Use the top menus to go to “User-Company Associations” and select “Change a User’'s Company Association”. Select the
user and click on “Edit.” In the next screen, change the View option to “My Full Span of Control” to list all available
locations. Select the user’s new location, and click “Save.”

wlialn

S cisco Cisco Services Access Management

alieumninyiéw';_'ia;ns- Liser
Welcome Jak Wise
- Company Administratar, CISCO SYSTEMS INC FOR US INTERMAL DEMO EVAL ONLY

Wiew by Locations Only -
Filter: Cisco UserlD » DlezuLilk | i + | Cty 4 | Stae . | Country
- Click “Edit” t h | CISCO SYSTEMS ING 179 GREAT RD ACTON WA UNITED STATES
| Hame ~ | CiscoUser ID ick on it” to change e e
Suresh Yilayanur swilayan the selected user’s
Jason Wise jakwise company association. By
Jak Wise jakwisecsam | default, the company
larraine hsu op_nhf_ncem_Int Iocatlon Wlth WhICh thIS
——— op_nh_neem_ind | USET 1S associated will be
. selected. You will be
® Jen Yuan Huang jenhuang i
able to select a different
Ana Guerra de Menezes anmeneze .
company location by :
Shik-Yu (SYME) Huang Syhuang X CISCO SYSTEMS INC 179 GREAT RD ACTON
selectmg “My Full Span I S0C CLIENT 415 E KENNASTON AVE MONTESANO
Michal Kopec mikopec . . |0 CISCO SYSTEMS, INC 201 3RD 8T- STE620 SAN FRANCISCO
of Control” to view all | &  ciscosysTEMS 175V TASMAN DR BUILDING L SAN JOSE
RNph Herbst rherbst aVa|Iab|e Company o CISCO SYSTEMS ING 170 TASMAN DR
- — ) | & soccuent 7 ELEVENY COM PROJECT SUITE 1475 SUWANEE
w |Ocat|ons_ clern TANMBWIT CREEK RASN Mall STOR RTEAMI  REGEARCH TRIANGLE PARI
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Changing a User’s Role Assignments

Use the top menus to navigate to “User-Role Assignments” and select “Change a User’'s Role Assignments”. Click the >
next to the user's name to expand their list of existing user role assignments. To remove a single user role assignment,
use the radio button to select the role and click “Remove Role”. To assign an additional role or change an existing
assianment for a spoecific user. select anv of the user’s existina roles and click “Edit”.

Haome

Welcome Jak Wise
L Company Administrator, CISCO SYSTEMS INC FOR US INTERNAL DEMO EVAL ONLY

Wiew My Locations Only -

Filter:  Cizco User|D -

| MName | CiscoUserID ~ | Email | Role -
APl Management
(@) Jakitise jakwizecsam jTwise@yahoo.com Application:AP|

Consaole User

& ed amemiya edamemciscol

Use the radio button
to select the user role
assignment you want
to modify, then click
the “Edit” button.

* Ana Guerra de Menezes  anmeneze

[ (Ffmove e |

Haorme A ans 20 ettings  Other

Change Role

¥ CISCO EYSTEME INC FOR US INTERMAL DEMO EVAL QMUY
* APl Management Application

* Partner Support Service

¥ CISCO SYSTEMS INC
* APl Management Application
* Entitlement Framework Extemal AP Services

* SupporiTools

¥ CISCO SYSTEMS INC FOR US INTERMAL DEMO EVAL OMLY
» TestBsslp ForEF 1.3

¥ CISCO SYSTEMS INC
» Proactive Change Management (NCCM)
* Smart Service Capabilities (One Portal)
» Partner Support Service
® Security Bulletin & Alerts (IntelliShield)
» Metwork Health (MHF)

4 n

On the subsequent screen, click the P o© expand the
categorized lists, of the selected user’s current Assigned
Roles and additional Available Roles.

Harme ser-Compal Administrators  Seftings  Other

Change Role

* AP| Managemaht Application
\_ " Pariner Suppdit Senvice

v v TS INC

¥ AP|Management Application

AP| Console User ] Start Date © 07008720013 [ (mmiddiyy) End Date
¥ Entitlement Framework External AP1 Services

¥ SupportTools

To change the start or end date of a user’s
current Assigned Role, enter the new date
value in the corresponding field. If the
Start Date is left blank, the role assignment

B (mmiddiyyyy)

4

is immediately active. If the End Date is

Home  Use pany atio U i Ad S s SE Other

Change Role

left blank, the role assignment will remain
active until the role is manually removed
(or until your organization is no longer
entitled to the corresponding service).

¥ CISCO SYSTEMS INC FOR US INTERNAL DEMO EVAL ONLY
¥ AP Management Application

* Partner Support Senice

To assign one or more of the Available
Roles to the user, check the box next to the

¥ CISCO SYSTEMS INC

* AP| Managerment Application

* Entitlement Framework External AP Services
* SupporTools

role, and (optionally) enter the start/end
dates.

Click “Save.”

Change Management (NCGCM)

Cisco Delivery Engineer Start Date : EE tmmiddiyeeg End Date

* Smart Service Capahbilities (One Partal)y

* Partner Support Service

B (mmiddinm)

117



Cisco Services
Access Management
Quick References

Getting Started
Onboarding a User

Managing User Requests
Batch Upload

Edit User Access
Remove User Access
Help Desk Support

Remove User Access

Disassociate a User from your
Company or Inactivate Role
Assignments

You can disassociate an existing user who has left your

company and no longer requires access to any Cisco
Services on behalf of your company.

You can remove a user’s individual role assignments, to
reflect a change in their job responsibilities.

FA : . . L
as The user will receive email notification of the changes

| made to their account.

All Delegated Administrators for your company will also be
notified (based on their notification preferences) of the
changes made.

Cisco Services Access
Management User Guide

Removing User-to-Company Associations

Removing User-to-Role Assignments

Use the top menus to go to “User-Company Associations”
and select “Change a User’'s Company Association”. Select
the user by clicking on the radio button and click on
“Remove Association”. Removing the user’s association to
your company will automatically inactivate all role
assignments they received from your company.

Use the top menus to navigate to “User-Role
Assignments” and select “Change a User’s Role
Assignments”. Click the B next to the user's name to
expand their list of existing role assignments. Select the
role to be removed and click “Remove Role”.

I— —y . " — ) "
Harne TR ociations User-Rale nments  Administrators  Settings Home  User-Compansy atians Izer-Role Assignments Administrators Settings)

| Welcome Jak Wise

g‘)wemme LELEE "L Company Adrministrator, GISCO SYSTEMS ING FOR US INTERNAL DEMO EVAL ONLY

L Company Administrator, CISCO SYSTEMS INC FOR US INTERNAL DEMO EVAL OMLY

. " Wiew by Locations Only -
“Wiew by Locations Only -

Change User-Role Assignment
Change a User's Company Association

— Filter: CiscoUserlD
I - ear Filter
SLEEL= ee Marne CiscoUserID ~ | Email Role -
Name ~ | CiscoUser ID ~ | Email >
@ Sureshilayanur swilayan svilayang@eisco.com ( ) - - HEF IR
(@) Jakize jakwizecsam jTwise@yahoo.com Application: AP
JasonWise jakwise jakwise@cisco.com [ Console User
JakWise jakwisecsam jIwise@yahoo.com { 2P Managament
larraine hsu op_nhf_nccm_Intel_ext lorraine2g@amail.com i ® ed amermiya edamemciscol . L i Aanliasdion Ol
(@] lorraine hsu op_nhf_nccm_Int . " USE the I’adIO button
, Click on “Remove to select the user role
Jen Yuan Huang jenhuang FE »
Association” to P Ana Guerra de Menezes  anmeneze assignment you want
Ana Guerra de Menezes anmeneze disassociate a user from /\ to modlfy YOU can
Shih-u (Sylvie) Huang syhuangy your company. This will \ use the “Remove
©  Michal Kopec mikopec also result in the Role” button to quickly
® R erhs therbst |naCt|Vat|On Of I’O|ES |nact|vate the Selected
(Eaif| ) assigned to that user. user role assignment.
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Access Management
Quick References

Help Desk Support

Who shall | contact if | require
additional help?

Issue Categories:

Getting Started
Onboarding a User

Managing User Requests
Batch Upload

Edit User Access
Remove User Access
Help Desk Support

FAQs

YV V V V VY

Cisco Services Access
Management User Guide

» Refer to FAQs

Request Access to Cisco Service Access Management
Request Access to Cisco.com Profile Manager

Report CSAM Application Down

Request Technical Support for DA Task Completion

Request Technical Support for Profile Manager

This is an externally-facing document so the production support
described herein is with respect to case origination.

Request Access to Cisco Service Access Management

Access to the CSAM application will be granted concurrent
with Delegated Administrator nomination. The CSAM
application is to be utilized by Delegated Administrators and
is not intended for use by end users.

Request Access to Cisco.com Profile Manager

Access to the Cisco.com Profile Manager is available to
any user with a Cisco.com (CCO) ID. If you do not have a
CCO ID please register with Cisco.com here.

Report CSAM Application Down

Please contact the Technical Assistance Center (TAC) via phone/ email or log into and create a service request with the
Technical Assistance Center Service Request Tool (TSRT), soon to-be Support Case Manager (SCM)

et (ihange)

alnaln e o
Cisco Products & Services Support

Training & Evenls Partners

TAC Service Request Tool -- New Request

HOME [ 1 ) specity Prosuct € tinisn Higlp  Faedbick
TAC Service Request Tosd -
M Bl ‘Caza Supeon Cemmunty Fonm

rquesn

sarvice Order FA Tool
Dunam Confrr sbn Tool

Support Case Manager
o Widdcame 1a the Suppart Gase Manager

End Wser Cisco com 0. | jakwise [Contmm.|

Lok up uer
more.
Find. £ e cne Moo @ Erpon View | Opon cases - Downioad fon

CaseDran Tige Sans Sewrity Date Updated +

Request Technical Support for DA Task Completion

A Cisco Internal User will request support on your behalf.
Please contact your Engagement Manager or Advanced
Services Delivery equivalent and request that an
Entitlement Supporting Services Remedy ticket be
opened.

Request Technical Support for Cisco.com Profile
Manger

Please click on the Profile Manager Help link provided in the
upper right-hand corner of the application. You will be
routed to the Cisco Technical Assistance Center (TAC) and
asked to identify yourself and your issue here.



https://tools.cisco.com/RPFA/profile/profile_management.do
https://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html#telephone
http://tools.cisco.com/ServiceRequestTool/create/launch.do
https://tools.cisco.com/ServiceRequestTool/scm/mgmt/case
http://www.cisco.com/web/help/index.html
http://www.cisco.com/cisco/web/siteassets/contacts/index.html
http://tools.cisco.com/ServiceRequestTool/create/launch.do
https://tools.cisco.com/ServiceRequestTool/scm/mgmt/case

Cisco Services

Frequently Asked Questions

Access Management Navigating the Cisco Service Access
Quick References Management Function

Getting Started
Onboarding a User

Jk e (skwisecssm) My AcoUnt  Log Out  Help

Managing User Requests

aluiln
cisco  Cisco Services Access Management

Batch Upload
Edit User Access

DEMO EVAL ONLY

Remove User Access

Help Desk Support -~ J‘lq

FAQs

Cisco Services Access
Management User Guide

——

Pending User Association Requests. Pending Role Assignment Requests. Web Senace Administration

Jour compan: Review and manage user

Frequently Asked Questions:

Who will use Cisco Services Access Management?

Who, at my company, can get nominated as a Delegated Administrator?

As the first Delegated Administrator for a large company, how can | most efficiently manage access for users that

are geographically dispersed?

My company has a lot of users. Do | have to add each one manually?

An associated user has left my company. What should | do?

| have nominated additional Delegated Administrators who will manage their company organization user-

company associations and user-role assighments. What do | need to do to ensure that | am not the first person

contacted for user access requests?

How can | see who has associated a user or nominated the additional company administrator?

A user is having difficulty in requesting association to my company through Profile Manager. What might the

problem be, and how can | solve it myself?

A user does not see the link in Profile Manager to request for additional access to Cisco Services delivered by Cisco

to my company. What could be the issue?

As the Delegated Administrator, | had asked users to request for a specific role using Profile Manager. But they

cannot see this particular role in the list displayed there. Why is this happening?

| get an error while using the “batch upload” feature in Cisco Services Access Management. What could be tlhz%

issue?



http://www.cisco.com/web/applicat/spptauth/SAM_Help_Guide.pdf
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