Configurar RADIUS y WLC (802.1X)

Configurar RADIUS on Linux

1. Instalar freeRADIUS

a. Sudo apt-get install freeradius
2. Verificar versién

a. Freeradius -v
3. Crear usuarios

a. nano /etc/freeradius/users

b. usuario Cleartext := “Password”

C. D 3 For a Fic . Note that this entry MUST
4. Configurar cliente WLC
a. Nano /etc/freeradius/client.conf
b. Client “Nombre_Cliente {
ipaddr = IPADDR
secret = SecretPass
shortname = WLC_NAME

nastype = Tipo_de_Disp

C.
5. Reestablecer servicios

a. Service freeradius restart
6. Test de usuarios
a. radtest usuario Password localhost 1812 testing123




Configurar WLC

Acceder a la WLC > Security > RADIUS > Authentication > New...

Saye Configuration ~ Ping  Logout Refresh

cisco MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT CQOMMANDS HELP FEEDBACK A Home
~
Security RADIUS Authentication Servers Apply New...
o Auth Called Station 1D Type
General
« RADIUS
T Use AES Key Wrap [ (Designed for FIPS custemers and requires a key wrap compliant RADIUS server)
Accounting MAC Delimiter
Fallback
E Framed MTU

Agregar siguiente informacion:
1. IP del Servidor
2. Secret ( revisar paso 4 de instalacién de RADIUS)

RADIUS Authentication Servers > Edit

Server Index 1

Server Address(Ipvd/IpvE) -W-
Shared Secret Format ASCIT

Shared Secret |... |
Confirm Shared Secret |uo |
Key Wrap O (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

Port Number 1812

Server Status Enabled «
Support for CoA Disabled «~
Server Timeout seconds

Network User Enable
Management [ enable
Management Retransmit Timeout seconds
Realm List

IPSec [J Enable

3.
4. Reestablecer servicios de servidor Radius (Revisar paso 5 de Instalacién de RADIUS)

5. Seleccionar WLAN a la cual se configurard la autenticacién
MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

WLANs E
Current Filter: None [Change Filter] [Clear Filter] &=n I

[ WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies

1 WLAN Test Test Enabled [wWPAI[Auth(802.1X)] -]
[z WLAN Wireless_Inserc Wireless_Inserc Enabled [wraz][Auth(PSK)] [ ~]

a.
6. Security > Layer 2

a. WPA+WPA2
b. WAP Policy
c. WPA Encryption > AES



d. 802.1X
MONITOR WILANS CONTROLLER W]IRELESS SECURITY MANAGEME]

WLANSs > Edit "Test'

" General | Security | QoS | Policy-Mapping | Advanced |

Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security & | WPA+WPAZ v]

MAC Filtering2 [

WPA+WPA2 Parameters

WPA Policy
WPA Encryption Maes  Clrere
WPAZ Policy |
OSEM Policy |

Authentication Key Management 19

802.1X Enable
CCKM [ enable
PSK [ enable

WPA gtk-randomize
State 14 1=able ~

e

7. Security AAA Server

a. Seleccionar Servidor RADIUS
MONITOR  WLANS CONTROLLER WIRELESS  SECURITY MANAGEMENT COMMANDS

WLANS > Edit "Test'

: General : Security | QoS I Policy-Mapping : Advanced :

| Layer 2 I Layer 3 I AAA Servers

Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers

RADIUS Server Overwrite interface  [_|Enabled

Authentication Servers Accounting Servers EAP Parameters
Enabled Enabled Enable 0

Server 1 [1P:172.16.0.254, Port:1812 v |[None |

Server 2 | None e H None v|

Server 3 | None ~ H None v|

Server 4 |Nune vHNone vl

Server 5 |Nune VHNuna V|

Server 6 | None e H None v|

b RADIUS Server Accounting

8. Apply
9. Probar autenticacion de la SSID



