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Roaming/mobileBranch offices Data center / HQ

MPLS

Algum tempo atrás

Security Stack

VPN 

App

Interno 80%

Externo 20%

TRAFFIC

Internet
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Roaming/mobileBranch offices Data center / HQ

MPLS

Ajudamos a construir redes WAN fantásticas

Security Stack

VPN 

App

❖ VRF
❖ BGP
❖ OSPF
❖ GRE
❖ ECLB
❖ PFR
❖ IPSLA
❖ ACL
❖ QOS

MPLS

Advanced
Routing

Internet

❑ Custo



6

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidential   

Roaming/mobileBranch offices Data center / HQ

MPLS

Security Stack

VPN 

App

VPN

❖ IPSEC
❖ DMVP
❖ GETVPN
❖ PKI / CA
❖ SCEP
❖ AES/SHA

Advanced
VPN

❖ VRF
❖ BGP
❖ OSPF
❖ ECLB
❖ PFR
❖ NAT

L3

Ajudamos a construir redes iWAN Robustas

Advanced
Routing

Internet

❑ Custo

❑ Performance

❑ Depreciação
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Roaming/mobileBranch offices Data center / HQ

MPLS

E como era a Segurança?

Security Stack

VPN 

App

VPN
VPN

L7

L7 = DPI
Deep Packet Inspection

www.acme.com/./././.salary.xlxs

Routing

Encryption 

Firewall

Firewall

L4

IPS

IPS

Sandbox

SandboxSSL

Decryption Web

Identity

Proxy

AV

AVC

Internet
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Qual a porcentagem de trafego criptografado?

www.acme.com/./././.salary.xlxs

Encryption 
SSL | TLS

🤔
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Roaming/mobileBranch offices Data center / HQ

MPLS

Proteção de Perímetro Tradicional

Security Stack

VPN 

App

VPN
VPN

FirewallWeb

Identity

IPSSandbox

FirewallProxyIPS

L7 L4
SandboxSSL

Routing

AV

Decryption

❑ Custo

❑ Performance

❑ Depreciação

❑ Eficácia

AVC

Internet

Public
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Roaming
mobile

Branch offices
Home offices

Head Quarter
Data Center

Abordagem tradicional em Segurança

Security 
Stack

VPN VPN 

MPLS

VPN
Routing

Antivirus

Firewall

IPS

Proxy

VPN

DLP Net

CASB

Email

SSL Decrypt

AV/APT

Sandbox

SaaS

Internet

Public

❑ Custo

❑ Performance

❑ Depreciação

❑ Eficácia
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Roaming
mobile

Branch offices
Home offices

Head Quarter
Data Center

Abordagem tradicional em Segurança

Security 
Stack

VPN VPN 

MPLS

VPN
Routing

Antivirus

Interno 20%

Externo 80%

TRAFFIC

SaaS

Internet

Public

Firewall

IPS

Proxy

VPN

DLP Net

CASB

Email

SSL Decrypt

AV/APT

Sandbox
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Roaming
mobile

Branch offices
Home offices

Head Quarter
Data Center

Abordagem tradicional em Segurança

Security 
Stack

VPN VPN 

MPLS

Antivirus

IPS

Proxy

Firewall

SSL Decrypt

VPN
Routing

AV/APT

HW

SaaS

Internet

Public

Firewall

IPS

Proxy

VPN

DLP Net

CASB

Email

SSL Decrypt

AV/APT

Sandbox
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Proteção Fluxo Internet WEB

EndpointUser Phone

HTTPS
HTTP

95%

5%

Acesso Direto a Internet

WEB e Email são os dois maiores vetores de ataque

Ransomware’s exploram DNS e HTTPS (SSL) em suas comunicações
Comando e controle, Exfiltração de dados

DNS
WEB

DNS SSL URL APT CASBFW IPSAVC DLP

Capacidades e Inspeções Necessárias
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Segurança On-Premisses | UTM “SDWAN”

DNS SSL URL APT

Endpoint

CASB

User

FW

Phone

IPSAVC DLP

HTTPS
HTTP

95%

5%
DNS

WEB

UTM

VPNRouting

Acesso Direto a Internet

ASIC

Hardware

Finito
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Operação On-Premisses | UTM “SDWAN”

DNS SSL URL APT

Endpoint

CASB

User

FW

Phone

IPSAVC DLP

HTTPS
HTTP

95%

5%
DNS

WEB

UTM

VPNRouting

Acesso Direto a Internet

Gerenciamento Central

UTM

UTM

UTM

UTM

• Configurações

• Roteamento, VPN, Firewall, IPS, URL, DNS

• Atualizações

• Sistema Operacional, Correções (Patch)

• Monitoramento

• Disponibilidade, Performance

• Segurança

Admin
Operator
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Segurança On-Premisses | UTM “SDWAN”

DNS SSL URL APT

Endpoint

CASB

User

FW

Phone

IPSAVC DLP

HTTPS
HTTP

95%

5%
DNS

WEB

UTM

VPNRouting

SEM INSPEÇÃO

Acesso Direto a Internet

• Inspeção de segurança em hardware (CPE, UTM, NGFW, SDWAN)

• Performance Finita!

• Inspeções avançadas “L7” consomem processamento

• SSL Decryption consome MUITO processamento

• Risco de comprometer a longevidade do projeto

ALTO RISCO
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Impacto Ransomware
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Security 
Stack

VPN VPN 

MPLS

VPNFWSDWAN IPS

SWGSSL DLP

CASB Sandbox IdentityAVC

APT

SaaS

Internet

Public

Tempo de Vida sob Risco

Segurança On-Premisses | UTM “SDWAN”

Roaming
mobile

Branch offices
Home offices

Head Quarter
Data Center
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Proxy

AV/APT

Roaming
mobile

Branch offices
Home offices

Head Quarter
Data Center

Estratégia de Defesa Moderna

Security 
Stack

VPN VPN 

MPLS

IPS

Firewall

SSL Decrypt

VPN
Routing

UTM

VPN SWG

Identity

IPS

APT SandboxAV

SSL

AVC

DNS Firewall

DLP

EmailCASB

A

1

b

2

F

3
MFA Posture

RBI

EDRSaaS

Internet

Public
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Proxy

AV/APT

Roaming
mobile

Branch offices
Home offices

Head Quarter
Data Center

Estratégia de Defesa Moderna

Security 
Stack

VPN VPN 

MPLS

Antivirus

IPS

Firewall

SSL Decrypt

VPN
Routing

UTM

VPN SWG

Identity

IPS

APT SandboxAV

SSL

AVC

DNS Firewall

DLP

EmailCASB

A

1

b

2

F

3
MFA Posture

RBI

EDR

S S E

SaaS

Internet

Public
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Roaming
mobile

Branch offices
Home offices

Head Quarter
Data Center

Estratégia de Defesa Moderna

Security 
Stack

VPN VPN 

MPLS

VPN
Routing

SDWAN

VPN SWG

Identity

IPS

APT SandboxAV

SSL

AVC

DNS Firewall

DLP

EmailCASB

A

1

b

2

F

3
MFA Posture

RBI

EDR

S S E

C I S C O  
S S E

X D R

SaaS

Internet

Public
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Segurança Cloud | SaaS (Security-as-a-Service), SSE/SASE

DNS SSL URL APT

Endpoint

CASB

User

FW

Phone

IPSAVC DLP

SSL
HTTP
DNS

WEB

SDWAN

VPNRouting

• Hardware dimensionado com capacidades de roteamento 
avançado SDWAN, segmentação, visibilidade de aplicações 
e telemetria

• Escalabilidade, automação, integração nativa com a nuvem

• Menor custo operacional, “Zero Touch Provisioning” e 
gestão de mudanças globais

• Facilita a integração e gestão entre Redes e Segurança

Software Defined WAN

COM INSPEÇÃO

SaaS

Secure Internet Gateway

• Consumo de serviços, subscrição periódica

• Performance Infinita – todas as inspeções ativadas simultaneamente

• Redução de custo operacional eliminando atividades de planejamento de 
capacidade, atualizações, correções.

• Protege dispositivos remotos

95%

5%
Estimado

Integração Nativa

SASE
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Plataforma SDWAN Seguro - Cisco SASE

Security 
Stack

VPN VPN 

MPLS

U m b r e l l a
S I G

VPNFWSDWAN IPS

SaaS

Internet

Public

Proteção de Investimento

Maior tempo de vida

Menor Custo Operacional Performance Infinita

SaaS

VPN SWG

Identity

IPS

APT SandboxAV

SSL

AVC

DNS Firewall

DLP

EmailCASB

A

1

b

2

F

3
MFA Posture

RBI

EDR

S S E

X D R

Intelligence Automation Orchestration

Roaming
mobile

Branch offices
Home offices

Head Quarter
Data Center
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Fernando Zamai
Cybersecurity Leader
for Cisco do Brasil

fzamai@cisco.com  

https://www.linkedin.com/in/fzamai/ 

fzamai@cisco.com 
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