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Ajudamos a construir redes WAN fantasticas
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Ajudamos a construir redes iWAN Robustas
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E como era a Seguranca?
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Qual a porcentagem de trafego criptografado?
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admin
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CISCO. P 9 Monitoring Policies Objects Device: ftd-foz

Administrator

(#) Dashboard Applications Tue 01 Jun 2021, 7:00 AM (UTC-03) to Thu 01 Jul 2021, 7:59 AM (UTC-03) Last 30 days

Items shown:

Network Overview

APPLICATION TRANSACTIONS ALLOWED TRANSACTIONS DENIED TRANSACTIONS TOTAL BYTES —] TOTAL BYTES RECEIVED TOTAL BYTES SENT

Users

1 HTTPS 42.49% 42.49% 0.00% 89.00% 82.65% 98.52%
abpiications 2 DNS 41.20% 41.20% 0.00% 0.10% 0.11% 0.08%
Web Applications 3 ICMP 8.96% 8.96% 0.00% 0.02% 0.01% 0.02%
URL Categories 4 STUN 4.15% 4.15% 0.00% 0.06% 0.05% 0.07%
Access And Sl Rules 5  HTTP 2.14% 2.14% 0.00% 10.49% 17.04% 0.67%
Zones 6  WhatsApp 0.69% 0.69% 0.00% 0.07% 0.04% 0.10%
T 7 ssL 0.30% 0.30% 0.00% 0.23% 0.04% 0.52%
Attackers 8  Telegram 0.04% 0.04% 0.00% 0.00% 0.00% 0.00%
Targets 9 NTP 0.02% 0.02% 0.00% 0.00% 0.00% 0.00%

10 Supercell 0.01% 0.01% 0.00% 0.02% 0.03% 0.00%

Threats

File Logs

Malware

SSL Decryption

Events



Protecao de Perimetro Tradicional
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Abordagem tradicional em Seguranca
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Abordagem tradicional em Seguranca
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Abordagem tradicional em Seguranca
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Protecao Fluxo Internet WEB
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Capacidades e Inspecdes Necessarias
L] o
——————————————————————————————————————————————————————————————————————————————————————— www

WEB e Email sao os dois maiores vetores de ataque

Ransomware’s exploram DNS e HTTPS (SSL) em suas comunicacoes
Comando e controle, Exfiltracdao de dados



Seguranca On-Premisses | UTM “SDWAN”
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System Performance — Enterprise Traffic Mix

IPS Throughput * 1.4 Gbps
NGFW Throughput 2 * 1Gbps
Threat Protection Throughput % 700 Mbps

System Performance

Firewall Throughput (1518 / 512 / 64 byte UDP packets) 10/10/6 Gbps

Firewall Latency (64 byte UDP packets) 33pus
Firewall Throughput (Packets Per Second) 9 Mpps
Concurrent Sessions (TCP) 700 000
New Sessions/Second (TCP) 35000
SSL-VPN Throughput 900 Mbps

Concurrent SSL-VPN Users 200
(Recommended Maximum, Tunnel Mode)

SSL Inspection Throughput (IPS, avg. HTTPS) * 630 Mbps
SSL Inspection CPS (IPS, avg. HTTPS) 400
SSL Inspection Concurrent Session (IPS, avg. HTTPS)? 55 000
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Acesso Direto a Internet

Naote: All performance values are “up to” and vary depending on system configuration

! IPsec VPN performance test uses AES256-SHA256.

# IPS (Enterprise Mix), Application Control, NGFW and Threat Protection are measured

with Logging enabled

? SSL Inspection performance values use an average of HTTPS sessions of different

cipher suites.

¢ NGFW performance is measured with Firewall, IPS and Application Control enabled.

% Threat Protection performance is measured with Firewall, IPS, Application Control and

Malware Protection enabled.

Hardware \

Finito
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Operacao On-Premisses | UTM “SDWAN”
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\ * Configuragdes

* Atualizacbes

 Sistema Operacional, Corre¢des (Patch)

9,
N

Admin
Operator

* Monitoramento

v

* Disponibilidade, Performance

Gerenciamento Central
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] * Seguranga

¢ Roteamento, VPN, Firewall, IPS, URL, DNS



Seguranca On-Premisses | UTM “SDWAN”
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* Inspecdo de seguranca em hardware (CPE, UTM, NGFW, SDWAN)

* Performance Finita!

* Inspec¢des avancadas “L7” consomem processamento ALTO R I SCO

* SSL Decryption consome MUITO processamento

* Risco de comprometer a longevidade do projeto



BREAKING NEWS

SOURCES: PIPELINE COMPANY HASN'T PAID BITCOIN RANSOM,
STILL NOT CLEAR IF THEY HAVE FULLY EJECTED HACKERS




Seguranca On-Premisses | UTM “SDWAN”
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Estratégia de Defesa Moderna
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Estratégia de Defesa Moderna
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Estratégia de Defesa Moderna
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Seguranca Cloud | SaaS (security-as-a-Service), SSE/SASE

COM INSPECAO
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Software Defined WAN Secure Internet Gateway
* Hardware dimensionado com capacidades de roteamento * Consumo de servigos, subscri¢do periodica
avangado SDWAN, segmentacdo, visibilidade de aplicagbes + Performance Infinita — todas as inspeges ativadas simultaneamente
e telemetria

* Reducdo de custo operacional eliminando atividades de planejamento de

* Escalabilidade, automacgdo, integragdo nativa com a nuvem capacidade, atualizacdes, correcdes.

* Menor custo operacional, “Zero Touch Provisioning” e .

Protege dispositivos remotos
gestdo de mudancas globais

* Facilita a integracdo e gestdo entre Redes e Seguranca

23




Plataforma SDWAN Seguro - Cisco SASE
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Cybersecurity Leader
for Cisco do Brasil

‘ 9 fzamai@cisco.com
m https://www.linkedin.com/in/fzamai/

“ fzamai@cisco.com
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