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Ask Me Anything following the event

Now through Friday
February 19th, 2021

http://bit.ly/ama-wireless-tools

With 
Javier Contreras & Shankar 
Ramanathan 

Javier Contreras
Principal Engineer

Shankar Ramanathan 
Sr. Technical Leader

CCIE #40548

http://bit.ly/ama-wireless-tools
http://bit.ly/ama-wireless-tools
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Have a look to other Support Talks events 

Collaboration Solutions Analyzer
Watch the recording:  https://bit.ly/csa-tool

Say Hi! to TAC Connect Bot
Watch the recording:
http://cs.co/TACconnectBot

CLI Analyzer
Watch the recording:
https://bit.ly/CLI-tool

My Devices
Watch the recording:
http://cs.co/MyDevices-st

https://bit.ly/csa-tool
http://cs.co/TACconnectBot
https://bit.ly/CLI-tool
http://cs.co/MyDevices-st
http://cs.co/TACtoolsSeries
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Become an event Top Contributor!

Participate in Live Interactive 
Technical 
Events and much more

http://bit.ly/EventTopContributors

http://bit.ly/EventTopContributors
https://supportforums.cisco.com/t5/custom/page/page-id/hall-of-fame
https://supportforums.cisco.com/t5/custom/page/page-id/cisco-designated-vips
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Rate content at the Cisco Community

Rate documents, 
Videos & blogs!

Help us to recognize the quality content in the community

Encourage and acknowledge people who 
generously share their 

time and expertise
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Cisco Community Experts & Question Managers

Shankar Ramanathan
Sr Technical Leader

Javier Contreras Albesa
Principal Engineer 



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential 8

Download Today’s Presentation
http://bit.ly/st-feb11-slides

Thank You For

Joining Us Today!

http://bit.ly/st-feb11-slides
http://bit.ly/st-feb11-slides
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Use the Q&A panel to submit your 
questions and the panel of experts will 
respond.

They will be answered eventually

Submit Your Questions Now!

Please take a moment to complete 
the survey at the end of the event
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Wireless Config 
Analyzer Express 

(WCAE)

Access HERE:
https://cway.cisco.com/wireless-config-analyzer/

https://cway.cisco.com/wireless-config-analyzer/
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What is the Wireless Config 
Analyzer Express?
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Wireless Config Analyzer Express

▪ Evolution from WLCCA

▪ Main Objective: Quick config analysis and RF state

▪ Checks in : General, RF, Mobility, Security, AP, Flex

▪ Only one WLC per set supported. No multi-WLC 
comparison

▪ Support for AireOS or 9800/EWC

▪ Cloud:Focus on Summaries not Details

▪ Mini-Desktop: XLS with full report



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential 13

13

Wireless Config Analyzer Express

▪ RF data summary

▪ RF Health

▪ Message summarization (msglog)

▪ AP model summary, and their operating mode

▪ TAC: same results are attached internally to TAC case 
every time you send a “sh run or show tech wireless”
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Where?

▪ https://cway.cisco.com/tools/WirelessAnalyzer/

▪ https://developer.cisco.com/docs/wireless-troubleshooting-tools/

▪ Alias: ciscocom-apps-wlcconfiganalyzer@cisco.com

https://cway.cisco.com/tools/WirelessAnalyzer/
https://developer.cisco.com/docs/wireless-troubleshooting-tools/
mailto:ciscocom-apps-wlcconfiganalyzer@cisco.com
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Wireless Config Analyzer Express
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Wireless Config Analyzer Express

▪ I got 5000 Aps… How do I find which ones have
problems?

▪ How to find config errors?

▪ If my current code correct?

▪ How is my implementation of best practices?

▪ Where are my RF problems?
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Using it
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How to use

▪ Tool supports: 
▪ “sh run-config”

▪ “sh tech wireless”

▪ Best way to capture it (AireOS):
▪ ssh with   config paging disabled

▪ Use: transfer upload datatype run-config (max 32MB)

▪ TIP: you can upload the file zipped!

AireOS

9800/EWC
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How to use

▪ Go to : https://cway.cisco.com/tools/WirelessAnalyzer/

https://cway.cisco.com/tools/WirelessAnalyzer/


© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential 20

20

How to use

▪ Upload file, analysis will start
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How to use

▪ Done!
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Polling Question 1

How many checks do you think WCAE 
can do?

A. 50

B. 150

C. More than 200 

© 2018
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Checking Results
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Interface

Menu 

Message Counts

Open summary
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Initial View

Click to go to option

Scroll

here
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WLC Messages

Error

Warning

Information



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential 27

AP Messages
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RF Stats WLC

• Summary per AP Group/Tag or Flex Group/Tag

• Reports if any AP is missing radios
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RF Stats WLC

Quick 
RF 
issues

DFS 
use

Client 
levels

Interf.
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RF Health  WLC/AP Groups/Flex Groups
Total Radios per LevelGeneral Evaluation

Individual Metrics
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RF Health  WLC/AP Groups/Flex Groups

• Co-Channel Neighbor Utilization

• Summary of Nearby Aps on channel, activity vs 
distance 

• Co-Channel Overlapping

• Summary of Nearby Aps on channel, tx power vs 
distance 

• Side Channel Overlapping

• Summary AP on sides of current channel (channel 
distance for 2.4 GHz, 5GHz bonding options)

• Noise Same Channel

• Noise level of current channel. -80 dBm is 0, 50 
is 100%

• Noise Side Channel: 

• Noise levels of sides of adjacent channels



© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential 32

RF Health  WLC/AP Groups/Flex Groups

• Interference Same Channel

• Interference (wifi) on same channel. -90 dBm is 0, -50 is 100%

• Interference Side Channel

• Interference (wifi) on adjacent channels, including 5GHz bonding 
options

• Low SNR Clients

• For Aps with >5 clients. Percentage of clients < 25 SNR

• Radio Utilization

• 60% utilization is 0% health

• Cleanair Interferers: 

• Relation of interferers for their RSSI vs Duty cycle
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Mini-Desktop Version
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WCAE Mini Desktop
• Same engine as the cloud version, same checks

• A lot more details, specially on the RF analysis side

• Per AP detailed information

• Several new reports included

• Supports Mac OS or Windows 

Table of contents
Generated:2019-09-19 14:16

WCAE Version:0.3.9

Total Message Counts

Errors: 1

Warnings: 1

Informational: 10

Program Execution

Parsing Errors: 3

Processing Errors: 0

Controller: wlc1
Data Summary

Checks Results

Log Summary

Tag/Policy Usage

wlc1
wlc1-Checks%20Results
wlc1-Log%20Summary
wlc1-Tag%20Policy%20Usage
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Interface
2 - Selected file

1 - Click to 

select file

3 – Click to 
process the 
file
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Results
• Excel or text results file on same location as source

• WLC and AP check results

• Syslog summarization

• For 9800, Tag and Profile usage summarization

• RF Stats per band, Flex group, AP group/Tag

• RF Health per band

• Channel stats

• AP configuration summary

• Per AP RF health and stats 

• Neighbor reports

• Flexconnect AP config verification
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Wireless Troubleshooting Tools – 9800 Config Analysis

https://developer.cisco.com/docs/wireless-troubleshooting-tools/#!wireless-troubleshooting-tools/wireless-troubleshooting-tools

https://developer.cisco.com/docs/wireless-troubleshooting-tools/#!wireless-troubleshooting-tools/wireless-troubleshooting-tools
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Demo: WCAE
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Wireless Config 
Converter

Access HERE:
https://cway.cisco.com/tools/WirelessConfigConverter

https://cway.cisco.com/tools/WirelessConfigConverter
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Polling Question 2

You can directly upload a converted config from an 
AireOS 5520 WLC to a Cat 9800 WLC using Wireless 
Config Converter?

A. True
B. False
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TAC Tool: Wireless 
Config Converter

Goal of this tool is to provide easy config 
migration between various wireless platforms. 
One tool can perform following operations:

• AireOS(2500/3500/5500/7500/8500/WIS
M2) to Cat 9800 Wireless LAN Controller 
conversion

• AireOS to IOS-XE (Converged Access) 
conversion

• IOS-XE (Converged Access) to AireOS
conversion

• AireOS to AireOS(5520/8540/3504) 
conversion

• AireOS(5520/8540/3504) to AireOS
conversion
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• From AireOS:

• show run-config startup-commands

• NOTE: Do not confuse wih “show run-config”

• From IOS-XE(converged access)

• show running-config

Inputs Required

Release Notes: https://community.cisco.com/t5/wireless/wlc-config-converter-aireos-ios-xe/td-p/2895495

https://community.cisco.com/t5/wireless/wlc-config-converter-aireos-ios-xe/td-p/2895495
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C9800 Configuration Migration Tool

• Import AireOS configuration to verify if there are any feature gap
• Migration tool managed by TAC: https://cway.cisco.com/wlc-config-converter/

Choose the AireOS to C9800 
converter and hit run

Drop the AireOS config file:
• Upload it from directly from GUI:

or
• use the “show run-config startup-

command” output and put it in a .txt file

https://cway.cisco.com/wlc-config-converter/
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C9800 Configuration Migration Tool

• Analyze tool output

Tool provides following config:
• Translated (translated in IOS-XE)
• Unmapped (supported but not translated)
• Unsupported (not supported in C9800)
• Not Applicable (deprecated)

• AireOS CLIs and the correspondent 
translated IOS-XE commands

• Always recommended to analyze the 
translated config before pasting it
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Translated Config: AireOS
configuration that has been 
successfully translated to Catalyst 
9800 configuration.

Unsupported Config: AireOS
configuration that is currently not 
supported on the Cisco Catalyst 9800 
controllers.

Not Applicable Config: AireOS
Configuration that is either 
deprecated, obsolete or irrelevant in 
the current context of the Cisco 
Catalyst 9800 controller.

Unmapped Config: Configuration that 
has not been translated because of 
configuration tool limitations. This 
category is expected to go away 
once the tool has been enhanced to 
cover translation of all AireOS
configurations.

Understanding AireOS to 9800 Translation

Deployment Guide: https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-8/b_c9800_wireless_controller_series_web_dg.html#id_84117

https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-8/b_c9800_wireless_controller_series_web_dg.html#id_84117
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AireOS 9800

TAC Tool Tips: AireOS to 9800 Migration

• Upload the AireOS TFTP backup config Wireless 
Config Converter https://cway.cisco.com/wlc-
config-converter/

• Recommended: The cloud tool has more fixes than the 
inbuilt tool inside 9800 WebUI

• Save the translated file as a <filename>.cfg file

• The tool currently allows downloading the translated file as a .csv 
report which can in turn be saved as .cfg file.

• The recommended method to apply the config 
is via 9800 CLI

• Upload the translated .cfg file to 9800 bootflash:

• Execute: “copy bootflash:<file> running-config”
for config to be migrated to running-config

• This allows the all lines to be executed at one go 
preventing missed config issues while pasting in 
terminal 

• Also accommodates config line misalignment 
issues  avoiding errors which would normally occur 
during copy-paste scenario. 

https://cway.cisco.com/wlc-config-converter/
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AireOS NGWC

Non-9800 Migrations Tips

• AireOS(Legacy) to AireOS (New) 
Platform Migrations

• Always will require user review and 
intervention

• Encrypt and port config cannot be 
mapped

• AireOS to IOS-XE(converged access) 
and vice versa:

• Only WLAN config migration is 
supported.
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Demo: Wireless Config 
Converter
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Wireless Debug 
Analyzer

Access HERE:
https://cway.cisco.com/wireless-debug-analyzer

https://cway.cisco.com/wireless-debug-analyzer
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TAC Tool: Wireless 
Debug Analyzer

WHAT?

Wireless Debug Analyzer Tool is designed to 
simplify parsing through debug 
client/aaa/mdns/web-auth etc logs from Aire-OS 
WLC for troubleshooting everyday wireless issues.

WHY?

Standard Wireless debugs produce tons of lines of 
information which takes a TAC engineer a long time 
to collect, analyze and eventually determine cause. 

HOW?

The Wireless Debug Analyzer quickly discovers 
cause and time of occurrence by eliminating 
unrelated data by log sequence matching against 
existing issues.

AND?

Coming soon.. Cat 9800 support .Q3FY21
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Sample Output

Input: debug client <mac1> <mac2>
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Demo: WDA
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Submit Your 
Questions Now!

Use the Q&A panel to submit your questions, 
our expert will respond
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Ask Me Anything following the event

Now through Friday
February 19th, 2021

http://bit.ly/ama-wireless-tools

With 
Javier Contreras & Shankar 
Ramanathan 

Javier Contreras
Principal Engineer

Shankar Ramanathan 
Sr. Technical Leader

CCIE #40548

http://bit.ly/ama-wireless-tools
http://bit.ly/ama-wireless-tools


© 2020  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential 55

Twitter

• @Cisco_Support

http://bit.ly/csc-twitter  

Facebook

• Cisco Community

http://bit.ly/csc-facebook

Collaborate within our Social Media

Learn About Upcoming Events

http://bit.ly/csc-facebook
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We invite you to review our
Social Media Channels

• Cisco Community

• http://bit.ly/csc-linked-in

LinkedIn

• Cisco Technical Support

App

Learn About Upcoming Events

• Cisco Community

• http://bit.ly/csc-youtube

YouTube

http://bit.ly/csc-linked-in
https://www.youtube.com/watch?v=LKW61EwIXNs
http://bit.ly/csc-youtube
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Find further events 
and sessions on the 
Cisco Community

Check the events calendar here: 
https://community.cisco.com/t5/custom/page/page-
id/Events?categoryId=technology-support

https://community.cisco.com/t5/custom/page/page-id/Events?categoryId=technology-support
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Thank you for Your 
Time!

Please take a moment to complete the 
survey
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Thanks For Joining today!




