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Introduction
In this lab we will use the “Access List Manager” feature of CCA to block the guest network from having access to
another network.

Configuration
We will assume a guest VLAN exists but that we want to keep users on this guest VLAN from being able to access
other existing VLANSs. In this lab we have one user on the guest network with IP address 192.168.200.10.

e - |o7] x|
Microsoft Windows RP [Version 5.1.268081
(GC» Copyright 1785-2801 Microsoft Corp.

C:~Documents and Settings~Ciscoripconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

uclab.oryg
192.168.200.18
255.255.255.8
192 168 .208 .1

Connection—specific DNE Suffix
IP Address. . . . . . . . .
Subnet Mask . . . . . . . .
Default Gatewaw . - . . .

C:Documents and Settings“~Cisco>

23 VLANS

Devices

Hosktname: |UC_540 »

WLAM I WLAM Mame IP Address Subnet Mask, Default Yoice ¥LAN
1 default 192.168.10.1 255.255.255.0
100 Cisco-'oice 10.1.1.1 255,255.255.0 v
200 (Guest 192.168.200.1 255.255.255.0

Total Rows: 3

DHZP Settings

‘ou can configure DHCP pools For the YLANS in the Routing = DHCP Server window

Refresh ” Cancel ” Help ]
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AWINDOWSAsystem32\cmd.exe - ping 10.1

Microsoft Windows HP [Version 5.1.26H81
(C>» Copyright 1985-2881 Microsoft Corp.

IC:~Documents and Settings>Ciscoripconfig

WYindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
IP Address. . . . . . . .
Subnet Mask . . . . . . . .
Default Gateway . . . . .

IC:“Documents and Settings“CiscoXping 18.1.1

Pinging 18.1.1.14 with 32 hytes of data:

uclab.oryg

192 .168. 283 i@
255.255.255.8
.168.288.1

14 -t

192

Reply from
Reply from
Reply from
Reply from

18.1.1.14:
18.1.1.14:
18.1.1.14:
18.1.1.14:

hytes=32 t1me 1ms

bytes=32 time=1ims

ITL=63
ITL=63
ITL=63
TTL=63

The guest client is able to ping a phone on the
voice VLAN as shown in the screenshot to the
left. A networking savvy user could easily
intercept calls to that phone and listen in on
conversations.

We will next configure ACLs to keep users on
the guest network from being able to access the
voice VLAN.

To do this we are going to modify ACL 104 which
is bound to the guest VLAN interface BVI200 in
the Inbound direction.

In CCA, navigate to the following location to get to the Access List Manager:

Configure-->Security-->Access List Manager

43 BenchP : Cisco Configuration Assistant
System Window  Help
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43 Access List Manager

Devices

+ Telephony
- Wireless
=-Security

NaT

VPN Server

Access Lists

Humber

Type

BEE

Hastname: |UCS40_BenchP w

Interface

Direction

Description

- Security Audl

Extended

FastEthernst0/o

Inbound

jsuto generated by SDM fire...

Firewall and DMZ
fccess List Manager

Extended

BYT100

Inbound

jsuto generated by SDM fire...

S5L WP

Extended

Loopbackn

Inbound

jsuto generated by SDM fire...

1 Device Properties
. 5ave Configuration...

Extended

BYT200

Inbound

jsuto generated by SDM fire...

Extended

jsuto generated by SDM fire...

Extended

BYTL

Inbound

lsuto generated by SDM fire...

Total Rows: 7

Access List Ent;

Action

Standard

ries

Protocal

Service

[ source

| source port ser...

Destination

Destination port. ..

Applications
m
4% Troubleshact

Total Rows: 0

- B

<= | Partner Connection

Ly

John Davis - 111
101123
1P Phans 6951

@ iseovering Topalony .
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Access List Manager

Devices

Hostname: | JC_S40 »

Access Lisks

Mumber Type Interface Direction Descripkion

105 Extended FastEthernet0j0 Inbound auto generated by SO
103 Extended BWI100 Inbound auto generated by S0
101 Extended Loopbackn Inbound auto generated by SO
Inbound auto generated
100 Extended auko generated by S0
102 Extended BWI1 Inbound auko generated by S0
1 Standard

Total Rows: 7 Edit Delete

Access Lisk Entries

Ackion Prokocol Service Source SOUrce pork ser,.. Destination Destination port, .,

Dery Qi) 10.1.10.0/0.0.0.3 arry
Derny afip) 10.1.1.000.0.0,.255 any
Dy 0fip) 192.168,10.0/0.0... arry
Dy 0fip) 255,255, 255,255 arry
Deny alip) 127.0.0.0/0,255,... any
Permit alip) any any
Tokal Rows: & [ Add ] Edit Delete

Apply [ Refresh ” Cancel ” Help ]

Clicking on the “Add” button on the Access List Entries window brings up the window below.

%23 Add Extended Access List Entry

General | Source | Destination |

() Permit

Ackion:
) Deny

Protocol: |ip w0 (0-255) Service; | Mone (0-255)

[ O ” Cancel ” Help ]
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In order to block the guest VLAN from accessing the voice VLAN we are going to “Deny” the guest VLAN. In this
example we are going to deny the IP protocol so that any and all IP traffic from the guest VLAN can deny other
protocols as well. (see screenshot).

Add Extended Access List Entry

General | Source | Destination |

(" Permnit
(%) Deny

Prakacal; | (0-255) Service: (0-255)

Action:

[ (0] 4 H Zancel H Help ]

afip) Other 127.0.0.0/0,255. ... ary

We are going to block access from the guest network 192.168.200.0 by specifying it as the “Source” network.
The Wildcard mask indicates which parts of the IP address to match by using 0. Therefore, any IP address with
192.168.200.X will be matched as a source address.

%3 Add Extended Access List Entry

Generall 20urCe | Destinatinn|

O Ay

Source: | () Host IP address: | |

() Metwark (1P address: | 192,168,200.0 | wildcard mask: | 0.0.0,255

Source Park

Service: | | | | |

[ K H Cancel H Help ]
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We are blocking access from the guest network to the voice VLAN by configuring the voice VLAN network as the
“Destination” network. The Wildcard mask here indicates matches any IP address with 10.1.1.X as a destination
address.

%3 Add Bxtended Access List Entry

izeneral || Source | Destination

O Ay

Destination: | () Host IP address:

(%) Metwork (1P address: | 10.1.1.0 Wildeard mask: | 0.0.0,255]

Destination Pork

Service:

[ QI H Zancel ” Help ]

Criginal value:

Once we apply this you will notice that the guest VLAN user is still able to ping the phone on the voice VLAN
(screenshot below). Guest VLAN user with IP address 192.168.200.10 is able to ping the phone with IP address
10.1.1.14 because the Access List Entry we created needs to be moved. The access list entries in the access list
are matched from top to bottom and because the entry we added currently falls after the Permit Any Any entry
the ping is still allowed.

& : -] x|

time=1ms
time=1ms
time=1ms
time=1ms

time=1ms
time=

H time=1ms
: bhytes=32 time=1ims
: hytes=32 time=1ms

-1
-1
-1
-1
.1
.1
-1
-1
-1
-1
-1
-1
.1
.1
-1

...............
b b b kb e e e e ke
R

UC540_BenchP#show run | sec access-list 104

access-list 104 remark auto generated by SDM firewall configuration##NO_ACES_6##
access-list 104 remark SDM_ACL Category=1

access-list 104 deny ip 10.1.10.0 0.0.0.3 any

access-list 104 deny ip 10.1.1.0 0.0.0.255 any

access-list 104 deny ip 192.168.10.0 0.0.0.255 any

access-list 104 deny ip host 255.255.255.255 any

access-list 104 deny ip 127.0.0.0 0.255.255.255 any

access-list 104 permit ip any any

access-list 104 deny ip 192.168.200.0 0.0.0.255 10.1.1.0 0.0.0.255 € Entry we added
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This is how it looks in CCA as opposed to the CLI view on the previous page. Notice that in both the CLI and the
CCA view the entry we created is below the Permit Any Any entry.

#ccess List Entries

Action Protocol SErviCE Source Source pork ser,.. Destination Destination por...
LETTY T IO T IO OO o g Iy ¥
Deny 0fip) 10,1.1.0/0.0.0.255 arry =
Deny 0fip) 192,168.10.000, ... arry
Deny 0fip) 255,255,255,255 any 1
Deny 0fip) 127.0.0,0/0,255.... any ¥
Fermit: 0fip) arry any
0ip} 192,168,200.0/0... 10,1,1.0010,0,0,255
Tatal Rows: 7 [ add || Edt || Delete |
[ [o]4 H Apply ” Refresh H Cancel H Help ]

Once the access list entry we created is moved above the Permit Any Any entry using the arrow button to the
right of the Access List Entries table and applied the guest VLAN user should then be denied access to the phone
on the voice VLAN.

UC540_BenchP#show run | sec access-list 104

access-list 104 remark auto generated by SDM firewall configuration##NO_ACES_6##

access-list 104 remark SDM_ACL Category=1

access-list 104 deny ip 10.1.10.0 0.0.0.3 any

access-list 104 deny ip 10.1.1.0 0.0.0.255 any

access-list 104 deny ip 192.168.10.0 0.0.0.255 any

access-list 104 deny ip host 255.255.255.255 any

access-list 104 deny ip 127.0.0.0 0.255.255.255 any

access-list 104 deny ip 192.168.200.0 0.0.0.255 10.1.1.0 0.0.0.255€< Entry we added is now above the Any Any
access-list 104 permit ip any any

8 I Technical Enablement Lab — See all the labs here: https://supportforums.cisco.com/docs/DOC-9836




Below is a screenshot of how it looks in CCA after the entry we added is moved above the Permit Any Any entry
and applied:

+: Access List Manager

Drervices

Hostnamne: |LC_S540 «

Access Lists

Tumber Type I Interface I Direction Description
105 Extended . ) auko generated by SOM Firew, .,
%3 CLI Postwiew
103 Extended auko generated by SDM Firew, .,
Configuration Skatus:
Extended

| Configuration successfully sent ko UC_S40. | auto generated by SDM firew. .

auto generated by

Extendad

List of CLIs writken to the device:

auko generated by SDM Firew, .,

i Extended no access—list 104 -~
102 Extended access-list 104 remark auto 0 gereratey Ly SDM e
1 Standard cgenerated hy IDM firewall

configuration##N0 ACES o##
aoccess-list 104 remark 3D ACL
Category=1

access-list 104 deny ip
10.1.10.0 0.0.0.3 any
access-1list 104 deny ip
10.1.1.0 0.0.0.255 any
accezss—list 104 deny ip
192.168.10.0 0.0.0.255 anvy
access-1list 104 deny ip host
Z255.255.255.255 any
acocess-list 104 deny ip
127.0.0.0 0.255.255.255 any

accezss—list 104 deny ip
19 1F [ 1 T T B e co

Tokal Rows: 7

#ccess List Entries

Ackion Protocal Destination Destination port ...

Oip)

Permit

Total Rows: 7 [ add || Edt || Delete |

Ok Apply Refresh Caniel

Notice how CCA shows the CLI Postview. The CLI Postview window shows the commands CCA sends to the UC
via telnet. You can enable the CLI Postview through the CCA preferences by going to System—>Preferences and
checking the Enable CLI postview of I0S voice features.

%2 Preferences

| General || Application Updates || Proxy Servers || Configuration Archive || Health || Usage Ackivity || Logging| Advanced l

[] Enable startup sound
Enable CLT postview of 105 voice Features

Desktop Background Image:
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The screenshot below shows a continuous ping sourced from the guest VLAN user to the IP phone on the voice
VLAN being denied after the access list entry is applied properly.

hytes=32 time=1ims TTL=63
bytes=32 time=1ims TTL=63
bhytes=32 time=1ims TTL=63
bytes=32 time=1ims TIL=63

bytes=32 time=1ims TTL=63
hytes=32 time=1ims TTL=63
bytes=32 time=1ims TIL=63
jeuiia: sy S pEe
.1.1.14: hytes= time=1ms =
1922 .168.200.1: Destination net Llnl‘E’c._
1922.168.208.1: Destination net unreac
1922 _168.2008_1: Destination net
192 .168.200.1: Destination net
1922.168.208.1: Destination net
192 _168.2008_1: Destination net
192 .168.208.1: Destination net
1922.168.208.1: Destination net

This lab give a very simple example but the Access List Manager in CCA can be used in a variety of scenarios.
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