CISCO UMBRELLA INTEGRATION THREAT
RESPONSE

1- Inicia sesion en la consola de Umbrella, seleccionar Admin > API Keys
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2- Hacer clic en el boton Crear , se abrira un formulario,
a. Seleccionar Umbrella Reporting y dar clic en Crear
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The API dashboard can generate authentication for two types of integration. A key and secret are generated for access to the Umbrella Network Devices AP The Legacy Network Devices APl generates a token
used for integration with Cisco Wireless Lan Controller (WLC) integrations and Integrated Services Router (ISR4K series) integrations.

Token Created:
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® Umbrella Network Devices
To be used to integrate Umbrella-enabled hardware with your organization. In addition, allows you 1o create, update, list and delete identities in Umbrella

Legacy Network Devices
A Network Devices token enables hardware network devices such as Cisco Wireless Lan Controllers and Cisco Integrated Services Routers 4000 series to integrate

with Umbrella.

You can only generate one token. Refresh your current token to get a new token

Umbrella Reporting
Enables APl access to query for Security Events and traffic to specific Destinations

You can only generate one foken. Refresh your current token to get a new token.

O Umbrella Management
Manage organizations, networks, roaming clients and more using the Umbrella Management AP|
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3- Copiar Key y Secret para poder agregar al modulo de Threat Response
4- Guarda tu ID de Umbrella que encontraras en la barra de URL, tu ID es el numero que se

encuentra entre /o/ y /#/ en la barra de URL.
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Overview

Deployments The API dashboard can generate
used for integration with Cisco V

5- Inicia sesion en Cisco Threat Response > Modules > Configure Modules> Umbrella> Cisco

Umbrella.
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This module comes with Cisco Threat Response and cannot be edited.
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MODULE TYPE:
Umbrella - Cisco Umbrella v

Connect Cisco Umbrella

MODULE NAME*: Enrichment
Umbrella
Investigate

API TOKEN:

Enforcement

CUSTOM UMBRELLA INTEGRATION URL:

Reporting

6- Enlaseccion de Reporting ingresas la llave , el numero secreto y tu ID guardades en los pasos
anteriores.

7- Eltime frame es dias de los mas recientes consultas de DNS.

8- Clic en Create module.

4+ Configure New Module

Enforcement

CUSTOM UMBRELLA INTEGRATION URL:

Reporting
API KEY:

API SECRET:

’EQUEST TIMEFRAME (DAYS):
ORGANIZATION ID:

* Required Create Module




VALIDAR MODULO DE UMBRELLA EN CISCO THREAT RESPONSE
1- Incia sesion en Umbrella > Reporting > Activity Search
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2- Selecciona un destino para investigacion, en este caso seleccionare us.cssrvsync.com
3- En Threat response ingreso el dominio para investigar.
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Confirmaras que la Fuente de la informacion proviene de Umbrella.
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