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Agenda

- Datos estadisticos

- Tipos de ataques comunes

- Beneficios de realizar campanas de ingeniera social
- Planificando una campana

« Demo en vivo
- Demo de Gophish

« Recomendaciones finales




Algunos datos vy estadisticas

SPEAR PHISHING INTELLIGENCE GATHERING

33% of data breaches involved social
engineering. 43% of data breaches involved
R L small businesses. ... Targeted emails, or spear
phishing, is reported by businesses to be used in
91% of successful data breaches and 95% of all
enterprise networks. Half of all data breaches
globally to occur in the United States by 2023.

purplesec.us » resources » cyber security

2020 Cyber Security Statistics: The Ultimate List Of Stats, Data ...




- Johns Hopkins Lenter tor Health Security o »
@JH5PH_CHS

We've been notified of a phishing attack that claim to come
from us w/ the title "WHO COVID-19 SITUATION REPORT" We
don't send attachments in our daily update. Pls double check
email address of sender & don't download files from
unknown sources.

a Microsoft Security Intelligence @ @MsftSecintz

We're tracking a massive campaign that delivers the legitimate remote
access tool NetSupport Manager using emails with attagiments
containing malicious Excel 4.0 macros, The COVID-19 themed cam paign
started on May 12 and has so far used several hundreds of unique
attachments.
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URGENT: UKGOV has issued
a payment of 458 GBP to all
residents as part of its promise to

battle COVID 19. TAP here https: Hackers taking advantage of COVID-19 to

//uk-covid-19.webredirect.org/ to

apply spread malware
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Ataques basados en computador

https://www.academia-hacker.com



https://www.academia-hacker.com/
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Encuentre informacion adicional de Ciberseguridad y hacking en la Comunidad
o en Cisco.com

Ciberseguridad: como prevenir fraudes electronicos

https://community.cisco.com/t5/eventos-seguridad/webcast-ciberseguridad-c%C3%B3mo-prevenir-fraudes-
electr%C3%B3nicos/ba-p/3869747#M68

Pentesting Playground: Cdmo armar tu propio laboratorio de hacking
https://community.cisco.com/t5/eventos-seguridad/community-live-evento-pentesting-playground-
c%C3%B3mo-armar-tu-propio/ba-p/4023649

Si aun no es un usuario registrado, de Click Aqui para registrarse y conviértase en un

participante destacado de la comunidad.
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Esperamos haya disfrutado del vistazo al préximo evento.

Recuerde ha sidoséloun adelanto. El 28 de Enero tendrala oportunidad de vertodala
presentacion.

Registrese ahora: http://bit.ly/cibersec-en2021

Durante la sesion usted tendra la oportunidad de aprender mucho mas y ademas podra reali:

preguntas al experto, mismas que se contestaran en vivo.
iNosvemos en el evento!
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