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* | love to work on products and ideas around tech

* Travelling and Surfing is something | really enjoy

Saumya Dubey
* Sustainabilty — Environmental Impact has been

Customer Success Specialist on my mind

Automation
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Agenda

Automation Use cases
Performance & Sustainability Impact analysis

Architecture and Design



Solution ?




1. Zero Touch Provisioning (ZTP)
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Why Zero Touch Provisioning ?

. Onsite Driving Avg Driving Km per
Onsite . q A
. Work-time Time(mins) Speed tuck Roll
Activities i
(mins) (km/hr)
Site Survey and CPE installation
Site Survey 30 40 65 43
CPE
Installation
60 40 65 43
90 80
Service Restoration on Site
Service

. 75 40 65 43
Restoration

Average Field

Interventions 2000
/Month
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greener-with-network-automation
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Device/Solution

Efficiency

Sustainabilty

Business

|

ero Touch Provisioning (ZTP) Solution Impact

Cost Effective




Automating devices rollout using NSO

Bootstrap config
. . . e download TFTP Server
* Multivendor / Multi-Model support for Service Chaining

* Automatic Onboarding to NSO
with Day1&2 Services Configuration (L3VPN,Voice)

* Centralized and automated system configuration. R

Offer
Request

e Automated Post /Pre-Checks
(BGP,0OSPF,MPLS,LDP, Health Checks,
Connectivity, NTP,IP Routing Table Validation)

Device onboarding

Multiple provisioning calls \\

=~~~ Eetch SSH key i
Sync-from
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Inventory db




2. Automated Power Management
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POWER CONSUMPTION

POWER USAGE -

DATA CENTER /ACCESS POINT / DEVICE? POWER OPTIMIZATION/REDUCTION.
) (
[ Measure ) | Analyze
[ Recommend ]

l

[ Implement ]




Energy Proportional Networks

To meet stringent application SLAs, today’s
network remains fully powered

Network Controllers can predict upcoming

demand and can selectively depower capacity
while maintaining all SLAs
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Access Point (AP)
Selective Depowering

Power down APs /adjust frequencies to meet ’
demand

24Ghz 5Ghz 6Ghz



Selective Depowering
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Device

Location: Stockholm ASR1k
Role: Edge

Power usage : 1770 W
Co2 emission: 1575 CO2e

Infrastructure : Data Center

Power usage: 17k W
Co2 emission
(extrapolated) : 7k CO2e
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{

Unused Port Detected :

[Device: details: {}],

High Power Consumption:

[Device: details: {}],

Heating: [Device: details: {}],
Bandwidth optimization:

[Device: details: {}].

}



© 2022 Cisco and/or its

affiliates. All rights reserved. Cisco Confidentia

SELECTIVE DEPOWERING OF
INTF BASED ON TIME (PO) :

[Device: details: {}],

TRAFFIC POLICY (P1):

[Device: details: {Prioritize links }],

MIGRATION (consider):

[Device: details: {}],

Predict

Learning agent

N



SELECTIVE DEPOWERING OF
INTF BASED ON TIME (PO) :

Device: details: {}],

TRAFFIC POLICY (P1):
[Device: details: {Prioritize links

1,

MIGRATION (consider): [Device:
details: {}],

PO Recommendations Implemented

Implementation

+
ﬁ Impact ﬁ
A

v’ Low Energy Consumption
v’ $S Saved NSO
v Reduced CO2 Emission
v’ Efficient Network

N Y &t

©)
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Surfer’s App Journey
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Recommendations

Improve Surfer
performance

NINEIELE
Recommendation

Surf Forecast APP

Surfer
Profile

19



Surfer’s App Journey
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Recommendations

Improve Surfer
performance

NINEIELE
Recommendation
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3. Network Virtualization
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Why have a cloud network setup in SP ?

ves ves
ves ves
ves vee
JIEHATRER e
RREARRES

Utilization j =

150

100

Fixed capacity: 100 gbps
* 4 =7
| S10) E:‘ ;_‘.g;&,
. N Utilization |
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Why have a cloud network setup in SP ?

Surf Forecast APP

Surfer
Profile
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Why have a cloud network setup in SP ?

+100 gbps
(on demand)

Surf Forecast APP

250
Surfer
Profile 200 /

e — 150 —

100 /

/_I

50
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Why have a cloud network setup in SP ?

Surf Forecast APP
Profile 200
e —— 150
100
50
©2022 Cisco and/or s affilates. Al rights reserved. Cisco Confidential 0

On Demand
New Location

+100 gbps
(on demand)

i

L

/—I

linkl e=—Ilink2 -



NFVO Solution Architecture

ETSI NFV Framework

Service Applications

Portal / BSS

NFV
Management &
Orchestration

NSO
Service Orchestration and Fulfillment

i
Nfvo-Vnfm

Open vSwitch )

Physical
Network
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Virtual Storage

KVM / ESXi

VTS/VPP

Virtualization Layer

Hardware Resources

Network

I Storage ] I

erved. Cisco Confidential

Nf-Vi

Vnfm-Vi

OpenStack
ESXI/ CSP

NSVIEWFNYS
(VIM)

On-Vi




NFVO Solution Architecture

W niated

Alarm Raised

Plan Failure

VNF Recovery service

Recovery notification

= Plan ey

NFVO
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Monitor
Fault Detected

a Recreate VNF Needed
@ VM Alive detected

VNFM

Monitor

VIM

Fault

Performance Issue : Memory Leak
Unusual high traffic
Security Threat : ACL Policy breached

VNF recovered

VEN : active

VNF
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Device/Solution

Potential Impact Analysis

—

Sustainabilty

Efficiency
\

Cost Effective use of resources — pay as you go

Business
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4. Containerization
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The network function landscape is changing — Memory Lane

4 )
(000 ammmm] o oo
(000 ammm Nooo ammm]
e 000 cmmm Jooo ammm]
(000 ammm)
\_ J
Physical Devices Virtual Machines
Physical Network Functions Virtual Network Functions

(PNFs) (VNFs)
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SEes..
—|— cluster

Containers

Cloud-Native Network
Functions (CNFs)

30



Why think about containerization
of Apps?

Run in isolated user environments.

Firewalll NSO v6.1

]
¥ Load Balancer2
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Why think about containerization
of Apps?

Run in isolated user environments.

Firewalll NSO v6.1

a=
@ Load Balancer2 Environment agnostics
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Why Leading Companies Are
Adopting Containerization ?

Tide

Firewalll NSO v6.1

Wind

SR
-

o=
¥ Load Balancer2

Beach Location
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Memory Lane : Application on Hardware Days ...

Only One App/Function can run on the
Hardware (eg: Firewall)




Memory Lane : Application on Virtual Machine

1 App/Function can run on one VM

el Een e

Guest OS Guest OS Guest OS

HOST OS

resources used
Infrastructure (bare metal)
8 cores and 64GB of memory
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Memory Lane : Containers on BareMetal

The Hardware can now run many
Applications/Functions

Containers run as processes
with access to the host'’s kernel
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Device/Solution
Efficiency

Sustainabilty

Impact Analysis: Containers

A

38
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Memory Lane : Containers on VM

Many App/Function can run on one VM

2 cores and 8GB

Use of containers can reduce the number of VMs
required to run a given workload

R [ONON

(e [ wefew [ bk | [ newogmeme || narivare resoues
used less than 4 VMs

Infrastructure (bare metal)
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DevOps Race Track

oy
S

sonarqube



Automation Use Cases Examples

Your Usecase
Idea?

- (

~
==
e
\_
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Data Collection

(o

Analyze Data

Infrastructure/Solution

™ X
Surfer “
- Profile A_ —

Predict

Surf Forecast APP

Learning agent ~

Implementation
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Driving Sustainability

Network Automation Closed Loop Architecture

Data Collection Analyze Data

001011000101 ;
H 2011000 =

A [ -....]

Infrastructure/Solution =" -
[__e-.-.]
0010101
Dynamic Static
Predict
Implementation i Learning agent ~
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Call To Action

1. Are you measuring your Solution/Infrastructure’s Sustainability KPI?

2. It’s in the design and the details. Along with Performance, include sustainability
parameters in your architectural design from day O

3. Do you want to collaborate with us on ideas?
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