PublicIP 1 ﬂ Public IP 2

RV320-2

10.30.0.2

RV320-1

10.30.10.11

10.30.0.xx
255.255.255.0

10.30.10.XX

255.255.255.0

Reset both to factory default

Changed default IP

Turned off DHCP

RV320’s are gateways at both sites

VPN Tunnel connects

Did not change any advanced VPN features besides PSK
Cannot ping across the tunnel

Routers can ping each other



RV320 - 1 Gateway to Gateway Setup

Add a New Tunnel

Tunnel Mo, 1
Tunnel Name: - |
Interface; WANT v
Keying Mode: |KE with Presharad key v
Enable: | WAN{ WAN2
|P Address: 8 0000
Local Group Setup Gl Gt 2 0.000
Local Security Gateway Type: 1P Cinily v DNS. i 0.0.0.0
IF Address: Dyndns disabled Dyndns disabled
Local Security Group Type: Subnet ™| STl %ﬁm :,gﬁ,%‘%b:;

IP Address: 10.30.10.0 |
Subnat Mask: 255.255.255.0 | | Renew |

Remote Group Setup

Remate Security Gateway Type: 1P Cinly v
7 Adcress v Public IP 2
Remote Security Group Type: Subnet |
IP Address: 10.30.0.0 |
Subnat Mask: 2h5.265 2550 |
2017-08-30, 14:57:12 VPN Log [a2qips0): cmd=cown-chent peer=({JIII -2 peer_client=10.30.0.0/24 peer_chent_net=10.30.0.0 peer_client_mask=255.255.255.0
2017-08-30, 14:57:12 VPN Log ip route del 10.30.0.0v24 via [D+.1 dev etn1 metric 35
2017-08-30, 14:57:12 VPN Log Iptables -t nat - vpn -5 10.30.10 [ 10.30.0.0/24 4 ACCEPT
2017-08-30, 14:57:12 VPN Log Iptables -t nat -D vpn -5 10.30.0.0/24 -0 10,30.10.0/24 - ACCEPT
2017-08-30, 14:57:12 VPN Log iptables -t nat -D vpn_postrouting -s 10.30.10.0/24 -d 10.30.0.0/24 § ACCEPT
2017-08-30, 14.57:12 VPN Log iptables -t nat -D vpn_postrouting -0 ethD -s 10.30.0.0/2¢ -d 10.30.10.0/24 -| ACCEPT
2017-08-30, 14:57:17 VPN Log [o2gipsD] #331: [Tunnel Establisned] sent MR3, ISAKMP SA estabiished
2017-08-30, 14557:17 VPN Log [020ipsal: cma=up<iient peerST 9 peer_client=10.30.0.0/24 peer_client_net=10.30.0.0 peer_chent_mask=255255.255.0
2017-08-30, 14:57:17 VPN Log Ip route acd 10.30,0.024 via [+ 1 dev eth1 metric 35
2017-08-30, 14:57:17 VPN Log iptables -t nat -1 vpn -s 10.30.10.0/24 d 10.30.0.0/24 4 ACCEPT
2017-08-30, 14:57:17 VPN Log iptables -t nat -f vpn -5 10.30.0.0/24 -0 10.30.10.0:24 j ACCEPT
2017-08-30, 14:57:17 VPN Log iptables -t nat - vpn_postrouting -s 10.30.10.024 -¢ 10.30.0.0:24 -j ACCEPT
2017-08-30, 14:57:18 VPN Log Iptabies -t nat -1 vpn_postrouting -0 ethD -s 10.30.0.0:24 -d 10.30,10.024 - ACCEPT

2017-08-30, 14:57:18 VPN Log [92gips0] #382: [Tunnel Established] IPsec SA established (ESP=>0xcbb63750 < Oxce809680)



RV320 - 2 Gateway to Gateway Setup

Add a New Tunnel

Tunnel No. 1

Tunnel Name: [ ]

Interface: WAN1 v

Keying Mode: IKE with Preshared key v WAN1 WAN2

Enable: /) IP Address: i) 0.000

Local Group Setup Mﬁ#— N 0.0.0.0

Local Security Gateway Type: IP Only A 15

-osal Seeuly Grote Tipe st ’ Dyndns disabled Dyndns disabled
1 RIE Tz sy Dymamic DNS: 3322 disabled 3322 disabled
Subnet Mask: 265.255.256.0 MOIP disabled NOIP disabled

Remote Group Setup

Remote Security Gateway Type:

I Address v
Remote Security Group Type:
IP Address:

Subnet Mask:

RV320 -2 VPN Connection Log

2017-08-30, 16:19:42
2017-08-30, 16:19:42
2017-08-30, 16:19:42
2017-08-30, 16:19:42
2017-08-30, 16:19:42
2017-08-30, 16:19:42
2017-08-30, 16:19:49
2017-08-30, 16:19:49
2017-08-30, 16:19:49
2017-08-30, 16:19:49
2017-08-30, 16:19:49
2017-08-30, 16:19:49
2017-08-30, 16:19:49
2017-08-30, 16:19:50

IP Only

Public IP 1

Subnet
10.30.10.0

255.255.255.0

VPN Log
VPN Log
VPN Log
VPN Log
VPN Log
WEN Log
VPN Log
VPN Log
VPN Log
VPN Log
VPN Log
VPN Log
VPN Log
VPN Log

v

Felease

[02gips0]: crd=dawn-client peer={E 6 peer_client=10.30.10.0/24 peer_client_net=10.30.10.0 peer_client_mask=255 2552550
ip route del 10.30.10.0/24 via 87.33.11.1 dev eth1 metric 35

iptables -t nat -D vpn -s 10.30.0.0/24 -d 10.30.10.0724 -] ACCEPT

iptables -t nat -D vpn -5 10.30.10.0/24 -d 10.30.0.0/24 -] ACCEPT

iptables -t nat -D vpn_postrouting -s 10.30.0.0/24 -d 10.30.10.0/24 -] ACCEPT

iptables -t nat -D vpn_postrouting -0 ethD s 10.30.10.0¢/24 -d 10.30.0.0/24 § ACCEPT

[a2gips0] #383: [Tunnel Established] ISAKMP SA established

[g2gips0]: cmd=up-client peer=-.6 peer_client=10.30.10.0/24 peer_client_net=10.30.10.0 peer_client_mask=255.255.255.0
ip route add 10.30.10.0/24 via (IR dev ethi metric 35

iptables -t nat -1 vpn -g 10.30.0.0/24 -d 10.30.10.0v24 -] ACCEPT

iptables -t nat -1 vpn -5 10.30.10.0/24 -d 10.30.0.0/24 -j ACCEFT

iptables -t nat -1 vpn_postrouting -5 10.30.0.0/24 -d 10.30.10.0/24 -j ACCEPT

iptables -t nat -1 vpn_postrouting -0 eth0 -s 10.30.10.0/24 -d 10.30.0.0/24 - ACCEPT

[a2gips0] #384: [Tunnel Established] sent QI2, IPsec SA established {ESP==0xcTebb123 = Oxcabi17302}



