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FlexConnect 48

MOBILITY EXPRESS 8, * CONVERGED CENTRALISED

Small Network . Brancl Small Campus / Branch Large Campus

* Simplified Campus/Branch * Data centre hosted controller
= Consistent Wired/Wireless = Distributed enterprise

* Single site network

Aironet Access Points
11ac Wave2 : 3800/2800/1800

11ac: 3700/2700/1700
11n: 3600/ 2600/ 1600/ 7001 700w

= or other Cisco Wireless C
Controllers Controllers

Prime Infrastructure, ldentity Service Engine, Connected Mobile Experiences




FlexConnect i

FlexConnect 4148

» FlexConnect is a wireless solution for branch office and remote office deployments. (FlexConnect st4r 2 AL

FUZFEIN s S E BRI LR TR )

+ It enables you to configure and control APs in a branch or remote office from the corporate office through a
WAN link without the deployment of a controller in each office. CE{RAENDIHIT WANEERR (L 2> =) A B F3E il 45 52
PLFH) AP, Wi LRI 8 FiEH88)

* The FlexConnect APs can switch client data trafflc locally and perform client authentication locally.
(FlexConnect AP W] BA{EARHhAZ % P i & e il & b, 17 7% Fowg B 0358 )

» TWhen they are connected to the controller, thev can also send traffic back to the controller. (AP 34%

il g, AT UK i A [nl ] 48 )
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FlexConnect AiE

« Connected Mode GE¥:Eix) - When FlexConnect can reach Controller (connected
state), it gets help from controller to complete client authentication. (WLC A & imitbiT
S riA k)

« Standalone mode (R Eix,) - When controller is not reachable by FlexConnect, it
goes into standalone state and does client authentication by itself. (AP A&/ iHir e

« Local Switching - Data traffic switched onto local VLANs for an SSID ( AUkl i il AC
HhA 223 O B A A HZZ k2% )

« Central Switching - Data traffic tunneled back to WLC for an SSID (%74 Giif il CAPWAP
P FE] NLC AT



FlexConnect fi4H

AP B E FlexConnect Fix

e AP ERIAAN Local #iz, VJ#tEi FlexConnect #ix,, AP NEH T,

ol I Il I I A gbon | Bing | Logout |Refresh
CISCO VI WL & SECL \ GEMENT ¢ "EEDBACK Home
Wireless All APs =| Details for ﬂnP1I < Back | q hEEIE I
e*mﬁs Reints General | Credentials | Interfaces | High Availabilit, = Tnventory | FlexConnect = Advanced |
» Fadios
802.11a/n/ac General Versions
802.11b/a/n
Dual-Band Radios AP Name AF1 Frimary Software \ersion 8.3.133.0
Global Configuration
; y Location Backup Software \Wersion 0.0.0.0
b Advanced
aF MAC Address fciSb:39:37:1a4:98 Fredownload Status Mone
Mesh
° Base Radio MAC £8:99:0d:06:5f:30 Fredownloaded \ersion Mone
FARTE Admin Status Erable » Fredownload Mext Retry Time A
RF Profiles | 2P Mode | FlexConnect v | Fredownload Retry Count A
FlexConnect Groups AP Sub Mode Boot \ersion 15.2.2.0
FlexConnect ACLs [ glal-Twis
FlexConnect Wiah ( Operational monltor 105 \ersion 15.3(3))D11%
Templates status Raogue Detector
Sn;;f’fer Mini [O% Wersion 0.0.0.0
OEAP ACLs Fort Mumber Brid
: ridge : IF Config
Network Lists Venue Group Flex+Bridge v -
SE-Connect [
} 802.11a/n/fac Venue Type Sarisar CAPWAP Preferred Mode Ipv4 (Global Config)
} 802.11b/g/n Add New Venue | DHCP Ipv4 Address 20.1.1.1
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FlexConnect W B A HiAZ ##

« HELE WLAN FEUE “FlexConnect Local Switching” . ZUEREA S AL,

1 I ol I I Hi 1 FLAT E1r-|j Logout | Refresh
CisCo
WLANs WLANs = Edit '"QYT_FlexConnect' = Back __apply_|
2 “:L A | General | Security | QoS | Policy-Mapping M_l
; DHCP Profiing m =
b Advanced FlexConnect HTTP Profiling
FlexConnect Local
- : -
Switching £ Enabled Local Client Profiling
FlexConnect Local auth L2 Enabled CHER Protihy
HTTP Profilin
Learn Client IP Address £ Erisbled J
\an based Central n P_M_IE' iy
Switching &7 Enabled PMIP Mability Type
Central CHUFP Processing Enabled EMIF MAT Type Hexadecimal v
Owerrids DNS ! Enabled B s
afle
MAT-PAT Enabled . Monse ¥
Central Assoc ) Enabled e
Lync Support
> Universal AF Admin
Lo saryer Otsabled ¥ 11v BSS Transition
11k Support
BSS Transition ¥,
Meighbar List ¥ Enabled =
timized Roamin
Melghbor List Dual Band | Enabled ggassuqaugn ﬂm?gr{ﬂ 40
to 40 TBTT)
ASS Mav Tdle Service + - |

—
oy
e}
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FlexConnect VLAN Mapping

* FlexConnect AP can be connected on an access port or connected to a 802. 1Q trunk port
(using the native VLAN) (FlexConnect AP AJ LLiE$E %] access #& HEUEE F| 802. 1Q H 4k i

(f#F] Native VLAN) )

« VLAN mapping can be performed per AP configuration on WLC and/or by AP groups using
Cisco Prime Infrastructure templates (AJLA{F/H Cisco PI #ERfE WLC LHF1/8% AP 2 [i%

AP FCE AT VLAN BLGT)

Save Conhguration Fing Logout  Refresh

dfrer]n, : |
CISCO MONITOR ~ WLANs  CONTROLLEFS WWIRELE ._f ,e:i...Il-..lF'.rT'." MANAGEMENT COMMANDS HELP FEEDBACK A Home
Wireless All APs > Details for AP < Back_| OIE
» Access Points '__"_“.'f' T S VT r— _ e
e | General | Credentials | Interfaces | High Availability | Inventory Advanced |
» Radios ' =
B02.11a/n/ac t‘\
B02.11b/a/m
. WLAN
Dual-Band Radlos I Support o Make VLAN AF Specific v Go |

Global Confiauration
Inheritance AP-Specific

b Advanced Lewvel
Mesh 2 Native VLAN ID 1 WVLAN Mappli’!qﬂ
b ATF FlexConnect



FlexConmnect 4j-£H

FlexConnect Native VLAN

* When connecting with Native VLAN on AP, L2 switchport must also match with
corresponding Native VLAN configuration (£ AP [i%#: Native VLAN . 2 EiEOW 0%
BN Native VLAN)

* FEach corresponding SSID that is allowed to be locally switch should be allowed on the
corresponding switchport (MNiAZ{EAHEAZ #AHL2 0 FA{T SSID BRG] VLAN &)

l'h"l" ’ Save Configuration Fing Logout Refresh

CISCO MOMITOR.  WLANS QE‘%LL = MESS  SECURITY MANAGEMENT COMMANDS HELP FEEEDBACK A Home

Wireless All APs > Details for AP1
= ‘!'fclc'f"fﬁ' ol ' Geneial | Credentials | Interfaces | High Availability =~ Inventory | FlexConnect | Advanced
Al Al — — — — - S —
» Fadic:
go2.11a/m
902,110 VLAN
B4 '-I'E‘f-ll Foad Support
Global Configurati
Inheritance TR g B
b Advanced oel aaaspic
Mesh =g Native VLAN ID 20 I VLAN Mappings |

P ATF

P o P e e
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S>>1D to VLAN Mapping — 1

. A7 VLAN Mappings

TROLLER WIRELESS S

Wireless All APs > Details for AP1 .

w* Access Points

All APs l ‘General ' Credentials l Interfaces " High Availabilicy | Inventory ] FlexConnect | Advance
w Padios -

802.11a/n/ac
802.11b/g/n . |
Dual-Band Radios ﬂort o Make VLAN AP Specific v Go |

Global Configuration

Inheritance T
b Advanced Level AF-Spediiic o
Mesh i

Matlve VLAN ID 20

[
(=1



FlexConnect i

>>1D to VLAN Mapping — 2

« R SSID MRS F|AHMA) VLAN

Sale C ing | Logout  Refresh
||l|l|||1 s Ping 3 E I

CISCO MONITOR ~ WLANs CONTROLLER 3 S SECURITY M SE CgVIRNg {5l P CK A Home

Wireless All APs > AP1 > VLAN Mappings < Back |o| AEEli |

» Access Points

all aPs AP Name AF1
» Radios
202.11a/n/ac Base Radio 0. oq. ..06:5f:30

502.11b/g/n v

Dual-Band Radios i
Global Configuration WLAN VLAN Mapping

b Advanced Make AP Specific v €g j
Mesh
WLAN VLAN NAT-
» ATF - rd $SID ID PAT  Inheritance
RF Profiles ] 1 QYT_FlexCornect no wlan-specific

FlexConnect Groups
FlexConnect ACLs

FlexConrnect wian }
Templates Centrally switched Wilans

OEAP ACLs WLAN Id 821D VLAN ID
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WAN 7 FH B il
Deployment Bar‘:‘:ﬁ}' dth WAN RTT @b&s ;r Max Clients per
Type (Min) Latency (M x) (J ranch Branch
Data 128 kbps 300 ms 5 25
Data+Voice 128 kbps 100 ms 9) 29
Data 128 kbps 1 sec 1 1
Monitor i 128 Kbps 2 sec 5 N/A
Data = 1.44 Mbps 1 sec 90 1000
Data+Voice 1.44 Mbps 100 ms 50 1000
Monitor 1.44 Mbps 2 sec 50 1000
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FlexConnect M FH R fill

* Some features are not available in standalone mode or in local switching mode

— MAC/Web Auth in Standalone Mode (Web iAiFFRE WLC # 14 Portal, MHAP 2 Connected Mode
72 ] L3 FFRT. )

— VideoStream

— IPv6 L3 Mobility

— SXP TrustSec (8.4 WMALLE A LLSTED

— See full list in «FlexConnect Feature Matrix »

https://www. cisco. com/c/en/ts/ support/docs/wireless /5500-series—wireless—controllers/112042-technote—wlc—
a0. html
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FlexConnect [J352

e The REAP feature is supported up to WLC Release 3.2.215. (HFFA 2., AN ffFZ£vlan,
AT N HEEAAT — SSID)

e From WLC Release 4.0. 155.5, this functionality is called Hybrid REAP (H-REAP B & m#t
NG FEA ) with few enhancements until 7.0.x.x. (A Z3F Pre-User HIFZHL)

e From 7. 2. 103 release, this feature is called FlexConnect.
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FlexConnect 4F1%

7.2

7.3&7.4

Y

- Smart AP Image Upgrade
« ACL's on FlexConnect AP

- AAA Over-ride of VLAN -

dynamic VLAN assignment
for locally switched clients

» H-REAP -> FlexConnect

Re-branding

+ Fast Roaming for Voice

Clients

» Peer to Peer Blocking

Flex 7500 Scale Update

VLAN Based Central
Switching

Split Tunneling
Central DHCP Processing

WGB/UWGB Support with
local switching

Bidirectional Rate Limiting

Support for ISE BYOD
Registration & Provisioning

-_E_I‘J_J—Ii
R A

o

o

7.5,76&8.0

' PEAP and EAP-TLS

Support (7.5)

FlexConnect Group specific
WLAN-VLAN mapping (7.5)

AAA Client ACL (7.5)
Ethernet Fallback (7.6)

Videostream for Local
switching (8.0)

Faster time to deploy (8.0)

Flex with Mesh
deployment support (8.0)




FlexConnect Group 4128

vt oen] e
CiIsCO
PZBIE CONF Wireless 142



B F 1 exConnect Group /£

FlexConnect Group 41%H

* FlexConnect groups allow sharing of':
« CCKM/OKC fast roaming keys (WLC 1% key F|] FlexConnect Group)
« Local/backup RADIUS servers IP/keys (F5 2t FlexConnect Group [ACE 3A HR%as

* Local user authentication Central Site s
ex

* Local EAP authentication Cluster

» AAA-Override for Local Switching
e Smart Image Upgrade

Remote Site "._ Remaote Site

\ >
B CT-2504

2000 100 100 20

FlexConnect
Groups

~ FlexConnect Group 1 i o ‘

18
1S
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@4 FlexConnect Group

Saye Configuration ' Fing = Logout Refresh

] @
CIsCOo MONITOR ~ WIANs CONTROLLEFR™ WIRELESS SECURITY  MANAGEMEMT ¢ OS5  HELP  FEEDBACK B

Wireless FlexConnect Groups Entries 1 - 1 of 1

» Access Points
All APs Group Name
» Fadios
1

B02,11a/n/ac default-flex-group
B02.11b/g/n
Dual-Band Radios
Global Configuration .
R 5 ETTTE

FlexConnect Groups > New

Number of APs

b Advanced c
Mesh Group Mame .[FlenCunnecLEhanEhal_Slte I
P ATF

eLF Profiles
FlexConnect Groups

AR L

FlexConnect WwiLan
Templates

P P i

sl
]



B F 1 exConnect Group /£

il AP 2] FlexConnect Group

e AP ERiAJE T default—flex—group., ¥ AP #zah 3|12 M FlexConnect Group.

n‘ Saye configuration PFing Logout Refresh

TIIRIT :
cISCO WL AN i FlexConnect Groups > Edit 'default-flex-group

Wireless FlexConnect Groups

~ WLAN VLA

J EOTAS

» Access Points

All APs Group Name
= Radios : fault-flex-
802.11a/n/ac FlexConnect Shanghai Site e defulRez ool
Sﬁzlllbffgll,fn . dsrg |I_ﬁ —qQroun "JL.“N -'Emph"_& Name none ¥

Dusal-Band Radios
Global Configuration

b Advanced I FlexConnect AP I

“E-ﬂ:ble £P Loral Authertication® [

Mesh
¥ ATF Group Name default-flex-group
RF Profiles New Group Name LPexconnect_Shanghai_Site v}

FlexConnect Groups
FlexConnect ACLS
FlexConnect Wl ah
Templates

Move
FlexConnect APs

Entries 1 - 1 of 1
d MAC Address AP Mame Etatus Type Conflict with PnP
If Iﬁ:: Eb:35:37:1a:98 APl Azsoclated Manal Yes

20
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FlexConnect 251 |&= — WAN Failure

.

Central Site
* FlexConnect will backup on local switched

mode

« No impact for locally switched SSIDs (Asihzs ¥
[1] SSID %A M)

* Disconnection of centrally switched SSIDs
clients (HUChAZ#4L A SSID =WrHZEE)

* Static authentication keys are locally
stored in FlexConnect AP

Application
Server

* Lost features 2 (

« RRM, WIDS, location, other AP modes

» Web authentication, NAC
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FlexConnect 257 E = — WLC Failure

* FlexConnect will first backup on local switched Central Site
mode

* No impact for locally switched SSIDs
* Disconnection of centrally switched SSIDs clients

* CCKM roaming al lowed in FlexConnect group

* FlexConnect AP will then search for backup WLC:
when backup WLC is found, FlexConnect AP will
resync with WLC and resume client sessions with
central traffic.

f | Application
* (Client sessions with Local Traffic are not - | e TR server
impacted during resync with Backup WLC S | :
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FlexConnect &l s —

* Normal authentication is done centrally

* On WAN failure, AP authenticates new clients
with locally defined RADIUS server

* Existing connected clients stay connected

* (Clients can roam with
 (CCKM fast roaming, or

« Reauthentication

LLocal Backup Radius

Central Site

Local Backup
RADIUS Remote Site

FlexConnect Group 1

S 21

CCKM Fast Roaming %

)
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FlexConnect Group M B F4& Radius

fFing Logout Eefresh

CISCO MOMITOR  WiLAN: CONTROLLER  WIRELESS K SECURITY MAMAGEMENT COMMANDS  HELP EED g - 1 : f Home
Wireless FlexConnect Groups > Edit ‘FlexConnect_Shanghai_Site* Apply [
* Access Points o - - ) - Miiisgie TR T IT _ B i i S e i

E ;g ;'F;s ¢ General | Local Authentication | Image Upgrade | ACLMapping | Central DHC2 | WLANVLAN mapping | WLAN AVC mapping
B02. 118 /nf&c AAA
&02.11b/g/n Group Name i_Si
BB g Rathog 1] FlexConnect_Shanghai_Site
Global Configuratson VAN Template Hame e T Servar [pAddross
b Advanced Enahle AP Local Authenticationd. | Sorvar Type
Mesh '
s i i | shared Sacret
b ATF
Canfirm Shared Secrat
F Profiles

HTTP-Proxy )
1 FlexConnect Groups I Pl:ﬂ‘e b
PR Onnett ALLS Ip Address T . E

FlxConmnect WLAN

Templates Port o
DEAP ACLS
Server Type Address Port
MNetwork Lists Add I .
Prirhary 10.1.1.12 1812 [~ ]
802 11a/nfac
fn/ UnConfigured Unconfigurad (s a8
¥ B02.11b/q/n AAR e
b Media Stream server Ip Address 10.1,1.12
application Wisibility = Y
¥ and Control SoveiTypa i
Lync Sarver Shared Secrat it
Cuuntry Confirm Shared Secret rnnanen
Timers o Port Mumber 1812
(]
MetHow lm
F QoS8
‘ ¥
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AP Local Authentication

* By default FlexConnect AP authenticates clients through central controller

* Local Authentication allow use of local RADIUS server directly from the FlexConnect AP

Central Site

FlexConnect Group 1
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FlexConnect Group FcEH AP AHiAUE — 1

e« LEAP/EAP—fast/PEAP/EAP-TLS authentication can be configured only when AP local

b

authentication is configured (ZACE AP AHuAUE, FELEGEX LD
i i it I ' ' Sava Configuration | Ping | Logout Refresh

CIsSCO MONITOR  WLANS CONTROLLER WIRELESS SECURITY  MANAGEMENT o COMMANDS, HEBP  FEEDBACK

ﬂ ‘.;h:- e

Wireless FlexConnect Groups > Edit 'FlexConnect_Shanghai_JSite" Apply | .

* Access Points I R
All 4Ps - General | Local Authentication | Im

» Radios ;
802.11a/mnfac i
B02.11bfg/n Group Name FlexConnect_shanghai_Site
Dual-Band Radios ]

Global Configuration om.nh' Template Hame none v
b Advanced

\goUpgraria | ACL Viapping | GentrolDHCP | WLANVLANmapping | WLANAVC mapping |

ST o Bl

Enable AP Local Authentication® @

Mesh

b ATE FlexConuecl AD
RF Profiles HTTP-Proxy
FlexConnect Groups ( :
FlexConnect ACLS Ip Address 0.0.0.0
FlexConnect \/LAN . :
Templates Part 0
OEAP ACLs

26



B F 1 exConnect Group /£

FlexConnect Group Bt & AP ASHbAukb

* 8.3 WA SR HIAIBINUE ML -

s
|
IND

il I Il I Iy : Ping  Logout |Rafresh
CISCO WiaMe CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP  EEEDBACK o - I A Home
Wireless FlexConnect Groups > Edit ‘FlexConnect_Shanghai_sSite Apply .
* Access Points n 0 o e N - -
aidins | General | Local Authentication | Imege Upgrade | AGLMapping | Central DHC | WLANVLANmapping | WLAN AVG mapping

B02.11a/n/ac —e

802.110/0/n ~ Local Use ™ i Protocols I
DualBand Radias

Glokal Confeguratson

LEAP
¥ Advanced

Mesh Enable LEAP Authentications i
F ATF EAP Fast

RF Prafilas

apticatone. 2
I Fast suthe ;
FlexConnect Groups Enable EAP Fast nticati

FlesConnect ACLs Server key {in hea) Enable Auto key generation
FlesConnect VLAN .
Tarnplate s
bl SRbEERRs ARk RE R R {Confirm server kay)
OEAP ACLS
fusthoty 10 (i hex) 43507 3636F000000000000300000000
Network Lists
b BO2.11a/nfac QUL I Cisen A0
b BOZ.1lb/u/n FYACTmpBcRE {2 04103 QAVE)
P Media Steeam PEAR
b .l“.[:rpl:':.:lnlln v‘i-.ibi].'.? Enable PEAP Authe tlit:nz o
snd Contrn!
P
Lync Server EAR TS
Country Enable EAP TLS Authentication@
Timars EAP TLS Certificate dovenload |
b Netflow
F QoS

o L
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Local Backup Authentication

* Normal authentication is done centrally il S

* (On WAN failure, AP authenticates new g
clientswith its local database Central RADRSS

* FEach FlexConnect AP has a copy of the local
user DB

* Existing authenticated clients stav connected

* (Clients can roam with:

e C(CCKM fast roaming, or Local re—authentication

coresserdfe, Y17 e
upporte ur elease Version

LEAP 6.0

EAP-FAST 6.0 FlexConnect Group 1
PEAP 7.5

EAP-TLS 7.5

CCKM Fast Roaming

(5]
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Local Authentication

guration Ping

alaln

CISCO
WLANs WLANs > Edit '"QYT_FlexConnect' < Back | apply | i
i | General | Security | QoS | Policy-Mapping  Advanced |
£ UHLF PTOTINAG -
¢ Advanced FlexConnect HTTP Profiling
;Iirbf:i::aét Local @ Enabisd Local Client Frll'ufill'nlj B )
FlexConnect Local Auth££2  # Enabled I sl mel_lm :
= HTTP Profiling
Leamn Client IP Address = ¥ Enabled PMIP
::ur;?:: ﬁenm Enabled PMIP Mobility Type :
Central DHCP Processing Enabled PR teliTepe Hexadecimal v
Overnde DNS -~ Enabled PMIP Profile None ¥
WAT-PAT Enabled PMIP Realm
Central Assoc Enabled Universal AP Admin Support
Lync Universal AP Admin
Lync Server Disabled ¥ 11% BSS Transition Support
11k BSS Transition o
Neighbor List ¥ Enabled Optimized Roaming Disassociation

Timer(0 to 40 TBTT) 40

BSS Max Idle Service
Directed Multicast Service

Heighbor List Dual Band || Enabled
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FlexConnect Access l.ists

* FlexConnect ACL are ACL that are applied at the FlexConnect AP level

* 4 FlexConnect ACL usages :
e ACL mapped to local VLAN per AP or FlexConnect Group
« ACL used for NAT/PAT Split tunneling
« ACL used for External WebAuthentication
« ACL used for Web Policies (ISE policies)
* 512 FlexConnect ACL per WLC
* 16 ingress ACL & 16 egress ACL per AP
» 64 ACL rules per ACL
* No IPvG6 AC
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B4 FlexConnect ACL

* FlexConnect ACL are not the same as ACL for Local Mode AP

* FlexConnect ACL rule creation is similar to rule creation for Local Mode AP

.3 h - I" . Sayve Configuration’ Ping | Logout Refresh
Cisco MONITOR ~WLANs CONTROLLER WIR SECURITY GOMMANGS  BIELP JACK o M Home
Security FlexConnect Access Control Lists Entries 0 - 0 of O ~ New...
P AAA
b} Local EAP Acl Name
Advanced EAP & R
Access Control Lists > News
F Priority Order
¢ Certificate e
» Accass Contral Llsks Access Control List Name [FIexCunnect ACL l
I:EE-'ES Ca:untrul Lists
Lists
Flaxc an natt ACLs
EVEET :
URL ACLS General
Access List Mame FlexConnect_aCL
Seq Action Source IPfMask Destination [P /Mask Protocol Source Port Dest Port DSCP

1 | Permit 0.0.0.0 f0.0.0.0 0.0.0.0 f0.0.0.0 Lry &y &y Any [~ |
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FlexConnect ACL per AP — 1

Save Configuration Ping  Logout Refrach
9 (1 LT
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDEACK™ @ B _a A Home
Wireless All APs > Details for AP1 < Back | apply |
e malts | General | Gredentials | Interfaces | High Availability | Invent n FiexConnect || 4

= Radios =1
802.11a/nfac
802.11b/g/n

Dual-Band Radios VLAN i Make VLAN AP Specfic v Go |
Global Configuration Support : '
Inheritance
F  Advanced Level AP-Spacific
Mesh ;
i native VAN 5p VI AN Mapnings
b ATF 2] :
RF Profiles FlexConnect
Group FlexConnect_Shanghal _Site
FlexCaonnect Groups Name
FlexConnect ACLs AN AL
FlexConnect WVLAN ﬂj‘ rl:i" -
Templates i

o

[0
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FlexConnect ACL per AP — 2

] Save Configuration | Ping  Logout Refresh

Cisco MONITOR. WLANs CONTROLLER  W]RELESS SECURITY MAMAGEMENT COMMANDS HELF  FE Eﬂﬁm \ i Home

Wireless All APs > AP1 > VLAN Mappings < Back | nEEIE |

* Access Points
All ape AP Name APl

ALl Base Radio MAC 68:99:cd:06:5f:30

WLAN WLAN rv‘lappinre

IR - Make AP Specific T iGnI
¥ Advanced R
Mesh WLAMN YLAN MNAT
- o Id SSID ID  PAT  Inheritance
' I 1 OYT_FlexConnect 20 no AP-specific

RF Profiles

FlexConnect Groups

e Tl

L3

Centrally switehad Wians

._.L_..rj
WA Id L5ID VLAN ID
OEAP ACLs
Network Lists AF lewel VLAN ACL Mapping
¥ 802.11a/n/fac Vlian K' Ingress ACL Egress ACL
} 802.11b/g/n 20 fFlexcConnect_acL v FlexConnect_acL v}

b Media Stream Group level VLAN ACL Mapping

Application Visibility

Vlan Id Ingress ACL Egress ACL
And Control

Foot Notes

Lync Server
1. \ian does not take effect for NAT-CAT enabled WLANS.
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4

FlexConnect ACL per FlexConnect Group

e AAA VLAN-ACL mapping 48 —MEH: Ml per—user vlan HIF{E 7

(F# 1)

vl
CISCO

Wireless

* Access Points
All aPg

MONITOR

FlexConnect Groups > Edit

AP ARHUA AN valn

B N AAEZ 63—~ SSID, 7] PAGIEE AAA VLAN-ACL mapping. AREK ACL.

MANAGEMENT  COMMANDS '—us- §  EECDHRCHs”

Saye Conhgurabon = Ping

ﬂ j omea

Apply I

CONTROLLER  WIRELESS SECURITY

'FlexConnect Shanghai_Site’

| General | Local Authentication | Image Upgrade | #C1 -’“ﬂw‘i"g_i _Genlral DHCP | WLAN VLAN mapping | WLAN AVC mapping |

» Radios
B02.11a/nfac
B02.11b/g/n
Dual-Band Radios

Global Canfrguration

b Advanced
Mesh
b ATF
RF Profiles
l FlexConnect GrﬂuEsI
AL ONNECE LS

FlexConnect WVLAN
Templates

OEAP ACLS

Network Lists
P BDZ2.11a/n/fac

AAA YLAN-ACL mapping

'i'n‘].ﬁﬂ-d;ﬁh‘n'lﬂpmng LP :ﬂrulns [

AAA VAN ACL Mapping

F'-EdCﬂf‘ll‘lEd.’_ﬁij

Egress ACL

".:';qil
1d Ingress ACL

30 FlexConnect_Group_ACL ¥

Egress ACL
FlexConnect_Group_ACL ¥ [ ]

34
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FlexConnect ACL - Split Tunneling

* Split tunneling allow some traffic to be locally switched although the WLAN is defined
as centrally switched

e Split tunneling is using a NAT/PAT feature with ACL to perform the local switching
e Split tunneling is using the AP IP@ for the NAT/PAT feature

FlexConnect AP WLC Central Traffic

.

Central Server

Local Traffic
Local Printer



BB £l exConnect Group fi4

. . oy EE
Split Tunneling & — 1
o XAPWLANBLABEARMAE K T
+ Create a centrally switched WLAN B
./—‘ Flex Local switching should
I / | not be checked

FlexConnect Local
Switching £

[} Enabled

FlexConnect Local Auth 12 Enabled

Learn Client IP Address 8 ¥ Enabled

i —— e — e — — —]

+ Define Flex ACL to match traffic to be locally switched

Access Control Lists > Edit

Gerncral
Acces: Ust Name Fhex_Spdit_ACL

Seq Action Source IP fHask Destingtion 1P/ Mask Pratocs| Source Part Dest Part DEcP

4 Permit lm.:.a.ﬂ / 255.255.255.0 l [:?:.:s.an.u / 255.255.255.0 ] Ay Any Ay Ay @

Central subnet Local subnet
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Split Tunneling Bt B - 2

All APs > Details for AP-3600-A

) .1'

VLAN Support it
AR EANID = All APs > AP-3600-A > ACL Mappings
FlexConnect Group Name FlexConnect-Site-1
AP Name AP-3600-A
PreAuthentication Access Control Lists
Base Radio

MAC 64:d49:89:43:4f:50

WLAN ACL Mapping

T A W4 WS | — WLAN 1d 1
Local-Split ACL Flex_Split ACL

WLAN

| =
[ 1 RackMobility Flex_Split ACL  ~ (3
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222 |

Split Tunneling FlexConnect Group FC

FlexConnect Groups > Edit 'FlexConnect-Site-1’

WLAN-ACL mapping m
Web Auth ACL Mapping Local Split ACL Mapping
WLAN 1d o WLAN Id 1
WebAuth ACL FlexConnect-Acl-1 Local Split ACL Flex_Split_ACL  w
o
WLAN 1d WLAN Profile Name WebAuth ACL WLAN Id  WLAN Profile Name LocalSplit ACL
1 RackMobility Flex_Split_ACL -
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FlexConnect Smart AP Image Upgrade —1

Ssmart AP Image Upgrade use a «master » AP in Ficnwiare Mg
each FlexConnect Group to download the code. T ~
Other FlexConnect AP download the code from the

master locally

"

Wireless Control System Wireless LAN

Controller

1. Download WLC upgraded firmware (will become
primary)

2. Force the «boot image » to be the secondary
(and not the newly upgraded one) to avoid mesitet N L
parallel download of all AP in case of

unexpected WLC reboot \

3. WLC elect a master AP in each FlexConnect

Group (can be also set manually) A? ‘ \/ A' ‘

Master AP
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FlexConnect Smart AP Image Upgrade —2

Master AP «Pre—download » the AP firmware in the | Firmware Image
secondary «boot image » (will not disrupt the = ™

Oid New
actual service)—Can be started group per group % ‘ secondary

to limit WAN exhaust

Wireless Contiol System Wireless LAN

Controller

5. Slave AP «Pre—download » the APfirmware from
the Master AP

6. Change the «bootimage » of the WLC to the new

image ol L—
™)
7. Reboot the controller old New L
Primary Secondary "~ ] I_,J

40
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e “FlexConnect AP Upgrade” checkbox has to be enabled for each FlexConnect Group.
* By default, Master AP for each FlexConnect Group is selected using Lower—MAC algorithm.

* One Master select per AP type

Save Configurabion | Fing  Logout  Eefresh

vl _
TR e M Home

SECLURITY

CISCO WLANS ROLLER  WIRELESS MANAGEMENT o CTRNMANDS -8

apply |

Wireless FlexConnect Groups > Edit 'FlexConnect_Shanghai_Siie'

= Access Points

) 4Gl Mopping | Gentral DHGP | WLAN VLAN mopping | WLAN AVG mopping |

All aps | General | Local Authentication | Image Uporade
W kel ‘Lacal Authentication
g02.11a/n/ac
802.11b/g/n FlexConnect AP Upgrade #
Dual-Band Radios
Global Configuration Slave Maximum Retry Count 4
» Advanced Upgrade Imane Primnary v FlexConnect Upgrade |
Mesh

F ATF FlexConnect Master APs
RF Profiles i '

AP Mar r
FlexConnecl Croups darme

FlexConnact ACLs Add Master

FlexConnect WVLA!
Templates Master AP
Mame AP Model Manual

OEAP ACLs
Metwork Lists

¢ 802.11a/nfac




1 o

Upgrade across all Branches or FlexConnect Groups whose

checkbox

stfusn]is
CISCO

Wireless

* Access Points

b

b
b

b

Al APz
w Radios
BO2. 11a/nfac
BO02.11bfgn

118l 4 = -
l Global Canhguration I

Advanced

Mesh
ATF
RF Profiles

FlexConnect Groups
FlaxConnect &CLs
FlexConmect WLAN
Templates

DEAP ACLS

Network Lists
BDZ2.11a/n/oc
BODZ.1ib/n/n

Medla Stream

Application visibiiity
And Crontral

Lyni: Server
Country
Timoers
Netflow

QoS

Enable Split Tunne

Flexconnact Ethernat

Dowinload Prim Download Backup Fallbackd
Radie Interface Shutdown
Interchange Image j Abort Predovnload

Flexconnect Arp-Cache

Global Telnet $8HE

Talmet
SSH

Global IPvG UDP Lited
UDP Lite

Hyperlocation Config
Parameters®
Enable Hypeérlocaton

Packet Detedtion RSSI
Minirmurn {dBm)

Sean Count Threshold for [die
Chent Detedchion

HTP Servar

BLE Beacon Config
Farameters

Interyal {1-10)Hz &

Beacon 1D

Dreleta Beacon

Beacon Stabus

UID

T Attaruation(-52 to 0MdBm

“FlexConnect AP Upgrade”

abon

[Apphcable anly for GO0 Series)

-100

0

0.0.0.0

1

Beaconl *

Dizable *
00000000-0:000-0000-0000-00
=0
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[E{51:

Trunk Links

Access Links

LouHDackjgz

VLAN192
' 192.158.1.1!24] Wireless Client

MGMT_PC

3650-1 Native VLANZ® AP1

212
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WLC5508-1 st — 1

System Name [Cisco 65:a6:a4] (31 characters max): WLC5508-1
Enter Administrative User Name (24 characters max): admin

Enter Administrative Password (3 to 24 characters): CiscB123
Re-enter Administrative Password : Cisc@123

Service Interface IP Address Configuration [static][DHCP]:
Enable Link Aggregation (LAG) [yes][NO]: no

Management Interface IP Address: 16.1.1.100
Management Interface Netmask: 255.255.255.0
Management Interface Default Router: 108.1.1.254
Cleaning up Provisioning SSID
Management Interface VLAN Identifier (0
Management Interface Port Num |1 to 8]: 1

Management Interface DHCP Server IP Address: 10.1.1.254

untagged): 10

Enable HA [yes][NO]: no
Virtual Gateway IP Address: 192.8.2.1

Mobility/RF Group Name: gytang
Network Name (SSID): gytang
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WLC5508-1 #lipfl — 2

Configure DHCP Bridging Mode [yes][NO]: no

Allow Static IP Addresses [YES][no]: yes
Configure a RADIUS Server now? [YES][no]: no
Warning! The default WLAN security policy requires a RADIUS server.

Please see documentation for more details.

Enter Country Code list (enter ‘help’ for a list of countries) [US]: CN
Enable Auto-RF [YES][no]: YES

Configure a NTP server now? [YES][no]: NO
Configure the system time now? [YES][no]: HC

Warning! No AP will come up unless the time 1is set.
Please see documentation for more details.

Would you like to configure IPv6 parameters[YES][no]: NO
Configuration correct? If yes, system will save it and reset. [yes][NO]: YES

Configuration saved!
Resetting system with new configuration...
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3560 Thifd

hostname SW3566

!

ip routing

!

vlan 10

name management

vlan 2@

name for-apl

I

interface range FastEtherneté/1
switchport trunk encapsulation dotlg
switchport mode trunk
spanning-tree portfast trunk

I

interface range GigabitEthernete/1
switchport trunk encapsulation dotilg
switchport mode trunk
spanning-tree portfast trunk

interface FastEthernete/24
switchport access vlan 10
switchport mode access
spanning-tree portfast
|
ip dhecp pool vlanle
network 10.1.1.8 255.255.255.6
default-router 10.1.1.254
interface V1anle
ip address 10.1.1.254 255.255.255.0
!
interface V1an2e
ip address 20.1.1.254 255,255.255.0
I

ip rotite 39.1.1.0 :255.255.255.9 20.1.1.253
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3650—1 Tiifd

hostname SW3656-1
!

ip routing

|

vlan 18

name manageme nt
|

vlan 286
name for-apl
!
vlan 3@
name for-client
!
vlan 192
name for-server
|
interface GigabitEthernetl/e/1

switchport mode trunk
!

interface GigabitEthernetl/0/2
switchport trunk native vlan 20
switchport mode trunk

ip dhcp pool for-ap2
network 20.1.1.0 255.255,255.0
default-router 20.1.1.253
option 43 hex f104.0a01.0164
ip dhcp pool for-client
network 30.1.1.0 255.255,255.0
default-router 30.1.1.253
I
interface V1an2®
ip address 20.1.1.253 255.255,.255.0
|
interface V1an3e
ip address 30.1.1.253 255.255.255.0
I
interface V1anl92
ip address 192.168.1.1 255. 255,255.0
I

ip route ©.0.0.0 0.0.0.0 20.1.1.254
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st ]
CISCO

Wireless

* Apcoss Points
Al APy
* Ra@ns
802 11a/n/ac
BO2.1 1.
Du and Ralias
Glabal 3

b Advanced
Mash
FATFE

RF Profiles
FlaxConnact Groups
FlasConnect &CLs
FraeC onmedt ViLAN
Templ ates
OEAP ACL%
Natwveork Lists

b oB02.110/n ac

b BOZ11bSg/n

k. Mecia Straam
Apphication VisibillLy
At Gontr
LYNE Server
Count o
limers

F Natflow

F Qo8

| General lm m_[upm | Inventory | FlexConnect

All APs > Detalls for AP1

| Advance:

General

AP Name
Locatian
AP MAC Addeacs

dhaf st location
fo:Bh: 39037 1a:98

Base Radio MAC B899 ed: 0654230

Addmin Stakus o
AP Mode

AP Sub Mode

Operatanal
Stalus

Rumnbigr
Wenus Group
Wanua Type
_étd Nev: vonne |

Vense
Language Name

Habwork

Spectrum

Irtert aoe Key
GPS Location

GPS Prasant

Hardware Resoel

Perform a hardware resat on this AP

Heset AP Now

Enable *
Fh:-ﬂ:nnnrv‘
Mee

£0

Unspenfad .

L".snwnﬁn-ql ¥

HAEASZ2BCBE TEAGBIDTEED LE2FDDEF

HNo

Varsions

i ary Softwann Yersion
Sackup Safowans Version
Pradowniead S s
Tredownicaded Verssan
Fredownioad Next Retry Teme
Predownicad Retry Count

Boot Varsion

108 Visrzion

Mani [0S Varsian
1P Config

Capwap Preferred Made

DHCF lpv4 Addrass
sratic 1P (Lpv4/Tpva)

Timie Statistics

UP Tima

Controbér Accoosted Time
Controlier Associaton Latency

Sel to Factory Defaulis

Elear All Config |

tlrar Config Except Static 1 |

834330
0000

Mang

Mana

T

Fea

15.2.2.0
153030011
0000

1pv4 (Global Config)
20.1.1.1

O, 00 b 18 m 30 s
O.d, 00 v 04 m 555
O0d.00h 13 m43 5

Clear configuration on this &P and resat it to factory
defaults
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? Tnterface — 1

aye Configuration  Ping | Logout  Refresh

afret]n,
CISCO MONITOR N5 CONTROLLER 5 SECURITY M t : ANDS r"ff?? ; A Home
Controller interfaces Entries 1 - Sof 5
Genaral
Feois VLAMN Interface Dynamic AP
Interface Name Identifier 1P Address Type Management IPv6 Address
Lt management 10 10.1.1.100 Static Enabled :1/128
redundancy-man 1 10 0.0.0.0 Static Mot Supported
Interface Groups redundancy-port untagged 0.0.0.0 Static Mot Supported
Multicast seryice-port NiA 0.0.0.0 DHCP Disabled 2128
b Network Routes yirtual ML L Static Mot Supported

¥ Redundancy
¥ Internal DHCP Server

(]|
o
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i

+

WLC

Interface — 2

ad|
-}

III Ill \é Saye Configuration = Bing  Logout ' Refresh
[ ] L] [ ] :
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP WFEEDBABK § e ST

Controller Interfaces > NH"—W aa —

General Interface Name eadnat

lcons

WLAM Td 83
Inventory
Interfaces

Interface Groups
Multicast
¥ Network Routes

¥ Redundancy
¥ Internal DHCP Server
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Cisco

Controller

Gamneral
Tcons
Inventory
Interdacoes
Interface Groups
Multlcast

b Network Routes

Redundancy

-

Internal DHCP Server

-

Mohility Management
Porte

F NTP

b COP

F PMIPwG

b Tunnaling

k Ifvih

¥ mDrE

¥ Advancad

i

ad|
# |

+

111l

Imterface Name deadnat

MaC addrass SB:8d09od:b9:60

Configuration
Guest Lan
Quarantine
Quarantine Vian Id 0

HAas-ID Fane

Physical Information

Port: Mumber
Badkup Port
Active Port

]
o

Enable Dynamic AP Managemant L

Interface Address
WLAN Tdentifier
IP Addrass
Metmnask
Gateway
IPw6 Address
Prefi Length
[Pvé Gataway
Link Locad IPv6 Addrass

DHCP Information

Primary DHCP Sarver

Secondary DHCP Server

S99

frememomara

}9.9.9.9

F'EE.EES-'EEEJD
E 5.5.254

123

fedd: 15 agd: 98 fecd :bIE0E4

Intertace —
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? Tnterface — 4

| I| |f' Saye Configuration  Ping Logout Refresh
L] L] L]
CISCO MOMNITOR  WLANs CONTROLLER  WIRELESS A Home

Controller Interfaces > New < Back | apply |

Ganeral Interface Name  fvlanz0

Icons

WLAN Id 0
Inventory
Interfaces

Interface Groups
Multicast

b Network Routes

¢ Redundancy

b Internal DHCP Server
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|III¢III|

CIsCo

Controller

General

lcans

Irveemtary
Interfacos
interface Groups
Multicast
Network Routes

w

-

Redundancy

-

Internal DHCP Sarvar

Mobility Management
PForts
P NTP
¥ COP

-

FMIPvEG

Tunmnaling
b IR

&
=
E
£

+

111l

ad|
# |

Interface Name wlan20

M Address S8:8d: 09 cd: bR 40

Configuration
G st Lan
Quarantng
Quarantsme Wan 1d 0

NAs-10 I

Physical Information

Port Number E

Batkup Podt Q
Lctnie PO [L

Enztia Dynamet A5 Managament

Interface Address

WLAN [denahe 20

IF address.
Nermask
Gakaway

1P¥6 dddress B
Prefix Length 128
1P Gateway te

Link Local 1Pv6 &ddress feB0: 5a8d:9f fecd: bOG0/64+

BHCP Infermaticn

Primary HCP Sarver 20.1.1.253

Secondary DHCP Servar

Intertace —

oy
uf

L
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il l Ial I L] Saye Conhigurabtion Ping Logout  Refresh

Cisco MONITOR  WLANs CONTROLLER  WIRELESS ! MANAGEMENT COMMANDS HELP M FEEDBACH A Home
" A W (] H

WLANS WLANS > New

R Type WLAN v
WLANS

b Advanced Profile Mame C¥T_FlexConnect_PSE
SsID QYT _FlexConnect_PSK

1D 1 ¥

IH_|'|
[y
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E‘Is'l. Q Logout  Ral fresh

1 I Il i I
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS HELP BEEDESCKW . A Home
WLANs WLANs > Edit 'QYT_FlexConnect_PSK' < Back | Apply |
g  General | Security | QoS | Policy-Mapping | Advanced |
b Advanced
Profile Hame OYT_FlenConnect_PSK
Type WLanN
5510 oi " FlaxCarnec_PSK
Status ﬂTEnah.'r:-d
Security Policies [wraz][Auth{P5K]]

(Modificatinns done under security tab will appear after applyinig the changes.)

Raclio Policy & &l v

Interface/interface Group(uy

Mulbiezst Vian Feature ! Enabled
Broadcast 551D ¥ Enabled
MasS-10 rnone
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ol l " i' » Saye Configuration Ping Logout  Refresh
CISCO MONITOR  WLANs  CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS  HELP EEBEsTK ) A Home
WLANSs WLANs > Edit "QYT_FlexConnect_PSK" < Back | Apply |
s General | Security | QoS | Policy-Mapping | Advanced
b Advanced Layer2 | Layer3d | AAA Servers |
PME Disabled * .

WPA+WPA2 Parameters

WPa Policy

WPAZ Policy o

WPRAZ Encryption I AES TEIR ZCMPZ56 GCMP128 S GCMP256
OSEM Palicy

Authentication Key Management 2

802.1% Enable

CCEM c Enable

PSK &nahia

FT B02.1X Enable

FT PSK I Epotig

PSK Format e ASCIL v

EX T ET T l

SUITEB-1x Enable

SUITEB192-1X Enable =
’ »

&
Co
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e Configuratton  Ping Logout B

aliet]s
cisco

WLANS WLANSs > Edit 'QYT_FlexConnect_PSK' < Back
= ‘:ﬂ”i - General | Security | QoS | Policy-Mapping | Advanced
AN J eral. | c=seal il R ng : ]
Scan Defar Prionty 01234567 Re-anchor Roamed Voice Clients Enabled =
k Advanced TR @ ;
KTS based Cac Policy —  Enabled
Scan Defer Time{msecs) 100 ] Radius Client Profiling
FlexConnect e DHCP Profiling E
FlexConnect Local - HTTP Profiling
Switching £ Enabled
g Local Client Profiling
FlexConnect Local auth &2 L1 Enabled DHCP Profiling B
Learn Cliert iP Addrass = ® Enabled HTTP Profiling
Wan based Cantral . PMIP
w23 -/ Enabled _—
dost it PMIP Mability Type
Central DHCP Processing - Enabled
Override DNS Enahied FMIP NAT Type Hexadecmal
HNAT-PAT Enabled PMIP Profile None v
Central Assoc Enabled PMIP Realm
Lync Universal AP Admin Support
Lync Server Disabled * Universal AP admin
11k 11v BSS Transition Support
Heighbor List * Enabled 855 Transition B -|

59
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@ Metwork:

Connected (20.1.1.2)

| Q¥T_FlexConnect_PSK
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i E WLAN VLAN BRET - 1

Feng Logout Refresh

CIsCo e
Wireless FlexConnect Groups > Edit “default-flex-group® m .

b Accoss Points / "

Mesh
b ATE Wansupport | 2 Netve VANID o |
F Profiles Owerride VLAN on AP

FlexConneet Group

FlexConnedt VLAN WLAN VLAN Mapping
Tamplates
OEAP ACLs WLAN Id |1
Network Lists Vianld |1
b BO2.11a/n/ac Thad ]

b BDZ2.11b/g n

b Media Straom WLAN Id WLAN Projile Name Vian
Application Yisibility

And Cantro!

Lyne Sorver

Count Yy

Thners

b Netflow

¥ QoS

|
ol
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i E WLAN VLAN BREF - 2

il I I lll- Fing | Logout Eefresh
ClscCoO MONITOR  WLANs CONTROLLER WIPELESS SECURITY  MANAGEMENT COMMANDS LP EEEDBACK L f Home
Wireless FlexConnect Groups > Edit ‘default-flex-group’ Apply
b Access Points 3 ;
el . General | Local Authentication | Image Upgrade ] ACL Mapping ! Central DHCP | WLAN L AN mapping I WLAH.I“G_W]IIII?Q: |
Mesh
F ATF V0LAN Support <+ Mabive WVLAN ID 20
RF Profiles Owerride VLAN on AP

FlexConnect Groups
FlexConnect ACLs

FlexConnect VLAN WLAN VLAN Maprzaq
Templatas
OEAP ACLs WLAN TR 1
nNetwork Lists Vian Id |1I3—
F BO2.11a/n/ac Add
F 802.11b/g/n
b Media Stream WILAMN Tl '.‘J'L_n.h-. Profile ™ ame Vian
, Application Visibility : Q¥]_FiewConne i REk 10 e
And Control

Lyﬂﬂ Server

Countiy
Imears
T APl#show ip interface brief
b Quk Interface IP-Address OK? Method Status Protocol
BVI1 28.1.1.1 YES DHCP up up
GigabitEthernet® unassigned MO unset wup up
GigabitEthernet®.18 unassigned YES unset up up

GigabitEthernet®.28 unassigned YES unset wup up
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9 Cisco AnyConnect Secure Mobility Client  — *

=

ﬂ Metwork:

Connected £10,1.1,1)

| OYT_FlexConnect_psk a V| = ‘

@

\‘I__LI ‘\_ﬁ:
i 1

BN An<riETi

N j=1s: onfi g

Vindows IP FRE

1 1

Pl i

ebhf:Ted

it

acarhls
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CISCO
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AZ 0% VLAN A5

Ping Logout Refresh

A Home

Wireless

eu:r.:ﬁss Points

» Hadios
g02.11a/nfac
g02.11ibfg/mn
Dual-Band Radios
Global Configuration

¢ Advanced
Mesh

b ATF
RF Profiles

FlexConnect Groups
FlaxConnect ACLs
FlexConnect VLAN
Templates

OEAP ACLs
Metwork Lists

P &

All APs > Details for AP1 < Back | Apply |

&

IS

| General | Credentials | Interfaces | High Availability | Tivertory | FlexConnect | Advanced |

WLAN Make VLAN AF Specific ¥ Go
Support - = 2

Inheritance = .

aveal Group Sﬂemo

3 Native VLAN  [5n | oL
{¥]

FlexConnect
Group lefaultflex-group
MName

ALAN AT
Mapning

VLA Template Mame none
VLAN NMame Id Mappings
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WLAN-VLAN

i I ol i i cave Conhguration Ping  Logout Refresh
L] L] ] L
cIsSCO MONITOR  WLANS IMTR WIRELESS SECURITY MANAGEMENT COMMANDS HELP [FEEDRACKY o A Home
Wireless All APs > AP1 > VLAN Mappings = % < Back_|
10.1.1.100 B7:
o hoomse Dol | 20 Fative vlan should be AP specifig

Al APs AP Mame F1=51 e
» Radios " e LD
BT Base Radio MAC 68:00:¢cd:06:5f:30 m
g02.11bfg/n
Dual-Band Radios WLAMN VLAM Mapping
Global Configuration

b Advanced Make AP Specfic v |  Go |

Mesh 1 WLAN VLAMN NAT-
R e = 1d SSID oln PAT Inheritance

1 OYT_FlexConneck_PSK nu:u Group-specific
RF Profiles

FlexConnect Groups
FlaxConnect ACLs

FlexCannect VLAN Centrally switched Vilans
Templates WILAN i ESID VLAN 1D
OEAP ACLS
Network Lists AF jevel VLAN ACL Mapping
b BD2.118a/nfarc ¥lan Id Ingress ACL Egress ACL

| 3 0D2.11b/0
BRZ-LAb/ 0/ Group level VLAN ACL Mapping

M
adia stvaay Ylan 1d Ingress ACL Egress ACL
Application Visibility
L3 And Control Foot Notes

1. Vian dovs not fake effect for NAT-PAT enabied WLANS.
Lync Server
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Make VLAN AP Special

Sare Connguration Fing Logout
vl
CISCO MONITOR  WLANS CONTROLLER WIRELESS SECLIRITY MAMNAGEMENT COMMANDS HELP _.--‘F_'-'F"‘EBF-&CI %)
Wireless All APs > Details for AP1 < Back | Apply | i
= Acess polnes | General | Gredentials | Interfaces | High Availabilty | Tnventory | Flexconnect | Advanced
g i 1 ] i i i a &

= Radios
802.11a/n/ac o
802.11bfa/n 0
Dual-Band Radios WLAN o | Mzke VLAN AP Specific ¥ l

Global Configuration Support

Inheritance o
¢ Advanced Laval Group-Specific
Mesh 3 nativeVLAN g VLAN Miapyings |
F ATF D ¥
FlexConnect
RF Profiles B default-flay - qroup
FlexConnect Groups Hame
FlexConnect ACLs AILAN AVC
FlexConnect VLAN Mapping
Templates 1
OEAP ACLS WLAN Template Name none
| b Ham I i

Metwork Lists

(]
(o]
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AP ¥4 WLAN BLE) %] VLAN20

|I' 'II Saye Conhguration  Ping Logout Refresh
' ] " o
MONITOR WLANs CONTROLLER WIRELESS MAMAGEMENT COMMANDS _HELPH FEEDRAGK % Home
Wireless All APs > AP1 > VLAN Mappings < Back |
¥ Access Points
All APe AP Name ap1
» Radios

802.11a/n/ac Base Radlo MAC 68:99:cd:06:5F:30

802.11b/g/n
Dual-8and Radios WLAN VLAN Mapping
Global Configuration —
b A Make AP Specific ¥ G

mMesh WILAN VLAN MNAT-
—od SSID PAT Inheritance

1D
e @
E 1 OYT_FlaxConnect_PSK ﬂD AP-specahic

RF Profiles

FlexConnect Groups
FlaxConnect ACLs

FlaxConnact VLAN Centrally switched YWlans

Tempistes WLAN Td: SSID VLAN 1D

OEAP ACLS 0

Metwork Lists AP level VLAN ACL Mapping
P BO2.118/n /8 Vian Id Ingress ACL Egress ACL
P B02.11L/g/n 20 none ¥ none ¥
piihmaslia Etcpam Group level VLAN ACL Mapping
p Application Visiblifty vlan Id ingress ACL Egress ACL

And Control

Foot Maotes
Lync Server

I. Vian does not take effect for NAT-PAT enabled WLANS,
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9 Cisco AnyConnect Secure Mobility Client  — >
0 Network: [
[ Connecked (20,1.1.2)
——
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WLAN-VLAN L5 444 2 Wi

alva
CiIsco

Wireless

* Access Points
All Aps
= Radios
B02.11a/n/ac
802.11bfg/n
Duisl-Band Radios
Global Configuration

¢ Advanced
Mesh
b_ATF

o Profiles
I FlexConnect Grnupsl
=]

FlaxConneact VAN
Templates

OEAP ACLs

Metwork Lists
¢ BOZ2.11a/njac
b BD2.11b/g/n

F Media Stream

Group | EL¥Z U &) 2% W

ROLLER

FlexConnect Groups > Edit

-

WIRELESS SECURITY MANAGEMENT

‘default-flex-group"

| General | Local Authentication | Image Upgrade  ACLMapping | Gentral DHCP

Saye Configuration

I WLAN VLAN mapping l:'WMH&.‘EGL'mHPIﬂnE ]

Ping  Logout RBefresh

A Home

o=

V0LAN Support 4 Mative VLAN 10 20

Cwernide VLAN on AP

WLAN VLAN Mapping

WLAN Id |1

ian Id

WLaN Id

1

1

APl#show 1ip interface brief

Interface IP-Address
VIl 28.1.1.1

GigabitEthernet@ unassigned
GigabitEthernet®.26 unassigned

OK? Method
YES DHCP

MO  unset
YES unset

Protocol
up
up
up

Add

WLAN Profile Name e Vian

OYT_FlexConnect_P5SkK



WLAN-VLAN L5 444 2 Wi

Saye Configuration Ping Logout  Refresh
alva
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT i DS ELP _NREED ¢ A Home
Wireless FlexConnect Groups > Edit 'default-ﬂex-group' l AEEIE l
* Access Points = . ) 2 e = = =
*;" jpﬁ | General | Local Authentication | Image Upgrade ACLMapping | Central DHCP ] WLAN VLAN mapping | WLAN AVC mapping |
» Radios U R

g802.11a/n/ac
a802.11bfafn :
Dusl-Band Radios WV0LAN Support il Mative VLAN 10 20

Global Configuration

Cwvernide WVLAN on .ﬁ.l-’l i I

P Ay ancal APl#show 1ip interface brief
Mesh WLAN VLAN Mapping Interface IP-Address 0K? Method Status Protocol
b ATF BVI1 20.1.1.1 YES DHCP  up up
RF Profiles WLAN Id '1 GigabitEthernet® unassigned NO wunset up up
FlexConnect Groups vianid 1 GigabitEthernet®.20 unassigned YES unset up up
FlexConnect ACLs Add GigabitEthernet®. 30 unassigned YES unset wup up
FlexConneact W1LAN
Templates
OEAP ACLs WLAN 1d WLAN Profile Name Wlan
Metwork Lists 1 OYT_FlexConnect_P5SK 20 [~

¢ BOZ2.11a/njac
b BD2.11b/g/n

F Media Stream
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% Cisco AnyConnect Secure Mobility Client

. — o
=
ﬁ Metwork:
Connecked (30.1.1.1)

l OYT_FlexConnect_PSK

7=

|
} -~

1 1

AR Vedfraca™lZ




WL 4k 2 LY

WLAN-VLAN

LI AP TR iR B iUk

Saye Configuration  Ping = Logout Refresh

|II||1IIt
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT DS HELF  EEEDBACK N Home
Wireless All APs > AP1 > VLAN Mappings 10.1.1.100 37 : X < Back |
0 Hative vlan should be AP specifie.
* Access Points ’
&l &Ps AP Mame AP1 a
= Radios . A T
802.11a/n/ac Base Radio MAC 62:99:cd:06:5f:30
802.11bfafn
Dual-Band Radios WLAN VLAN Mapping
Global Configuration
b Advarsad Make AP Specific | “Gal
Mesh WiLAN VLAN NAT-
— Id Ss5ID D PAT Inheritance
¢ ATF
1 QYT_FlexConnect_PSK no Group-specific

RF Profiles

70



WLAN-VLAN

L B bk R M

afia] :
cCIsCo MONITOR  WLANs CONTROLLER  WIRELESS ZEMENT  COMMANDS ﬂ-::ﬁ?ﬁh F
Wireless All APs > Details for AP1 < Back | apply | 1
o o — e~ .
ik | (General | Credentials | Interfaces | High Availability — invertory | FlexConnect :
= Radios -

802.11a/nfac

g802.11bfa/n e

e e
Diwal-Band Radios VLAN o f4ake viLoN AP Specific ¥

Global Configuration Support
Inheritance :
b Advanced Graup-Specific — e
Laxel 10.1.1.100 B5F:
Mesh 7
2 pative VLAN 20 i VLA Mappings
P ATF D ==
. FlexCornert Failed to zet VLAN Support.
RF Profiles S . derauit-Aevcaraii Request failed: Override flag is enabled at the flexconmect group.
FlexConnect Groups Hame Failed to set FlexConmect Hatiwe VLAN ID. Owverride flaz 1= enabled
FlexConnect ACLs R on the flexconnect gronp.
FlexCannact VLAN Banning.
Templates tanping
f St
OEAP ACLS WLAN Template Name none P
m 4 Iy

MNetwork Lists

i
I o
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EB VAN Override

1||l|||l|
CISCO

Security

* AAA
General

- AN TLIS
Oy
llDaC

DS
Downloaded &VP
P TACACSH
LD
Local Met Users
MAC Filtenng
= Disabled Clients

User Login Policies
&P Paolicies
Password Policies

b Local EAP

Advanced EAP
¥ Priority Order

b Certificate

b Access Control Lists

Wiraless Protection

Policies
b Web Auth

WLC #shn Raidus IRSS2: - 1

MOMITOR WILANs CONTROLLER WIRELESS SECURITY  MAMAGEMENT COMMANDS  HELP .__-*I:'.-_EE_\E}:*

RADIUS Accounting Servers > New

Server Index (Priority)

Sarver 1P
Address(Ipv4/1pve)

Shared Secret Format
Shared Secret
Confirm Shared Secret
Port Number

Sarver Status

Sarver Timeout
Network User

Tunnel Proyy

IPSec

=
101,112 ]
ASCIL ¥

LA ALLLELE )

1813

Enapled *
2 seconds
# Enable
= Enable

Enable

aye Conhiguration:  Hing | LogQout

[y ]
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||||||h‘|
CISco

Security

* AAA

General
L=

ACCouUntEng
Fallback
DNS
Downloaded AVP
P TACACS+
LGP
Local Net Usars
MAC Filtenng
= Dizabled Clients
User Login Policies
AP Polices
Password Policies

¥ Local EAP
Advanced EAP

b Priority Qrder

¢ Certificate

¥ Access Control Lists

Wireless Protection
Policies

F Web Auth

WLC

MONITOR WLANs COMNTROLLER

RADIUS Authentication Servers > New

Server Index (Priority)

Server [P Address{Ipv4/Ipve) E - EI 1.1.12

Shared Secrat Format

o ASCIL Y

Shared Secret e

(IR R

Confirm Shared Secret

NN Raidus

Keay Wrap I (Designed for FIPS customers and requires a key wrap compliant RADIUS
server)
Port Number 1812

Sairver Status o Enabled *
Support for Cob ' Enabled "I

sServer Timeout :_2 | seconds
Metwork User * Enable
Management # Enable
Management Retransmit Timeout 2 saconds
Tunnel Prosy ! Enable
IPSec | Enable

: HFTH‘. El: EDEAGK %

saye Connguraoon g

Logouk

/6
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i

WLC

Pl
<}

Il I I|=| ¥ Saye Configuration | Ping
L] ] L] 5|
CISCO MONITOR  WLANs CONTROLLER

WIRELESS  SECURITY  MANAGEMENT  COMMANDS SRHELP “, FEET A Home
WLANS VWLANs > New

< Back | apply |
* WLANS

Type
WLANS s

gt
b Advanced Profile Name QYT_FlexConnect_Dot1x

SSID COYT_FlexConnect_Dotls
1D 2 v



EB VAN Override

i

WLC

’{'\

aye Configuration | Ping | Logout Refrash
S Mir j
CISCO MOMITOR  WLANS CONTROLLER WIRELESS  SECURITY MAMAGEMENT COMMANDS ELP EDBACK W W M Home
WLANS WLANs > Edit "QYT_FlexConnect Dot1x’ < Back | apply |
* WLANS i canaral - se 4 o -_ ; Ma Y e cad |
i [ /sscurky ]| iqoB ] Eoticy:Mopping || Advanced;
b Advanced
Profile Wame {OYT_FlexConnact_Dotlx
Type WLAN
551D YT_FlexConnact_Dotlx
Status Emablad
Security Policies My PA2 [ Auth{ 802.1%)]

{Moditications done under security tab will appear after applying the changes.)

Radic Policy All b
Interface/Tntarface Group(G)
Multicast Van Feature Enabled
Broadcast S51D # Enabled
NAs-ID 'none

-
M".



EB VAN Override

=
C
P
e

Eave Configuration  Ping  Logout Refresh

e,

CISCO MONITOR  WLANs CONTROLLER WIR ITY MANAGEMENT COMMANDS HELP FERRRA 2 A Home

WLANs WLANs > Edit 'QYT_FlexConnect_Dot1x’ < Back | Apply |

i | General [ securty | [Qos | plicy-Mapping | Advanced |
b Advanced [ngw_z ]}.dpnra -

Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers
RADIUS Server Overwrite interfars Enablad
Authentication Servers Accounting Servers EAP Parameters
-3 ¢ - Enable
Server 1 QIP:10.1.1.12, Port; 1812 « | IP: ll:l.i.ﬁ, Port:1813 v
seryer 2 | Mone ¥ | Wone ¥
Server 3 | None ¥ ||None ¥
Server 4 | Mone * || None hd
ServerS | Mone ¥ |None ¥
Server & | None ¥ ||None v
RADIUS Server Accounting
s Interim Update B L Interim Interyal 0 Seconds
LDAP Servers o
" ¥

9
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=
-
P
St

I ll I I I & 53%e Configuration Ping Logout  Refresh
L] L] L] d £
MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBARK . A Home
CISCO o . 2 P E TR H
WLANs WLANSs > Edit '@YT _FlexConnect_Dot1x’ < Back | Apply |
¥ WLANs :-. ! 3 s '-: g - " :
e | |General | |gecurity [ Qos | Policy-Mapping | advonced
= - o

b Advanced

Allow Ass Override nabled DHLP

Coverage Hole Datection ¥ Enabled DHCP Server T ovemide

Enable Session Timeout | (1800

Session TimeouL (sacs) DHCP &ddr, Assignment | Required
Aironet [E * Enabla
Enablad OEAP
Diagnostic Chahﬂalm - enzhied
Override Interface ACL : 1Pv6 Spltt Tunnel ' Enabled
IPv4 | None v Nong ¥

Layar2 Acl None * Management Frame Protection (MFP)

URL &l Wone ¥ )

P2P Blocking Action Disabled v MFP Client Protection £ | Optional *

chient Exclusion 2 ¥ Enabled Zﬁ,:,. . DTIM Period (in beacon intervals)

Timeout Walue (secs)

Maximum Allowed Clients £ o B02.113/n(1-255) |1

Static 1P Tunneling £ Enabled 02110/ (A2 ST ) L

Wi-Fi Direct Clients Policy Disabled v ac

Maximum Allowed Clients Per AP NAC State  Mone ¥

Radio €l .

Load Balancing and Band Select
Clear HotSpot Configuration ~'Enabled — ; ot



EB VAN Override

=
-
P
St

Saye Configuration  Ping | Logout Refresh

WLANSs WLANs > Edit '@YT_FlexConnect_Dotlx’ < Back | [ ‘EE I*

CISCO MONITOR WLANs CONTROLLER WIRELESS  SE( MANAGEMENT  COMMANDS  HELP Bilk B W A Home

N ":",-,"Lﬂ"i . General | 1mr!y|m[ ' Policy-Mapping | Advanced e
b Advanced FlexConnect o DHCP Profiling L i
FlexConnect Local = HTTP Profiling
Switching 2 20 Local Client Profiling
FlexConnect Local auth 22 L' Enabled DHCP Profiling
Learn Client IP Address 2 ¥ Enabled HTTP Profiling
Vian based Central = pPMIP
Switching 42 G BMIP Mobility Type
Cantral DHCF Processing | Enzbiaed S :
Override DNS £ Enabled PHMIP NAI Type Hexadecimal »
HaT-PAT Enabled PMIP Profile HNone *
Central Assorc 1 Enabled PMIP Realm
Lync Universal AP Admin Support
* Lync Server Disablad v Universal AP Admin
11k 11v BSS Transition Support
Neighbor List # Enabled BSS Transition b
MWeighbaor List Dual Band . Enabled Optimized Roaming Disassociation Timer(0 to 40
40 TETT)
B5S Max ldle Service L =



EB VAN Override

+

Network Device

ISE 61

b Eyaiem » ifentity Managament « Mabwirk Resources ¥ Desice Poral Management  polnd Semvceas ¥ Feed Sapdis ¥ FassialD ¥ Thirgal Centric BAC

= MNebtwork Devices Mefwork Devhie Goups Metwoik Device Frofiles Esternal RADILIS Semvers RADILS Server Sequences MALC Managers Exlernal MM ¥ LOGahan Cenites

Metwiark Devices List > New Metwork Device
Meetwork Devices

* Marne
Dascriplion |

=P agaress [ 1011100 | E #

Habwork denvices

Crafault Dervice

* Device Profile | 2% Clsco | = | &

Model Mara [ '_T__]
Sofwmre Version -

* Mebwirk Dent g Group

Device Tvne [a) Device Types ol Set To I:_\aja._it_

Location [a) | ocatons Gj | ot To Dafadt |

& - RADIUS Auherttication Sesings

Enable Authentication Setings
Frofocol  RADILS

* Shared Secrel IclschEEl I | | Hee |

Enable Keywwap [ &




EB VAN Override

sl dentity Services Engine
Sl ]

* System  ~ldentity Management | » Network Resources  » Device Porlal Management  pobrid S8ervices  » Feed Serice  » PasshelD  » Threat Centric MA;

~Identities Groups  External ldentity Sources |denfity Source SBequences ¢ Setlings

Tk L »
Users Metwark Access Usars List > New Network Access User

* MNetwork Access User

name (o] e ——

Status Enabled «

Latest Manual Metwark Scan Res.

Email |

* Passwords

Password Type'  Intemal Users

Passvard Re-Enter Fassward
“Login Password § ssessses dRaaEEeE _Ga'mratgﬁasﬁwd. i
Enalie Password | | | Generate Passwoed |

* User Information
* Account Optians

* Account Disable Policy

* User Groups

Subrmit == .

o
[



EB VAN Override

ISE €& Profile

aike o : ¥ Corbed Vizibility

Authentcation  Authorzation  Profiling  Poslure Chiend Provisioning | = Policy Elerments

Diclionaries ¢ Conditions = Resulls

Authonzation Profiles > New Authorization Profile
Authorization Profile

= Authorization = Mama IFbe-:turnBct Cryemide WVLAN I
I Autharization F:-:-ﬂ!esl Description | = — S i

¢ Authentication

Daemipadable ACLS "Access T [accESS_ACCEPT -]
+ Profiling Metwoak Devices Profile 2k Ciscol~ B
[ atas Service Template [~
+ Cliont Provisioning Track Movement = |

Pagsive Idantily Tracking |

= Common Tasks

-
" paCL Hame j

I AGL (Filtes1D)
M van TagiD 1 | Edit Tag .| IDMame | 30 ]
I wiice Domain Pemission |

n



EB VAN Override

ISE 3]

Nl
iy

Serices Engine : ;
=i CES Engine Harre » Contex ¢ Ulperations

F Administration

Authentication Profling  Posture  Client Provisioning  * Palicy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag and drop miies to change the arder
Far Policy Export go to Administration > System > Backup & Restore > Paolicy Expont Page

| First Matched Rule Applies -

* Exceptions (0)

Standard

Statuz Rule Name “onditions (identity groups and other conditions)

Pammizssions
WLC FlexConnect_Dotly Radivg MAS-IP-Address EQUALS 10.1.1.100 210 Radivs:Called- FlexConnect Override WLAN Edit | =
Station-1D ENDS_WITH QYT_FlexConnect_Dot1x

oOR

C
o



ElE VAN Override

c——

1 Metwork:
[ Authenticating
N

QYT_FlexConnect_Dotlx

Cisco AnyConnect | QYT_FlexConnect Dot1x X

Please enter your username and password For the
network: QYT_FlexConneck_Doklx

A A

Lisername: dot1x

Password; Cisc0123)|

L . ¥
g Sho Password
N, W

Cancel

Cisco AnyConnect =

The server certificate for the network
'OYT_FlexConnect_Dotlx' has Failed walidation, Do
you wank ko krust iE?

Certificate Mame: ONTISE.qywtang. comid

Issued To; OYTISE.qywkang. com
Issued By ONTISE . qvtang.com
Expiration Date: 2018-01-02 02:49:46 LITC




EB VAN Override

il [dentiny Services Engine

EIsCo Horne

b

LS,

-EiIMNMIEHE

¥ Administration ¢ Ywork Centers

~ Operations » Policy

~RADIUS  TC-MAC Live Logs  » TACACE  Reports

Live Logs  Live Sessions

Misconfigured Supplicants €

0

S Refresh @ Reset Repeat Counts R Export To -
Tirne Status Details Repeat
x -
B it
Diec . i)

Misconfigured Network

b Troubleshoot  » Adaptive Network Caontrol

HADIUS Drops €9 Client Stopped Responding @

Devices &

0 O 5

Refresh  Every 1 minute

#Jstov

ldentity Endpaint ID Endpoint Profile

Avinenticasian A IS ATIgn ol

AlB3.9): A6 B5-FB Default »> Do

Metgear-Device

Default >> WLC .

dotlx AD'63.91:45:B5:FB Metgear-Device Default == Do Diefault == WL _

Authenticatio .,  Authorization Pol .. Authorization Profiles

Repeat Counter €

0

Latest 20 recards :IWI‘H'I'H Last 24 hours :J

¥ Filter~ o~

IP Address

FlexConnect_Cvernde_VLAN

FlexConnect_Cwernde_WLAM




EB VAN Override

afier]ie
CIsSCO

Monitor

Bummary

b Accuess Points

b Cisco Gleanhir

b Btatistics

¥ CDP

¥ Rogues
Chents
Sleaping Clients
Multicast

b Applications

¥ Lync

Local Profiling

General Lm]

Client Properties

MaC Address alb:ilabbi:f

IPv4 pddress 30.1.1.1

IPvE Addrass

Chert Typn Simgpe 1P

5@ Mame dofly

Port Numbaer 1

Flax: WLAN Hame desdnet
| 30

Quarantne VLAN 1D 0

CCX Vearsion fistit {5

E2E Version Mot Supparted

Moty Rola Lacal

Mobaty Peer IP address  1jjs

Mobilty Move Count o

AP Properties
AP Address
AP Hame
A2 Type
AP radio siot 1d
wiLaN Profile
WILAN SEID

Eofresh

g A same

B8 9%:cd; 06:5F30

APl

Bo2.11bn

o
O¥T_FlexConned_Dot1x

ONT_FlexConned_Dotlx

Data Switching Local
Authentication Cantral

Status

Aggadution 10

802.11 Authenticaton
Reason Code

Status Coda

CF Pollable

CF Poll Request

Sheort Preamble

PELCC

Chanmel Agility
Re-authentication timeout

Rafmaining Re-authenticaton
bmaout

WEP State

besooated

1

Cpan Systam

1

i

Mak Imglemanbad
Mat Irnplemented
Implemantsd
Hat Implementad
Mok Imglemantad
1741

[v]

\WEP Enable

Send CCX Req | Display | I

)
(o]

P ]
-
o



EB VAN Override

ZOAX A VLANIO

Authenticalion  Authonzalion Profng  Posjure  Client Provisioning = = Puolicy Elements

Dicteonanes ¢ Condibons - = Resufis

o
Authaorization Profiles » FlesConnect _Override _VLAN
b Authentication L
Authorization Profile
= Authorization " Mama 'Fle:l:u'ml_ﬁ.ﬁrr e VLAN
Aulharization Puofiles Descriphion ) -
Dewnloadable ACLs " Access Type [access accept =]
pPratiing Metwark Desice Prafile 4 Cigca | = F
R ORI Servce Templale [~
b Client Prowvisioning Track Movement [

Passive ldentity Trackng ™

* Common Tasks

™ DACL Name

T ACL (FilberIDy

F wian Tag il 1 | Edit Tag ill:lmamn[-m
i

™ veice Domain Permizgson i

89
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AP W E

AL VLAN

APl#show ip interface brief

Interface IP-Address
Protocol

BVI1 28.1..3 .1
GigabitEtherneto unassigned
GigabitEtherneto.20 unassigned
GigabitEtherneto. 30 unassigned

OK? Method

YES DHCP

NO unset
YES unset
YES unset

Status

up
up
up
up

up
up
up
up




EB VAN Override

sl
CISCD

Monitor

Bummary
b Access Polnts
b Cisco Cleanair
F Statistics

» CDP

+ ronue €

Sleeping Clients
Multicast

b Applications
F Lync

Local Profiling

General | AVG Statistics

Client Properties

MAC Addrass al:63:91 a6:b5:M
1Pw4 Address foooo
1Pv6 Address
Client Type Simple 17
User Name dotlx
Part Number 1
Fles VLAN Name deadnat
| veiin 10
Crearanting WLAN ID o
CCX Varsson CLEVS
E2E Version Not Supgortad
Mokbdity Fiala Loeal
Maldity Peer IP Address 1/
Modility Move Count o
Palicy Manager State DHCP_REQD

A e e L

AP Properties
A Addrass
AP e
AP Type
AP radio slot [d
WLAN Profile
WLAN 551D
Data Switching
Authenticaton
SLatus
Assaciation [0

202,11 susthentication

Reason Code
Status Code
CF Pollable

CF Poll Regueast
Short Preamble
PRCC

Channel sgiity

Re-authentication maout

Lseal

Central

Remaining Re-authentication

brmaout
WEP State

Lync Properties

62190 o b6 5T 30
ap1
802.11an

1

OWVT_FlexConnect_Dotix

T _FlexConnect_[ofix

Assodiated

1

Open System

i

o

Not Implemented
Mot Irpdemanted
Mot [mpdermented
Not Inpdemented
Mot [mplemanted
1786

a

WEE Enable

9

1
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afear]n
CISCO

Wireless

¥ Access Points
&l APs
» Radios
B02.11a/n/ac
802.11b/g/n
Dual-Band Radios
Global Configuration

b Advanced
Mesh

k ATF
AF Profiles

I FlexConnect Gmup-‘-i

FlexConnect W 50
Termplats:

OEAP ACL=
Metwork Lists
F BD2.11a/n/ac

} BOZ.11b/g/n

MOMNITOR  WlLaNS -;_E‘-[-::'F:-:-L@ WIRELESS SECURITY MA

FlexConnect Groups > Edit

‘default-flex-group’

AGEMENT  COMMANDS

Save Conhguraton

o*:ﬁn‘ar,al | Local Authentication | Image Upgrade | AGL Viepping | Central DHCP | WLAN VLAN mapping | WLAN AVC mapping |

l AAA VLAN-ACL mapping I WLAN-ACL mupphu__;-_.#n_licﬁs. i

A

AA VLAN ACL Mapping

I'l.ﬂan Id 110 I

Inoress ACL |none *

Earess ﬂ"’ none v

Vian Id

)
Ingress ACL

Ylan Id
10

Bing

Logout | Befresh

f Horme

Apply |

AP1d#show ip int b

Interface IP-Address OK? Method Status Protocol
BYI1 20.1.1.1 YES DHCP up up
GigabitEthernet@ unassigned MO unset wup up
GigabitEthernet®.16 unassigned ¥YES unset wup up

Egress ACL

Ingress ACL Egress ACL

nane ¥ nore v a




ElE VAN Override

W MNetwork:

Connected {10,1.1.1)

| QYT_FlexConnect_Dotlx

= R

BN ariE T

Findows IP FRE

cO02afBf: Tolf:

0 (0% E),

acarwl?




EB VAN Override

AP #HIEE VLAN1O (&1

i I i I b o B Save Configuration  Ping  Logout  Refresh
CISCO MOWITOR  WLANs CONTROLLER & S SECURITY MAMNAG B CICH {ELP FEEIE L A Home

Wireless FlexConnect Groups > Edit ‘default-flex-group’ Apply

¥ Access Points y . I - - .

,:u :.P-: | General ]’__-_uml:-nmh'umlamm: | Image Upgrade | ACL Mapping :_:nentralmleﬁ | WLAN VLAN mapping | WLAN AVC mapping
= Radios —

802.11a/n/ac ; T s G -
B02:11b/g/n AAA VLAN-ACL mapping f M'!"@r‘mwmﬁ I Palictc s -

Dual-Band Radios
Global Configuration

b Advanced AAA VLAN ACL Mapping
Mesh
Vian Id 1]
b ATF
Ingress ACL  none ¥
RF Profiles -
FlexConnect Groups Egrass ACL |none ¥
FlexConnedt ACLs nd-d_l
FlexConnect WVLAN .
Templates
OEAP ACLS Yian id Ingress ACL Egress ACL
Metwork Lists i norg ¥ fiofe ¥

kP B02.11a/nfac
kP BO2.11b/g/n
b Madia Stream

Application Visibility
And Control

Lync Server
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VLAN Based Cehtral Switching

vt et
CISCO
FZBNE CONP Wireless iR42



EME V1. AN Based Central Switching

VLAN Base Central Switching Pt

FlexConnecti®3{, /&5 WLCTiATE RADIUSTIIETE WLCEMBVLAN APAEMHVIAN RADIUSIEEIVLAN WLANSCEIVLIAN EEFEEVIAN  MEH INE BEAE
1 v Vv 10,20 20,30 10 299 (deadnet) 10 WLC == 1T =TT
2 v v 10,20 20,30 20 999 (deadnet) 20 WLC T A
EEE 3 v v 10,20 2030 30 999 (deadnet) 30 WLC =TT i
4 Vv v 10,20 20,20 50 999 (deadnet) 999 (deadnet)  WLC il B
5 v ] 10,20 20,30 A$EHvlan 999 (deadnet) 999 (deadnet) WLC 1T r.% |
6 % v FOE 20,30 30 999 (deadnet) 30 AP dul» F.% .
EEhv i B 7 x v ¥ NG = 20,30 50 999 (deadnet) 999 (deadnet) AP gy v %]
8 x v A5 @8 20,30 F#E#vlan 999 (deadnet) 999 (deadnet) AP =TT i

96



EE V1.AN Based Central Switching
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i,
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w WLANS
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Lvnc Universal AP Admin Support
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ISE ##X VLAN10

Authentication  Auwthonzafion  Profiling  Posture  Client Provisioning = Policy Elements

Dictionaries  » Conditions = Results

o
Authonzation Profiles » FexConmect_Dverride_YLAN
b Authentication .
Authorization Profile
= Authorization " Name |FlenCorrect_Crvarride VLAN |
Authonzation Profiles Drescription ) o J
Downloadable ACLs *Access Type |acoEss ACCEPT T
EFeofilng Netwark Dewce Profile aus Cigga | = W
* Posture Serice Ternplate [
» Client Provisioning Track Mowement [

Passne |dentty Tracking [

= Common Tasks

r DACL Mame :
T aCL FitterD)

P wian Tag D 4 | Edit Tag. | iDMame | 10

C ‘olee Dornan Pemigsion |

g
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W MNetwork:
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sifrar]ne
CISCO

Monitor

BuUrmimary
F Access Points
F Cisco CleanAir
F Gtatistics
F COp
b Roquis
Clhants
Sleaping Clients
FMulticast
b Applications
F Lync
Local Profiling

General } LW

Client Properties

MaC Address ;639108050
IPv4 Address fioii: |
IPv6 Address 8l co92:ab6f 73 aca?,
Client Typa samiple 1P
sl Name dotls
Prost Bumbeer 1
Incerface PRanagenment
foienio 10 |
Cuarantine WLAN 1D 0
CCX Vargion CCEYS
EZE Wersion Mot Supported
Mability Role Local
Mobilicy Paer [P Address  ja
Mobility Move Count 1]
Paligy Manager State RLA

AP Propertics

AP Acidress

AP Nama

AP Type

A0 radio shot Id
WLAN Profile
WLAM S5ID

BB cdi 065130

APl

802.11bn

0
O¥T_FlexConnact_Dotix

CVT_FlaxConnact_Doklx

Data Switching Central

authenticabon Cantral

Status

Association ID

B02.11 duthentication
Reagon Code

Status Code

CF Pollable

CF Poll Requast
Short Preamible

PBCC

Chanmnel Agility

Ra-authantication maout

Remaining Re-authentbcation
timeout

WER State

Azsnaated

1

Qpen System

1

o

Mot Implémantsd
Mot Implemantad
lmplamented
Mot Implemanted
Mot [mplemantad
1692

o

WEP Enabla
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[SE #4¢ VLAN20

Authentication  Authorization  Profiling  Posture  Client Provisioning = Palicy Elemeris

Dictionanes  » Conditions = Resulls

<]
Sythonzastion Profiles > FlexConnect _Overricle VLAN
» Authentication ) _
Authorization Prafile
= Authorization * Name IthEﬂ"cht_Dverrde_‘nLhN
Authorization Profiles Drescriplion | J
Downloadable ACLs ® Arcass Type |-*.CCEEE ACCEPT - _L!
itk Matwark Deaca Profile &% Ciszo | - &
i Semice Templae [
» Client Provisioning Track idevement [~

Fasene Identity Tracking T 3

* Common Tasks

[ DACL Name j

I ACL (FitesD)

— oL hitageag ol ==

™ “oice Dormain Permission j
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findows IF EE.E
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& Metwork:
i Connected (20,1.1.2)
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e

CisCO

Monitor

Bummary
Accass Points
Clsco Claantls
Statistics

cop

Roguies
Clinnts
Sleeping Clients
Multicast
Applications
Lync

Local Profiling

Client Properties
MaC Address a0:63:91 a6 b5
1Py 4 address §z0.112 | |
1PvE Address fed0:ico92 e a6l 7ol acay,
Climnt Typa Svrsple 1P
Lizar Name dotlx
Port Flumbar 1
Flax VAN Nama deadnet
| vuaniio 20 |
Quaranting VLAN 1D i
CCH Varsion CCMVS
E2E Vrsion Hot Supported
Molibty Role Local
Mobilty Peer IP Address  hja
Mohilty Move Count o
Pohcy Manager State U
Management Frama o

/

AP Properties

AP address 55199 cd; 06;5F:30

AP Hams AR

AE Type BO2.11ba

AP fadio glot 1d li]

WLAN Profile YT _FlexConnect_Dotlx
WLAN 5510 OYT_FlexConnact_Doklx
Data Switching Loca

ALthantstation Cantral

Stabus Assocated

Assodation 1D i

802,11 Authentication
Reason Code

Statss Code

CF Pollable

CF Poll Reagquist

Short Preamble

PBCC

Channel Agdy

Re-authentication Dmeout

Ramaining Re-authantstation
tim@out

WEP State

Lyne Properties

Dpen System

1

0

Mat Implementad
Mot Implemented
Imgdemented
Mot Implémented
Nat Implemantad
1773

0

WEP Enalbla
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[SE ##X VLAN30

Authenticalion Authonzalion  Profiling  Postere  Chent Proweioning . = Policy Elemends

Dectionanies o Conddions = Resulis

o
Authonzation Profdes > FexComnect_Override_WLAN
v Authentication
Authorization Profile
= Aathorization " Mame | FlesCornect_Cvoeride VLAN |
Audhonzation Profiles Descaption l ~
Dewnloadable ACLs "Access Type |ACCESS ACCEPT T
kiGeofllng Netwodk Dence Prafile 2% Ciscn | | i
* Posture Serace Templale [~
v+ Client Provisioning Track Movement [0

Fassere Merdy Tracking [~ 4

* Commmon Tasks

&
T DACL Marme
T ACL (FilteriD)
| P van Tag D 1 | Edit Tag.| DMame | 30 I
™ Woree Domain Permission =
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[SE ##AX VLAN50

Authentication  Authonzation  Profibing  Posture  Cleant Pronsionng. = Palicy Elements

Ducticnanes ¢ Conditions = Rasults

o
Autharization Profiles > FlexConnect_Override_VLAN
¢ Authentication i K
Authorization Profile
= Authorization *Name | FlexConnect_Override_VLAN
Autharization Profiles Description [ =
Diosmloadable ACLs TAccess TIF'E [AC{EEE_;MLCEPT E I
s Kadiiog Network Device Profile &% Cigoo | = | &
+ Posture Service Template =
v Client Provisioning Track Movemznt [

Pazsive Identity Tracking [~
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I DacL Name j

[T ACL (Filter-iD)
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N
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M Cisco ArmyConnect Secure Mobility Client  — x
' P

MNetwork:
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difiet]is
CISCo
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[SE A#%AL VLAN

Disabling YLAN will disabibe the VLAN common task that is
referenced in Authorization Profiles
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25 A A

M Cisco ArmyConnect Secure Mobility Client  — x
' P

MNetwork:
Lirmited of no conneckiviey

| Q¥T_FlexConnect_Dotlx 8 oall ~|[
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Bing Logouwt  Befresh

NIHIE
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ISE N AP #sn Network Device

= Adranistration

k- System ¥ ldenlily Management = Network Resowees ¢ Device Portal Manageman?  puiGrid Sendces  » Feed Service » PassielD ¢ Theest Centric MAC
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o
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Drefault Dievica
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Description |
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A

ISE N AP RINFZFALE

il ldentity Services Engine

CIEEE Horrie ¥ Cantext Visibility v Operations b Adminizstration b WWoark C enters

Authenticalion  Authorization  Profiling  Posture  Client Prowvisioning  * Policy Elerments

Authorization Policy

Define the Authorization Policy by configunng rules based on identity groups andfor other conditions. Drag and drep mules to change the order
For Policy Export go to Administration = System > Backup & Restore > Policy Export Page

| First Matched Rule Applies -

¥ Exceptions (0]

Standard
Slatus  Rule Name nditions (identity groups and other conditions) Permissions
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W WLC, bk AP 3k A7 A ¢

SW3560(config)#interface go/1
SW35608(config-if)#shutdown

*Dec 18 01:08:02.447:
*Dec 18 01:08:02.463:
*Dec 18 91:08:02.479:
*Dec 18 91:08:02.855:
Not in Bound state.
*Dec 18 ©1:11:08.365:
IP is wrong. Renewlng
*Dec 18 ©1:11:13.377:
*Dec 18 ©1:11:13.489:
hostname AP1

*Dec 18 ©1:11:13.489:

*Dec 18 01:11:19.369:
AP1#sh ip int b

Interface
BVI1

HEVT-4-WRN: Write of flash:/event.capwap done

%LWAPP-3-CLIENTERRORLOG: Switching to Standalone mode

%DTLS-5-SEND ALERT: Send FATAL : Close notify Alert to 10.1.1.108:5246
%WIDS-6-DISABLED: IDS Signature is removed and disabled.

%CAPWAP-3-DHCP_RENEW: Could not discover WLC. Either IP address 1s not assigned or assigned
DHCP TIP.

%LWAPP-3-LWAPP_ TNTERFACE GOT_IP_ADDRESS: Interface BVI1 obtained IP from DHCP...
%#DHCP-6-ADDRESS ASSIGN: Interface BVI1 assigned DHCP address 20.1.1.4, mask 255.255.255.0,

XLWAPP-3-LWAPP_ INTERFACE GOT IP ADDRESS: Interface BVI1 obtained IP from DHCP...

Translating "CISCO-CAPWAP-CONTROLLER™...domain server (255.255.255.255)

%CAPWAP-5-DHCP_OPTION 43: Controller address 10.1.1.100 obtained through DHCP

IP-Address OK? Method Status Protocol
20.1.1.4 YES DHCP up up
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[SE ##X VLAN30

Authenticalion Authonzalion  Profiling  Postere  Chent Proweioning . = Policy Elemends

Dectionanies o Conddions = Resulis

o
Authonzation Profdes > FexComnect_Override_WLAN
v Authentication
Authorization Profile
= Aathorization " Mame | FlesCornect_Cvoeride VLAN |
Audhonzation Profiles Descaption l ~
Dewnloadable ACLs "Access Type |ACCESS ACCEPT T
kiGeofllng Netwodk Dence Prafile 2% Ciscn | | i
* Posture Serace Templale [~

¢ Clent Provisloning Track Movement [T

Fassere Merdy Tracking [~ 4

* Commmon Tasks

&
T DACL Marme
T ACL (FilteriD)
| P van Tag D 1 | Edit Tag.| DMame | 30 I
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2 N

*Dec 6 ©7:25:36.858: ¥RADIUS-4-RADIUS ALIVE: RADIUS server 10.1.1.12:1812,100¢ is being marked alive.
*Dec 6 ©7:25:36.858: %RADIUS-6-SERVERALIVE: Group radius: Radius server 10.1.1.17:1812,1000 is
responding again (previously dead).

. 0 Metwork:

Connected (30.1.1.1)

QYT_FlexConnect_Dok1x 2 il v| =

- 0 "
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Gsco dentity S

~RADIUS | TC-MAC Live Logs  » TACACS
Live Logs  Live Sessions

¥ Context Visibility

Reports

Misconfigured Supplicants @

0

S Refresh @ Reset Repeat Counts R Expori To =
Time  Status Details Rep=at
5 [
Dec i) o I
Dec B G

¥ Troubleshoot

= Operations

¢+ Adaptive MNetwork Control

Misconfigured Network
Devices ©

[clentity

dot1x

dotlx

0

Endpoint ID
Endpoint D

ADB3:91:AB:B5 FB

Alb3:91: A B5:FB

b Administration

RADIUS Drops O

11 <) 0

Client Stopped Responding € Repeat Counter ©

Refrash  Every 1 minute j Show  Latest 20 records j Within | Last 24 hours :I

Y Filter = &~

Endpoint Profile  Authenticati..  Authorization P, Authorization Profiles IP Address

Endpoint Profile Naughantication | ] Adthorization Polic] | Authiorizaticn Profiles P Addres j

Crefault >> 0.

Netgear-Devica

Default >> AP_Fl...  FlexConnect_Override_VLAN

MNetgear-Device Default >> D Defaull == AP _FI.., FlexConnect_Overnde VLAN
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[SE ##AX VLAN50

Authentication  Authonzation  Profibing  Posture  Cleant Pronsionng. = Palicy Elements

Ducticnanes ¢ Conditions = Rasults

o
Autharization Profiles > FlexConnect_Override_VLAN
¢ Authentication i K
Authorization Profile
= Authorization *Name | FlexConnect_Override_VLAN
Autharization Profiles Description [ =
Diosmloadable ACLs TAccess TIF'E [AC{EEE_;MLCEPT E I
s Kadiiog Network Device Profile &% Cigoo | = | &
+ Posture Service Template =
v Client Provisioning Track Movemznt [

Pazsive Identity Tracking [~

¥ Cofnmon Tasks

I DacL Name j

[T ACL (Filter-iD)

F wian TaglD 1 | Edit Tag -I[).Mameia:u I
N

™ “hice Domain Pemmission ﬂ
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J7 R A

9 Cisco AnyConnect Secure Mobility Client  — x % Cisco AnyConnect Secure Mobility Client  — *

@ Metwork:

Acquiring IP Address

Network:
Lirited or no connectivity

OYT_FlexConnect_Dotlx

Jih)
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[SE A#%AL VLAN

Disabling YLAN will disabibe the VLAN common task that is
referenced in Authorization Profiles
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J7 R A

9 Cisco AnyConnect Secure Mobility Client  — x % Cisco AnyConnect Secure Mobility Client  — *

@ Metwork:

Acquiring IP Address

Network:
Lirited or no connectivity

OYT_FlexConnect_Dotlx
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test

SW3560(config-if)#no shutdown

*Dec 6 ©7:32:01.955: AP has SHA2 MIC certificate - Using SHA2 MIC certificate for DTLS.

*Dec 18 91:34:38.000: %CAPWAP-5-DTLSREQSEND: DTLS connection request sent peer ip: 10.1.1.100 peer port: 5246
*Dec 18 ©1:34:38.323: %CAPWAP-5-DTLSREQSUCC: DTLS connection created sucessfully peer ip: 10.1.1.100 peer port:
5246

*Dec 18 ©1:34:38.323: %CAPWAP-5-SENDJOIN: sending Join Request to 10.1.1.100

*Dec 18 ©1:34:39.983: HLWAPP-4-CLIENTEVENTLOG: OfficeExtend Localssid saved in AP flash

*Dec 18 ©1:34:40.543: %CAPWAP-5-JOINEDCONTROLLER: AP has joined controller WLC-55@8-1WLAN id 1, SSID

QYT _FlexConnect PSK, L2ACL , L2ACL AP

WLAN id 2, SSID QYT _FlexConnect Dotlx, L2ACL , L2ACL AP

*Dec 18 ©1:34:40.679: %LWAPP-3-CLIENTERRORLOG: Switching to Connected modecapwap delete all 12Acls in nacl 1list:336.
Deleting all L2Acls in AP config

*Dec 18 ©1:54:42.303: %WIDS-6-ENABLED: IDS Signature is loaded and enabled
*Dec 18 ©1:34:44.271: %LINEPROTO-5-UPDOWN: Line protocol on Interface NVI®, changed state to up
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! FlexConnect ACL

WLC ]

ol I el I' 3 : e Configuration  Ping  Logout Refresh
cisco 208 . T A Home
Security FlexConnect Access Control Lists Entries 0 - 0 of 0 e
b oAAA
b Local EAP sl

Advanced EAP
¥ Priority Order

b Certificate
L]

= Access Control Lists L § a
RS e Access Control List Na.h--‘DEﬂy_ICMF'_ll I
B ol Lists
FlexConnect ACLs

URL ACLS

Wireless Protection
Policies

F Web Auth
TrustSec SXP
Local Policies

b Advanced



! FlexConnect ACL

e

CISCO B ANs ~ CONTROLLER  WIREL EE! .
Security Access Control Lists > Rules > New < Back o‘ Apply I
F AAA Sequence 1
¥ Local EAP

o;-:un:e Ay v
Advanced EAP -

- P Addrass Matmask

b Priority Order e i I 5
I RGatnaton IP Address ¥ 10.1.1.11 [255.255.255.255

b Certificate

= Access Control Lists Pratocol OIICMP 'I

Access Control Lists
CPU Access Control Lists  DSCP Any 2
FlexConnect ACLs

Laver? ACLs Action o

LIRL ACLs

Wireless Protection
Policies

F Web Auth
TrustSec SXP
Local Policies

¢ Advanced

(5]

-



! FlexConnect ACL

stfnan]ns

CISCO

FlexConnect ACL — 3

2 Lonnguration

Security

AAA

Local EAP
Advanced EAP
Priority Order
Certificate

Access Control Lists
Accass Conbrol Lists

CPLU Aceass Control Lists
FlexConnect ACLs
Layer2 ACLs

LRL ACLs

Wireless Protection
Policies

web Auth
TrustSaec SXP
Local Policies

Advanced

Access Control Lists > Rules > New



! FlexConnect ACL

WLC ]

Security Access Control Lists > Edit

1 ]

[ ]

CISCO MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGENMENT COMMANDS HELP

FEEDBACKS®™

AbA
Local EAP General

sdvanced EAP Access List Name Derny_ICMP_11
Priority Order

Seq Action Source 1P fMask Destination 1P fMask Protocol Source Port Dest Port

0.0.0.0

Cortificate B D oo 10.1.1.11 / 055555255255  [CMP

Access Control Lists
Access Cantrol Lists 2 Permit
CPU fccess Control Lists L0
FlexConnect ACLs
Layer2 ACLS
URL ACLs

0.0.0.0 /0.0.0.0 Any

Wireless Protection
Policies

Weh Auth
TrustSec SXP

Local Policies

Advanced



! FlexConnect ACL

CISCO

WLANS

WLC ]

CONTROLLER

? FlexConnect ACL — 5

NgUrSton

Security

F OAAA

b Local EAP
Advanced EAP

¥ Priority Order

b Certificate

= Access Control Lists

Access Control Lists

CPU Access Contral Lists

FlexConnect ACLs
Layer2 ACLs
LIRL ACLs

Policies

F Web Auth
TrustSec 8XP
Local Policies

b Advanced

Locess List Mame

Seq  Action

Wireless Protection

Access Control Lists > Edit

Source IPf/Mask

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

MANAGEMENT COMMANDS  HELP ﬁﬁb{\

Deny_ICMP_12

Destination IP S Mask Source Port

[ 255.255.255.255

ﬁ- Home
< Back Add New Rule
DSCP
any &
any B

(=
)

8



! FlexConnect ACL

? VLAN-ACL By5

.Ill.lll- B VR O aticn Ping  Logout - Befrash
CIs5Cco
Wireless FlexConnect Groups > Edit ‘default-flex-group’ Apply
= Access Points e T E— RE——— e A whs b e - P—— -
;’;’! f«" . General | Local Authentication | Eﬂ_ql._l.lf!}';lﬂl:_l ACL Mapping l!it{lll'lmlm WLAN VLAN mapping | WLAN AVC mapping |
il E| AAA VLAN-ACL mapping | WLAN-ACL mapping | Policies |

Dual-Band Radens
Global Configuration

b Advancoed AAA VAN ACL Mapping
Mash

b ATF Wlam Id 30
RF Profiles Ingress ACL JDeny_ICMP_11 ¥ AP1#tsh access-lists
FlaxConnect Groups Foms3 ACL-J0en,JCHE._11 ¥ Extended IP access list Deny ICMP 11
FlaxConnect A Adid x i S
FiexConnect VLAN . 10 deny icmp any host 10.1.1.11
T it
amplatas
OEAP ACLS Wian id Ingress ACL Egress ACL 20 per‘mit lp any any (246 matches}
Network Lists

b 802.11a/n/fac o

k B02.210/9/n Vlan Id Ingress ACL : Egress ACL

F Maodia Slreom

‘Deny_ICMP_11 ¥ | Den |

Anplcation Visilily
And Contro!

Lync Server
Country
Timers

k MNetilow
b QoS

| By



i F | exComnect ACL fﬁﬁ: |

e ACL 1E A

B

& Network:

Connected (30,1.1.1)

QYT_FlexConnect_Dotlx B ol ~|[iE= '

III‘EIILI’

i O

AP1#tsh access-1lists

Extended IP access list Deny ICMP_11
10 deny icmp any host 10.1.1.11 (6 matches)
20 permit ip any any (246 matches)




! FlexConnect ACL

4

WLC 18 Polices #ixX ACL

—

ol I I "1 i Save Comfiguranon E.fll'.( T
cisco MOMITOR  WLANS CONTROLLER W .|.:.z|_ ESS SECURITY  MANAGEMENT  COMMANDS HELP- EEEDBACH & i A Hom

Wirelass FlexConnect Groups > Edit ‘default-flex-group’ L Aplv |

= Acoess Points
Biarde | General | Local Authentication |:wmrél ACL Mapping | Gentrol DHCP | WLAN VLAN mapping | WLAN AV mapring

b Advancod Policles
Mosh e

T —————
Palicy &CLJDeny_[CMP_12 *
b ATE z ~LHE-
_add
AF Profiles

FlesConniéct Croups
FlaxConmact ACLS
FlaxConnect VLAN
Templates

OEAP ACLS

Matwaork Lists

B B0Z.1la/nfac

Policy Access Control Lists

::::l::;:::u Policy Access Control Lists AP1#sh access-lists :
, Applcation viiitky Sary b Extended IP _gccess list Deny ICMP 11
s -7 o 10 deny 1cmp any host 10.1.1.11 (6 matches)
Cauntry : 20 permit ip any any (246 matches)
e Extended IP access list Deny ICMP_12
» Qos 10 deny icmp any host 10.1.1.12
20 permit ip any any

::_.l_','
Hee



i FlexConnect ACL

ISE ¥4 Airspace ACL Nmae

Aythertication  Authonzation  Proffing

Posture  Cliend Prowisioning = Polcy Elements
Dectionanes . » Conditions = Resulls

] Passme Menlity Tracking [T
¢ Authentication

= Auithorization
* Comanon Tasks
Authonzation Frefiles ™ Wb Authentication [Local Wab Auth)

=
Derwenbiadobile ACLS o
¢ Prafiling

F airespace ACL Mame

finenus [ ASA VRN

¥ Client Provisioning

™ A Profile Hame

b Advanced Attributes Settings

= Attributes Details

139



gl FlexConnect ACL Tﬁﬁ:t

% o F RN ACL BLFR

6 Metwork:
Connected £30,1.1.1)
W
QYT_FlexConnect_Dotlx B il v| == -~
Al "\ H‘

AP1#sh access-lists

Extended IP access list Deny ICMP 11
10 deny icwp any host 10.1.1.11 (14 matches)
20 permit ip any any (474 matches)

Extended IP access list Deny ICMP 12
10 deny icmp any host 10.1.1.12 (5 matches)
20 permit ip any any (236 matches)




3.
Split Pdunneling

lllllllli




#Split Tunneling

WLC 6

'I' 'l' EaWe Configurabion  Ping  Logout Refresh
| ] L] L]
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP EI:EE'-E.;:.C{' ; ’ A Home
WLANSs WLANs > Edit "QYT_Central_PSK" < Back | apply |
- ‘:"'\‘}1‘::5 General | Security | QoS | Policy-Mapping | Advanced
b Advanced :

Profile Name QYT _Central_PSK

Type WILAN

551D \QYT_Central_PSK

Status ¥ Enabled

Security Policies [weAZI[Auth(802.1X)]

(Modificabions done under security tab will appear after applying the changes.)

Radio Policy all v
Interface/Intarface GroupG)
[Multicast Yian Featura Enabled
Broadeast SSID # Enabled
N&S-1D Inone



g Split Tunneling

Miguration Ping Logout Refrash

il I sl I I \
CISCO MONITOR  WLANs CONTROLLER  WIRELES SE M A | ’ M Home

WLANS WLANSs > Edit "QYT_Central_PSK' < Back | apply |

. ‘f"'v';‘;ﬁ‘ |" General l Security I Qos | Policy-Mapping ] Advanced

b Advanced . Layer 3 Iﬁﬂﬁ‘m J

Reassociation Timeout 20 Seconds 1 & |

Protected Management Frame
PMF Dizabled *
WPA+WPAZ Parameters

WPA Policy

WPAZ Policy ¥

WPAZ Encryption ¥ AES TKIP ~ CCMP256 I GCMP128 — GCMPZ256
OSEN Policy

Authentication Key Management ie

B02.1% Enable
CCEM | Enable
PSK nable
FT 802.1x Enable
FT PSE ! Enable
PSE Format ASCIL v
q ] o



g Split Tunneling

4ye COMiguration  Ping  Logout | Refresh
ol I Iol I I
CISCO MONITOR  WilaNs CONTROLLER  WIRELESS CURITY MANAGEMENT COMMANDS HELP EEEDBACK M Home
WLANS WLANs > Edit 'QYT_Central_PSK* < Back |
¥ WLANs | General | Security I Qnﬂ ]_ Policy-Mapping | Advanced I
e 23 4.56 7 = 1
Scan Defer Priority Re-znchor Roamed Voice Clients Enabled =
¢ Advanced MENEEREEE R H R .
ETS based CAC Policy ! Enahbled
Scan Defer Time(msecs) 100 Radius Client Profiling
zxConnect DHCP Profiling
FlexConnect Local HTTP Profiling
SR Enabled )
HIECIRNG Local Client Profiling
FlexConnect Local Auth ££ Enzbled DHCP Profiling
Learn Client IP Address 2 ¥ Enabled HTTP Profiling
Vian based Central , PMIP
Cnieng 13 Enabled
PMIP M[Jblllt'l' Type C
Central DHCP Processing Enabled
T .
Ovemride DNS Enabled PMIP NAI Type Hexadedmal *
NAT-RAT Enabled PMIP Profile Mone ¥
Central Assoc ! Enabled PMIP Realm
Lync Universal &P Admin Support
Lync Server Disabled * Univarsal AP Admin
11k 11lv BSS Transition Support
Neighbor List ¥ Enabled BSS Transition o] -
4 .
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g Split Tunneling

WLC £

FlexConnect

- ll 1o |I| . \ \ ye Configuration  Ping . Logout Refresh
CISCO MONITOR  WLANs CONTROLLER WIRELESS  SECURITY  MANAGEMENT COMMANDS  HELP "EFE?_ mf¢'l f Home
Security Access Control Lists > Edit < Back |  Add New Rule |
b OAAA
b Local EAP General
Advanced EAP Access List Name

b Priority Order

b Certificate

192.168.1.0 f 255.235.255.0

= Access Control Lists
Access Control Lists
CPU Access Control Lists
FlexConnect ACLs
Layer2 &CLs
LRL ACLs

Wireless Protection
Policies

» Web auth
TrustSec SXP
Local Policies

¢ Advanced

[
Hes
[



#Split Tunneling

s 1) 26 IR 2 H O A H [ WLAN

i ety o
CISCO WIRELESS MAMNA O'S  HELF FEEDBACK _ R i N Home

Wireless FlexConnect Groups > Edit 'default-flex-group* Apply

* Access Points . - B o ___e o S - _

vad_;.jpi [ General | Local Authe @i tion | Image Upgrade ' ACL Mapping I Central DHCP | WLAN VLAN mapuing | WLAN AVC mapping l
- 105 — - .

B02.11a/n/fac AAA VLAN-ACL mapping | WLAMN-ACL i l ;
802.11b/g/n | AAA VLAN-ACL mapping mapping | Policies |

Dual-Band Radios
Glabal Canfiguration

F Advanced Web Auth ACL Mapping Local Split 'P Mapping
Mesh J
WLAN Id 1o WILAN Id 3
F_ATF
L - Webauth ACL |Deny_ICMP_11 ¥ Local Split ACLY To_LocalServer v
* Profiles :
I Add
I FlexConnect Grqusl —J
EELOMNMECT ALLS
FlexConnect YLAN WLAN Id WILAN Profile Name Weliiuth ACL WLAN Id WLAN Profile Name LocalSplit ACL
Templates
OEAP ACLS
Network Lists e WLAN Id _ WLAN Profile Name LocalSplit ACL
F 802.11a/nfac 3 OWT_Cartral _PSk To_LocalSarver v q

¢ B0Z2.11b/g/n
b Madia Stream

Application YVisthility

¥ And Control

;:ﬁ:“m AP1#show access-lists

= Extended IP access list To LocalServer
» Netflow 10 permit icmp any 192.168.1.0 0.0.0.255
F QoS

142



M3 Split Tunneling

Lo AR ACVE VT 18] 73 S Al 55 4

SW3560#ping 192.168.1.1

Type escape sequence to abort.
Sending 5, 19@-byte ICMP Echos to
192.168.1.1, timeout 1s 2 seconds:

Success rate is @ percent (0/5)




i3 Split Tunneling

B 7 i i A2

SW3650-1# debug ip icmp

= . Fa 2Ll g

| QYT_Central PSK

& al || =

-
Metworl:
e Connecked (10,1.1.1)
b

[ ]

4
»

il

B ST

*Dec 16 ©2:57:55.244: ICMP: echo reply sent, src 192.168.1.1, dst 20.1.1.1, topology BASE, dscp ©
topoid ©
*Dec 16 ©2:57:55.643: ICMP: redirect sent to 20.1.1.1 for dest 10.1.1.100, use gw 20.1.1.254
*Dec 16 ©2:57:56.496: ICMP: redirect sent to 20.1.1.1 for dest 10.1.1.100, use gw 20.1.1.254
*Dec 16 ©2:57:57.871: ICMP: redirect sent to 20.1.1.1 for dest 10.1.1.180, use gw 20.1.1.254
*Dec 16 ©2:57:57.827: ICMP: redirect sent to 20.1.1.1 for dest 10.1.1.106, use gw 20.1.1.254
- | x



83 Split Tunneling

s

o

il

A AP L&

APl#show access-lists

Extended IP access list Deny ICMP 11
18 deny icmp any host 10.1.1.11 (14 matches)
20 permit ip any any (1730 matches)

Extended IP access list Deny ICMP_12
18 deny icmp any host 18.1.1.12 (5 matches)
20 permit ip any any (1595 matches)

Extended IP access list To LocalSerwvar

10 permit icmp any 192.168.1.€ ©.0.9.255 (4 matches)

Extended IP access list reap_locel_central_acl
18 permit ip 10.1.1.€ ©.€.08.255 any (1 match)

AP1#show derived-config

interface BVI1

mac-address fc5b.3937.1a98

ip address 28.1.1.1 255.255.255.8
ip nat outside

ip virtual-reassembly 1in

|
intertace BVI2

mac-address 6899.cdB6.5130

ip address 106.1.1.254 255.255.255.6
ip nat inside

ip virtual-reassembly in

ip nat inside source list reap local central acl
interface BVI1 overload

ip access-list extended To LocalServer

permit icmp any 192.168.1.8 8.0.8.255

ip access-list extended reap local central acl
permit ip 10.1.1.@ 8.8.0.255 any

g

AP1#show derived-config txt
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