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Security

Appliance

Cisco
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BOOT

 

ACTIVE

 

PS

 

ALARM

 

VPN

 

HD

 

ASA5520

WAN

VOICE

PSTN

INTERNET

MPLS LEVEL3

10.1.2.253

10.1.3.254

10.1.2.254

10.1.1.254

Vlan10                 10.1.1.254     
Vlan20                 10.1.2.254    
Vlan40                 10.1.4.254     
Vlan60                 10.1.6.254    
Vlan80                 10.1.8.254     

Vlan120                10.1.15.254    
Vlan130                10.1.3.254    
Vlan131                10.1.5.254    

Vlan160                10.1.19.254    
Vlan400                10.1.25.1      

Vlan1000               10.1.26.254 

CAMPUS
HiPPA WEB VLAN101

HiPPA APP VLAN 105

HiPPA Database VLAN 110

Default gateway 10.1.3.254

Default gateway 10.1.3.254

Default gateway 10.1.3.254

Create SVIs int for VLAN101,105,110 on Core Switch
CAT4510 for intervlan routing

Do policy-based routing for the web, app and database to 
redirect the traffic through the firewall so that policies get 

applied at the firewall.

Add Objects groups for each VLANs
Create access-list conforming to the policy requirements 

and enable logging for denied access
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